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TSL Scheme Information

TSL Id

TSLTag

TSL Version Identifier

TSL Sequence Number

TSL Type

Scheme Operator Name

Name

Name

PostalAddress

Street Address

Locality

Postal Code

Country Name

ElectronicAddress

URI

URI

Scheme Name

Name

[en]

[et]

[en]

[en]

[en]

[en]

[en]

[en]

[en]

Scheme Information URI

URI

URI

URI

[en]

[en]

[et]

EE0001

http://uri.etsi.org/19612/TSLTag

68

http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUgeneric

Estonian Information System Authority

Riigi Infostisteemi Amet

139A Parnu mnt

Tallinn

15169

EE

mailto:ria@ria.ee

https://sr.riik.ee/en.html

EE:Trusted list including information related to the qualified trust service
providers which are supervised by the issuing Member State, together with
information related to the qualified trust services provided by them, in
accordance with the relevant provisions laid down in Regulation (EU) No
910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC.

https.//sr.riik.ee/en/tl.html

http://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN

https://sr.riik.ee/et/tl. html
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URI [et] http://eur-lex.europa.eu/legal-

content/ET/TXT/PDF/?uri=CELEX:32014R0910&from=EN

2:)35:1 osalgﬁterm ination http://uri.etsi.org/TrstSvc/TrustedList/StatusDetn/EUappropriate

Scheme Type Community Rules

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon
URI [en] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EE
Scheme Territory EE

Policy Or Legal Notice

TSL Legal Notice [en] The applicable legal framework for the present trusted list is Regulation

(EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust services for electronic
transactions in the internal market and repealing Directive 1999/93/EC.

TSL Legal Notice let] Kaesoleva usaldusnimekirja suhtes kohaldatav igusraamistik on Euroopa

Parlamendi ja nbukogu 23. juuli 2014. aasta maarus (EL) nr 910/2014 e-
identimise ja e-tehingute jaoks vajalike usaldusteenyste kohta siseturul ja
millega tunnistatakse kehtetuks direktiiv 1999/93/EU.

Historical Information Period 45535

Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location https://ec.europa.eu/tools/lotl/eu-lotl.xml

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 660862747298009142807362633871991440505734410485
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject E:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

----- BEGIN CERTIFICATE-----

MIIIODCCBDUQAWIBAgIUCBICSUtVEKAMMvaQOWUOSkXSPL’wDOYjKDZIhVENAOENBOAWXZELMAkG
AIUEBhMCUFQxKjA0BgNVBAOMIURPZ2I0YWXT: pZmljYWRv bDEKMCIG
AlUEAWwbRE/HSVRBTFNjROng\/VBTE/GSUVEIENBIECXMBdXDTIZMTEXNZEWMTEONIDXDT/EJMTE
NzE INlow¢ ggEVMO wCQYDVQQGEW/MVTFDMEEGA1UECww6Q2VydGimaWNhdGUgUH|vZmIsZSAt
IFFIYWXpZmHZ DZXjOaWZpY2FDZSA[/E9y22FuaXpthlvbjESMDCGAIUECWWWRGIyZWNOb/
dGUER2VuUZX] thme_?lgRGlnaXthCBTZXjZaWN/cyAaRE/HS VQpMS|
NTQ5MDBaTIIBM! E5VTM5MzEcMBoGAIUEC TRVVSTlBFDU4QOO9NTU/TUO/P K/EIMCMGCS G
SIb3DQEJA RYWZG/naXOrZGlVQ VILmVIcmIwYS5IdTECMBoGAIUEAWWTRVVSTIBFQ 4gODQNTUT
UOIPT]CCAIilwDQY]KoZIhveNAQEBBQADggIPADCCAgoCggIBAKWYeBAIKYAREI( Gr)HDjRN
+TS}CgHIQO[XX/Y]BZSAIhSAYerVW+gKVaoWnskrongPGGDmO EFZX335Y0sBwip VemEDe9H9A
pT14 tIF5Bjy TMACQybha+ AO/OtdeF/7Z
ASCudGYbNQEquyqqu/MduDzz éVWKCI 7aEsLev6(IClFnI//FVEda3I/$Gl/D5/yUreTaR 1
ﬂ]KrOVhWP/UHfEV/3jCSDsuAZk ivzHzYuPPPR9Ussecwr7095FrdawbPYlyX2AOTIieAC:
1/+4LH74nd) vo/VESchmNQSk/bj‘+G6TquOCOXvNXzHPZbQSb[CnSanrCnl40_?CXLITZMEKth
uKWSdISpRZjSGb[T+XBkCE1W lUnzE3d+YK555evUT2COwJM+AcjSoUaRTBINsD/ezDDvv7vtbF
1XccajjoCNkurza; TSMSZGDVAFI71LYGQ/NYGﬁKDquS+3C/hEHCtXa§KIC3PpWrBGO5mw73KerR
vnAhzDZemVqui k1D59g/NfHoHme1b552r WYOwHH+2qb0DthGkHwHXEzSpF/tlngbrpavhth

g
ATSEAJAAMBSGAIUdIWQ YMBaAFHN]BUAcFARBmh//+l/NXGc/gGOKUMIGGB rBgEF

RgYIKwYBBQUHMAKGOM! hadHBzD/SchNhLchLmeZZIDYszaWduLnBO R/RUIUOUXTSUdOUVVE
TEIGSUVEQOFHMS5wN2IwLgYIKwYBBQUHMAGGImMhOdHB20i8vCWNhLWCXLmMRpZ2I0YWxzaWduLnBO
L29/t3AWIOYDVRORBBawGIEWZGInaXOtZGlvDGV/Lm\/1cmngSSIdTBfBgNVHSAEWDBWMDcGC G

w)gYIKwYBBQU B20i8yCGtpLmRpZ210YWxzaWduLnBOMBAGDIsG
'AQOBGCA8BAIBAQEGMAKGBWOAT+ xAAQMWHQYDVROIBBYwFAYIKwYBBQUHAWIGCCSGAQUFBWMEMIGS
BadrBgEFBQCBAWSBrZCBrDAVBggrBgEF BOCLAAIBACEAIVSSOECMACBIOAKYBATAIBGYEAISG
AQOWEWYGEACORGEGMAKGEWOAKYBBaINagYGEACORQEFMGAWLYoaHROCHMOLySXY 2ELZ2EUZGin

aXRhbHN; ZZdurHOV 'WA4wLhYoaHROCHMG6Ly9xY2EtZzEuZGInaXRhbHNpZ2:
CHOVUERTXSBOL BkZ| DWOR]BADDéfPIYEaHROCHMGL YIXY2EtZzEuZGInaXRh
bHNp224ucHOvREIHSVRBTFN/RDSRVL/FMSLIZ/RU DQUcxi mNybDAngNVHO4EFgOU/OShWC/B/GE/

ssm59r+ TIHe]SZWWDg YDVROPAQH/BAQDAgZAMAOGCSqGSIb3DQEBDQUAA4ICAQCN8qjlhTe35sD7
cB858kDzt+CBnj/m7b DFC9t9IU6rKnth/PUllT+CYlPk8TnT+/W7dEth72/ZCL15DijGD5jPBW+
tas)

hEPuszqPAxV/S/4jhg/GpYSaa2+dkF ).
Znft20D1m3sC7X/W8GHumrnW52rUZ IsbXoT
BAtSFlZPCbEIZUDDCBSbFNPIChh+95HUDrEmHIIE% 0LBHihkDCx4mK8J60)) bk57D4U2R029V5/
fOmnvNxf|Zxfl HE/Ztkh +AMqUXPD/VXO+er NmL] rkacHOlqR3FSEakTIZ iI5AZZfKfiZjkig
NhrvR4WuKIvYmxICLQj6q 89Hh12lEUGUh
L2L2WCVB]VXquX754m\/ECDZruE/5l/aVT32HO3 JNLGDS lum53U5v/Nvi EEItyHHQGLan[wBEbm
ang/ VRdzthPrpSfbmeNNDK/l pQSCeOvdj'PQ/C vChVvHZPZZU/cZA(WeHchstl 7GbKrékjH
Vis27iSH20eygCArlwSQ//WIQZPFrRffg==

SHA512withRSA

DIGITALSIGN QUALIFIED CA G1

DigitalSign Certificadora Digital

PT

EUROPEAN COMMISSION

digit-dmo@ec.europa.eu

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Directorate-General for Digital Services (DIGIT)

Certificate Profile - Qualified Certificate - Organization

LU

Fri Nov 17 11:11:46 CET 2023

Wed Nov 17 11:11:46 CET 2027

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp
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Subject Alternative Name digit-dmo@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.6
Policy OID: 0.4.0.194112.1.3

Extended Key Usage id_kp_clientAuth

QCsStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD
CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI.crl
Subject Key Identifier 94:EE:61:C1:C9:7D:FF:AD:E2:B2:C9:B9:F6:BF:93:20:77:89:49:9C
Key Usage:

nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: E0:A6:20:FB:B6:74:73:62:BB:93:3A:C4:41:69:D6:76:A5:53:44:47:16:CF:5F:31:60
:5F:12:A2:2B:83:96:B1

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 231199879490522356566716403815664415819903446597

X509 Certificate @ = — BEGIN CERTIFICATE-----

MIHEDCCBeygAwlBAg/UKHQCdKE3vD5rECmH3Kr5ppm6rkUWDQY}KﬂZlhVCNAOENEOAWXZELMAkG
AIUEBhMCUFQxKjAoBgNVBAoMIURPZ2I0YWx RpZmljYW!
AIUEAWWDREIHSVRBTFNJRO4: UVVBTE/GSUVEIENBIECXMBdXDTIZMDIyM}ElMZYyOVDXDTZM
MTEIMzYyOVowggFWMQs: 8D QQGEwWJHUJEIMDsGAIUECWwOQ2VydGIm. aWthGUgUvaZm/sZSAt
/FF1YWXpZmHZCBDZX/OaWZpYZFUZSA[/EI/bWj!qE/MCEGAlUEY waTEVJWECtMjUOOTAWWKSZ
QTF( OTMxHDAaBgN) QORUFOIENPTU1JUIN/TO4xI KfAntNVBASMIEVudG/D
bGVtZWSOICOgRUMgUlRBVFVUTJ/ZIFNU UZGMTEWLWY/KOZIthNAOkBF b2FubmEua2Fsb2:
cmgwbj‘VsbiVAZWMuZXV biBhLmVIMRcWFOYDVOO DASLQUXPRDVSTIEPVL/ PVTEPMAOGAIUEKQWG
QBT 5BMROWGWYDVQOLDBRSZW1vd( UONETWFuYWdIbWVudDEeMBwGA1UEAWWVSU9BTKS5BIEtB
RV/PUESVTE9VMIIB/;ANEgkqhle9wDEA QEFAAOCAQBAMIIBCGKCAQEANIDj3MSrgRjPi4E7
hP7f2nP47K9P3K/W69H5d77uDDbOVO/U4dSGE/X6//dYnXUp/h/luq+fManlE/VGAgPFq7N WY}
dz1t5/cdx3iWrao6ElkzNP/a+3s/wPfHmvOitmgnBBAVOuUrgz7tT7WX1pUrATL5VxbrY8
frBalpwqSYeho+U2Fm' VV9UULwOrAOvaqUqu9Nb88GMXNtZsXPveO7GtXYb10WCISde;I/VArEQ
RuyDDrl7fCr4Q6yzXWpOWF7Vr: 21253hhanP/21quhaHGquB 6WRqOKOC[+zp4ZOEECZ46NY/O
JA0C/tcj8zewo4zBIR]: ]DIDAOABD4ICVTCCA AYD 0 OH/BAIWAD fBgNVHS
SFFAHBQEf|oSf/ovzVxnixjpFDCBhg IHAQEE GAQUFBZAChjp dHchzov
L3 /YSInMSSkadedGFch!nb/5wdCBESUdjVEFMUOIHT/FVOUXJRK/FRENBRzEuch/MC4GCC sG
HRwczovL3FjYS1 wMCl IdEQQMMCSBImIv
YW5 YS5rYvaZZVbeEvdvadUBIYy5/d)(/chEuZXUwaYDVROgBFgw\/]AJEgsngEEAYHH FAQB
ATAOMCYGCCsGAQUFBwIBF bi5W dDAOB 94rBgEEAYHHFAQC
AOEBBDA]BgEEAIVSOAECMBOGAIU ]OOWMBUGCCSGADUFBWMCBg FBOCI DBDBLBgNVHRBERDBC
MECquASh/podHchzovLjF/YSlnMS5kadedGFsc2!nbl5wdC9ESU VEFMUO/HT/FVOU IXJRKII
Y 1UdDgQ! 3Zjs2nTpa /AOEgNVHO&‘EAfBEEAMCEkA
ngGCCsGAUUFBWEDBIHGM/HDMAgGBgOA/kYBATAIBgYEAISGAODwE wYGBACORgEGMAKGBWQAJKYB
BgEwagYGBACOREFMGAwLhYoaHROCHM6Ly9xY2EtZzEuZGInaXRhbHNpZ24: u H VUERTX3BOLnBk
ZhMCCHOWLhVaaHRDCHM6Ly9xYZEtZzEuZG/naXthHNpZZ4UCHOVUERTXZVuLanZhMCZW4WFOY/
KwYBBQUHCwIwCQYHBACL 7EKBATAVBggrBgEFBQCLAJAIBgcEAIVSSQECMAOGCSqGSIb3DQEBDQUA
A4ICAQBfvXM2+mTPDHZGA7BLQ+045/1rOl RmuKy9w5XLRp9bBanBSQOnRI/rXOMIATTgZFF6pT4H
6q3XFYDvbrm/SUNkVKnSovDuc. DYmLXXLFxbsG /oFHgoct+OP/trxe9eBh/L
5+j5TXWGB/+uswbowasxdvau UV]FrEe]/PTsnsBBKIXLpnnOYrPM3guanVRkNd d90: /
6bnw+yVjaB, tay NL8 tb4PqC3XEG /XM
4ZL/597CEL5r+OWNnN+6yTOYOh3LOOr Vkv/ZuNLDWX15WMt37KRVglAdOkVFFIsORV77MBOYB//4
Rmclg3TD400TB/qZ/DMnLGDSdSnhtKSrJ293W7P]9/GZL/40bIZeBZWOZ K5U IUJ2U¢
C1FHbyNKLNn9L6bVNOF70delRiNrnby9TiKwl8gwZUACS; bXDv/SdeWUFNIkOZLTrRMM+86/1IDeI
CAuN4H2W+0hAvkBy2KIAzcxabnCOilHzulBikfV7x4qojYoFAXI+tKe8/tiuJIFR+gWb7T3ymRFG
sZMDoabXIRvnvrks/KRqhi8/6YmCDpx4jDTxQf3GOVC2AXULENtV1i28md5isoH3GHgqPeKYdNxO
MIN7tg==

Signature algorithm: SHAS512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA G1

Issuer O: DigitalSign Certificadora Digital
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Issuer C: PT

Subject CN: IOANNA KALOGEROPOULOU
Subject OU: RemoteQSCDManagement
Subject GIVEN NAME: JOANNA

Subject SURNAME: KALOGEROPOULOU

Subject E: ioanna.kalogeropoulou@ec.europa.eu

Subject OU: Entitlement - EC STATUTORY STAFF
Subject O: EUROPEAN COMMISSION
Subject 2.5.4.97: LEIXG-254900ZNYAIFLUQ9U393

Subject OU: Certificate Profile - Qualified Certificate - Member

Subject C: GR
Valid from: Wed Feb 22 16:36:29 CET 2023
Valid to: Sat Feb 21 16:36:29 CET 2026

Public Key:

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9C:80:E3:DC:C4:AB:81:18:CF:8F:81:3B:84:FE:DF:DA:73:F8:EC:AF:4F:DC.A2:
16:6B:D1:C: OF:4: D4.E. 9:22:18: 4:19: CD:89:66:23. 3D:6D:E4.97. 6:A
DA 0:F7: EA:EQ:CF: CO:41 0:44. OF :6: :7E:B0:5A:2. 87:

iA3: 55:F5:45. 4A:C0:41:56:C5:A9:41:2A:83:D3:5B:F3:C1:8C:5C:DB:76:B1:73:EF:78:EE:C6:B5:76:1B:8B:45:82:21:27:5E:8F:52:55:02:BE:BD:46:E£C:83:0E:B9:7B:7
C:2A:F8. D:6A:4E: 5:AF:6C.:F6:4B:78:61:AA:73:CF:97:6D:6A:55:F8:5A:1C:6A:BA:98:1B:BA:C1:1A:8E:2B:47:2D:FB:3A:78:65:01:04:0B:6E:3A:35:82:0E:24:0A:02:FE:D7
:23:F3:37:B0:A3:8C:C1:95:12:70:25:02:03:01:00:01

Basic Constraints IsCA: false
Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12: 7F:FA:2F:CD:5C:67:23:18:E9:14
Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b

https://qca-gl.digitalsign.pt/ocsp

Subject Alternative Name .15 kalogeropoulou@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth
CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl
Subject Key Identifier 64:7C:64:0C:55:59:71:04:99:95:A3:42:F7:66:3B:36:9D:3A:5A:46
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QCsStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 87:90:5C:2C:90:51:CE:2D:45:DD:BE:38:22:83:8F:A7:05:BF:3A:3A:60:73:64:93:3
B:8D:1F:7A:70:15:53:DE

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 566117616430214055757992355472683005220982589151

X509 Certificate @ = — BEGIN CERTIFICATE-----

MIIH9DCCBdygA WIEAg/Umeth!nqt2gl4PHVhd]uzlnhtSwDOYjKoZ!h chAoENBoA WXZELMAKG
A1UEBhMCUFQxKjAoBgNVBAOMIURPZ2I0YWXT: RpZml hbDEKMCIG
AIUEAWWDREIH: SVRBTFN]R(M UVVBTE/GSUVEIENBIECXMBIJXDTIDMDO}/N [EyND| ﬁVM/DXDTBMDO
NjEyNDkyMlowggFKMQswCQYDVQQGEwJHUJE9MDsGALUECwwOQ2VydGImaWNhdGUgUHJvZmIsZSAt
/FF1 YWXpZmHZCBDZX/Oa WZp YZFUZSA[/EI /b Wj/qE/MCEGA 1 UEY WaTEVjWEC[M/UDOTA wWk5Z
QTF( OTMxHDAaBgN) QRUFOIENPTU1JUIN/TO4xKTAnBgNVBASMIEVudGIO
bG! VtZWSOICG RUM UIRBVFVUTJ/ZIFNUOUZG SOwKwYJKoZIhveNAQkBFh5hcG9zdG9sb3MuYXBs
YWRhCDE/Yy5/dX/VCGEUZXUXEDAOEgNVEAOMEOFQTEFEOVMXE/AOEQNVBCDMCUFOTI NUTOxPUzEd
UECwwUUmMVtb3RIUVNDREIhbmFnZW1IbnQxGjAYBgNVE DTlNUTOXPUyBBUEXBREFT
MIIBI]ANEgkqhklGQWOEAOEFAAOCAOEAMHE gKCAOEASILa903bg20//dR1ROth/trd6BLk
/X/g:n/cl hhT8R3uYGvSVwismjQei/Ykbjl MoNZakLu/l voPhUI/Ba907T|LGwZSghfkp0+vcgdyeC
OatG7lE5h5F75ngWPpLXExI/0234OR k7wd7YvXAj1kv5zLTF0650r8ZF9l m27U1
7gbdZisIH3/uR-+/Hkkhbljm+MspETNN+Nva 7duhk21 41Ih/EJry TEPQLAdsgz+CRKBKyLQ1YYS6i
R3plerMVXZHY/WjYQAZPNd_?COBSZDVDSkBStRyOk +6MREWY9a L/ZZK/OUany/'NCHSSN UXs589T
0IDAOABO4ICUTCCA!UWDAY R TAOH/BAIWADAfBgNVHSMEGDA WgBRzSfFAHBQEf|oSf/ov
z\/xnlx/p CBhgYIKwYBBQUHAQEE YGCCsGAQUFBzAChjpodHRwczovL3FjYS1nMS5kaWdp
dGFSCZ/nb/5WdC9ESL/djVEFMUO/HT/FVOUX]RK/FRENERZEL/CDG/MC4GCCSGAOL/FBZABhUOdHRW
EZDVL3gY51nM55k WdpdGFsc2inbi5wdC9vY3NwMCkGA1UJEQQiIMCCBHmMFwb3N0Ob2xvcys|
ZGFzQGVLmVIcm9wYS5IdTBfBGNVH: AEWDBWMDcGCysGAoosgcdSBAEBMngJgY/KwYBEoUHAgEW
GmhOdHBz0i8vcGtpLmRpZ210 YWXZa WduLNBOMBAGD/SGAOOEQCCISBA/EAOEEMAI(GB WQAI+xAAQIw
HQYDVROIBBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMEMESGA1UdH: OKA+oDy thdHBZOISV
CWNhLWcxLmRpZ2/0YWxza WduLnBOLORjROIUOUXTSUdDUWBTE/GSUVEO FHMS5jcmwwHQYDVR0OO
BBYEFHG/mw4edY/tTzrYu+8+Up7LgWyGMA4GA1UdDWEB/WQEAWIGQDCBOwYIKwYBBOQUHAQMEgCYw
gCMwCA YGBA CORgEBMAgGB (/kYBBDATBg YEAI5GAQYwCQYHBACORGEGATBqBgYEAISGAQUWYDAU
FihodHRwczovL3FjYS1nMS5kaWdpdGFsc2inbi5wdCIQRFNfcHQucGRmEwJwdDAuFihodHRwczov
L3FjYS1nMS5kaWdpdGFsc2inbi5 wdCBORFNfZWdchRmEW]!b/A VBggrBgEFBQCLAJAIBGCEAIVS
SQEBMBUGCCSGAQUFBWSCMAKGBWQAI+xJAQIwDQYJKoZIhvcNAQENBQADggIBALUL3 7 V7WSZWRXB
B5PATGTC+XcWytkuyuR|IVu+hVD5yVC2E+4+EPB2mRUzkjeE2M/3iMpzdwaNHe2YUSICkoUFt
L/Ed/lfGODMnXdeZBAONl VAt0s8xL wr3DNATsrtYPbtkO 73WCNqQWuN/ 4LCFXHHpZVSKzYm Yz+h
RJdnZx/eX05iYFt. A1L/KmqSrt5iG8d9SLSSq9SbNrntxSLaYDJfOl
hW5KOWIXBJPA+sQDYPngHurInLWUjg6QB8fo/YwMOTmyIciurp8QzktxfiUl wSZEpd/xZKﬂDWVDN
1Ja8pORFbQs/I 7DpP/55 7/75PKCNtDOVOkYCa}pRFLK//BQngVkBE nOKHFQCTmAeCDap! +jPC
nriywN60e) ep+ -+MMqedZ/IV8Lecb)/1 E+kw5PhC5Rs4MImeHCeEB /907/(75 WW/Ct/ZhEygtj0+5jl
DS/83b0F0)dnZUV2qhiZJIVOROCQIjc W CAhYN
RrC+CyINNDU GAhngsADQBuIG/OC/d/SZDk/’aWZA/Grmdp/dDb7/R6HfREs/OZEA4R/ 7ChMMOFXD
ZPpZtSkEbel UOshC79fmoNRkBxmGKqMCPakQiiUolg/BKLIUVYClloQ8zsk

Signature algorithm: SHA512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA G1

Issuer O: DigitalSign Certificadora Digital

Issuer C: PT

Subject CN: APOSTOLOS APLADAS

Subject OU: RemoteQSCDManagement
Subject GIVEN NAME: APOSTOLOS

Subject SURNAME: APLADAS

Subject E: apostolos.apladas@ec.europa.eu

Subject OU: Entitlement - EC STATUTORY STAFF
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Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

CRL Distribution Points

Subject Key Identifier

QCStatements - crit. = false

Key Usage:

Thumbprint algorithm:

Thumbprint:

EU TSL digital identities

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Certificate Profile - Qualified Certificate - Member

GR

Fri Apr 26 14:49:22 CEST 2024

Mon Apr 26 14:49:22 CEST 2027

:0D:58:61:2E:A
4D:FD:45:ECIE7:

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

apostolos.apladas@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI1.crl

71:BF:9B:0E:1E:75:8F:ED:4F:3A:D8:BB:EF:3E:52:9E:CB:81:6C:86

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

nonRepudiation

SHA-256

B6:3D:41:67:44:E7:09:8B:F9:EC:2C:AA:59:6A:93:BC:24:68:E3:7F:82:84:BA:65:E
C:C0:61:71:1B:CB:AA:18

TSL Scheme Operator certificate fields details

Version:

EESTI (ESTONIA) - Trusted List ID: EEO001
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Serial Number: 165751212142046865099794733233293184155782588036

X509 Certificate @ - BEGIN CERTIFICATE-----

MIIIA) CCBE!Z;;AWIBAgIUHO!KmCmM7NM GZSPRICBGSQVpGOWDOY/KaZIthNAOENBOAWXZELMAI(G
AIUEBhMCUFQxKjA0BgNVBAOMIURPpZZI0YWXT: RpZmljYWRvC,
AlUEAWwbRE/HSVRBTFN]R04gU\/VBTE/GSUVEIENBIECXMBdXDTIZMTAWM/EZM/klMFDXDT2
MTEzMjk1MFowg gFaMD 'CQYDVQQGEwW/STzEIMDs! GAIUECWWOOZ\?/ GmaWthGUgUH/VZm/SZSAf
IFFIYWXpZmHZC DZXjOaWZpY2FDZSA[/E1IbW//chjMCEGAlUEY waTEVJWECtMjUOOTAWWK5Z
QTF VROVUzOTMxHDAaBgNVBAoM, 9QRUFOIENPTUIJUIN/TO4x] KTAntNVBAsMIEVUdGIU
bGVtZWSDICDgRUM UIRBVFVUTIJZIFN QL’ZGMSSW QYJKoZIhvcNAQKBFhxhZH]p Y3)va.
cnVAZWMuZzZX hLmV1MREwDW' YDVOOEDAhDUkBjVEQSVTEaME GAlUEKgWRODQDUlRET!R/T/BE
RF]jOUdXHTAbEgN\/BAsMFFj/bWQoZVFT W50MSMwIQYDVQQDD!
/EFEUk/BTlBDUkQ/VEQSVTCCAS/WDDY]KDZIh CNAOEBBQAD IGEPADCCAQo ggEBAMEPfdAKKFfK
pC oMFthEvSDIOthQlL/a5/szENOOKK/59L‘m//wzyTLsWuL/anuvm/SDT 4TYo7WaFyyi2YV
q4TSVX09G8t8RykHMu13vwrCyoM|/GucZ9ypgkRnEEWUdVUGN26ROMCsryBIfvCpC/Pe9tF60h6d
BlZCmXBH/E432NYUkVulan5 mB13| é/Y 'SNKV920My/ZCfpFoEyW34H3+6ZNR7Iwh6h6T4QkIMkj
CRTTa eMTYD/kaOV+/FntX/fPZofEqua/ 9n/eutthgL8<_‘(WAE_?meVu//RXACrHRh]2qDT3kX
Jvpo8S+qmkvMIRdabzeYbVzo+3 cwggKzMAWGA1UdEw! / O MAAwHwYDVRO0jBBgw
grBgi EFBOCWADYSEHRD

BggrBgEFBQcwAYYiaHROCHM6L, yQXYZE ZZEUZG/naXthHNpZZA ICHQvb2NzcDANBgNVHREEID,
%RthijYWzlqujvaXR nVAZWMuZ: g/ b3BhLmVIMF8GA1UdIARYMFYwNwYLKwYBBAGBX. 3WEAOEW
DAmEggngEFEOcCARVaaHROcHMGLy wa2kuZGInaXRhbHNp224ucHOwEAVOKWYEBAGEX3WEAgEB
AQQwWCQYHBACL. QcD, BQUHAW! WSWYDVR(NBEOWO/BA
oD6gPIY6aHRDCHMSLyEXYZEtZzEuZGInaXRﬁgHNpZZAucHOVRE/HSVRBTFNJRDSRVUFMSUZ IRURD
QUcxLmNybDAdBgN! VHO4EFgOUIn/FEC/SHKVL/E_?S/fmay7CfOVVAWDgYDVRUPA QH/BAQDAGZAMIHT
BggrBgEFBQCBAWSBXCBWZAIBGYEAISGAQEWCAYGBA MGBgQA] kYBE/AngcEAISGAQYB
MGDGBgOA]kYBETBgMCdWKGhﬂdHBZGISVCWNhLWEXLmeZZIOYWXZaW uLnBDLlBEUlEWdC5WZGYT
AnBOMC4WKGhOdHI
AOUFEWSCMAkGBWOAl+XjAOEWFOYIKWYBEOUHCW/WCOYHBACL7EkEA/ANngqhkrGQWOEAOGFAAOC
3o}

CHSDHINDZSMXTur+ph 637y5yVIYT6Aa70iC
4sshT7Tu/c/UHp1Tn4/th kw/hskUcQFREmOquoRLWN/EOEEIUEWQ w95DE/vaijkODvDF2M
4iqTLMEV7HOI CMaZNnyRZCCNVKOPSCxg0ySigy 7DIieXTSahhakIUGaESy XvrjBZvriyES]

g/ /9 g

TCtoLFaOmWwij ngW4an4P+m1/L/Cp §LC559m1gXXWZ/ZUTODCQ Ldia/GBFKTvDOFB Lgaz
M6+26ddFOO/egX8Kc8xzvasslbu87q KwjzEwHd6ywAWgqJi7v1+KITODvX0Y4X8kSh9X5Xuz. t/
Znby0hvP7qQSXhHsYUOrxU3Dkj8V9k/vDKhnCuTdjcEaCrcdWbimNib4YlicCQOOE79XL5/K( O 9
eCGkudthteDfVDBM/GB b Sbv4x8+HEd 0CL4Iv4iaD4qtpfvkU6bRXIMET2Q4Q7pg/Mo é
66+S59HoXtoBUeUZMWER2! /UGleDOWC W6GUICZ7BR. uOtG3CS4fOEqu/2Unvh999R/ iRN
ZOPKSCDQGO//I}/OCOrYXEbu?RCUmBsUL/keQZL?DVYde/YF!T5kCWAYuGaZH3YGaR+MT3b7ABahD
Y=

Signature algorithm: SHAS512withRSA

Issuer CN: DIGITALSIGN QUALIFIED CA G1

Issuer O: DigitalSign Certificadora Digital

Issuer C: PT

Subject CN: CONSTANTIN ADRIAN CROITORU

Subject OU: RemoteQSCDManagement
Subject GIVEN NAME: CONSTANTIN ADRIAN

Subject SURNAME: CROITORU

Subject E: adrian.croitoru@ec.europa.eu

Subject OU: Entitlement - EC STATUTORY STAFF
Subject O: EUROPEAN COMMISSION
Subject 2.5.4.97: LEIXG-254900ZNYAIFLUQ9U393

Subject OU: Certificate Profile - Qualified Certificate - Member

Subject C: RO
Valid from: Mon Oct 02 15:29:50 CEST 2023

Valid to: Thu Oct 01 15:29:50 CEST 2026

Public Key:

Basic Constraints IsCA: false

EESTI (ESTONIA) - Trusted List ID: EEO001 Page 9



Authority Key Identifier 73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

Subject Alternative Name .2, croitoru@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth

CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI.crl

Subject Key Identifier 22:79:45:E8:29:79:1C:AB:D4:13:7E:48:7E:6F:32:ED:C7:D0:BE:FO

QCStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 9C:01:27:83:96:92:47:AD:30:2F:05:84:79:7E:17:43:ED:23:05:EF:76:BD:B7:A8:31
:1C:5F:EF:63:87:A0:ED

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 620818890745556847869731431413617216995310914687

X509 Certificate = — BEGIN CERTIFICATE~-

MIIH9DCCBdygA: WIEAg/UbLS 7W2NNkznemb: +5NTEfK5mLTHSWDOY/KOZIthNAOENEOA WXZELMAKG
A1UEBhMCUFQxKj, 1IURPZ2I0YWXT: RpZmljYWRvcmEgRGInaXRhbDEKMCIG
AlUEAWwbRE/HSVRBTFN]RlM UVVBTE/GSUVE/ENBIECXMB4XDTI MDOyMTElNTkDMlaXDTIZMD f/
MDEINTKOMI10owggFPMQswCQYDVQQGEw/CRTE9MDsGAIUECww0Q2VydGimaWNhdGUgUHJvZmlsZSAt
IFF1 YWXpZmHZCBDZX/OEWZpYZFUZSA[/EI/bWj/qE/MCEGAlUEYOWaTEVjWEC ‘MjUOOTAWWKSZ
QTFGTFVROVUzOTMxHDAaBgNVBAoMEOVVUKIQRUFOIENPTU1JUL, jT04XKTAntNVBA5MIEVudG/0
bGVEZW50ICOgRUMgU1 RBVFVUTJ /ZIFNUOUZGMSgw/gY/KoZIhchAOkBFhI ZXJvZWAucmFOaGVA
ZWMUZXVybiBhLmVIMOEWDOYD VQOEI DAZSOVRIW‘U(XGDAWBgNVBCoMDUpFL/kQFT/BEUKSPTEOQTDEL‘!
MBs GAIUECWWUUth 3R/UVNDRE1hbanZWl/bl’lOXHZAngNVBAMMkaFUkQFﬂBBU 5PTE(
Q GCSqGSIb3DQEBAQUAA4IBD! C+Wdf0+1/ILG
/e+X’ YcHO/NxCLOkCVEo +SRt9z555sX2wHmon/aXsiS4 twquQAOx! WpLyX uZaS/RrB//SSBd tmh+
2+rrVOAuOhHhupWAK052bP+yISUSG4r+5+NZYUM wNCDM9nvjOASXFiVGRV+ogU5tWmaR/7sazSXa
G95sjsS315ZilsyjvMH72jtbeQiYEmdfcOGKa2Cnj9vexS/+1ht9yMCiH/0zTZXOPht9v8dVXx2TV
1pZaDB/IBIBqPGew2YRL 7WPG ZGnNm1dm7H5VL3/5pZSAn9mOR4/U1 2WALi+9BzauxLyQnhCCM
d -AJAAMBEGA1UdIwQYMBaAFHN/8UACFAR8
mh//+r/NquG5kuMlG ngngEFBOcBAQR EMngRgYIKWYBBOUHMAKGO mh0dHBzOI8vcWNhLWcx
LmRpZ210YWxzaWduLnBOLOR/ROIUQUXTSUdOUVVBTEIGSUVEQOFHMS5wN2IwLgYIKwYBBQUHMAGG
Imh0dHBzOi8vcWNhLWcxI Lm}}pZZ/O YWxzaWduLnBOL29jc3Ai W/A YDVRORBBOWG4EZamVyb2VuLnjh
dGhIQGVjLMV1cm9wYS5IdTBfBgNVHSAEWDBWMDCGCysGAQQBgCcd8BAEBMCgw)g YIKwYBBQUHAGEW
GmhOdHBzOi8vcGtpLmRpZ210YWxza WduLnBOMBAGD/SGAOOEngSBA/EAOEEMAI(GB WQAI+xAAQIw
HQYDVROIBBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMEMESGA1UdHWREMEIWQKA+0DyG thdHBZOISV

CWNhLWcxLmRpZ2I0YWxzaWduLnBOLORJROIUQUXTSUdOUVVBTEIGSUVEQOFHMS5jcmwwHQYDVROO
BEYEFEvvbanORNL‘lowohrGBrgquCSMA4GA1 UdDwEB/WQEAwWIGQDCBOwYIKwYBBQUHAQMEgcYw
gcMwCAYGBA CORgEBMAgGBg jkYBBDATBGYEAI5GAQYwWCQYHBACORGEGATBqB! YEA/SGA UUWYDAU
FihodHRwczovL3FjYS1nMS5kaWdpdGFsc2inbi5wdCIQRFNfcHQuUCGRmMEw/wdDAUFil odHR
LSF/ Y51 nMSSka dedGFch!nb/S wWdJCIQRFNFZW4ucGRmEwW/IbjAVBggrBgEFBQCLAJAIBgCEA,

SQEB, GAQUFBWSCMAKGBW( OAH-XJAOIW QYJKoZIhvcNAQENBQADY: IBACHUdICXSlSNDVSZ
Yizo VaxkjLaOLrGoSl 2X33snN8eaHQ78UyjMImul6xBfC9Iqte0TOWS5apuq3UGpg2Xir983tPHea
weu43sx1fkdpPnitDm/KcwwGxb0/LvrArl4FTIVGRmHD2dm wBsZG 7Qgxyvh38nsCzuKEA4ySuMPL
6XOCUOXXAfeMISIKVikHzCUCwamLCIk4+2+Kdus/DXVRMIWCPGHIKICZgb+ELIpLOKVQ 7hdRPPjn
5isQFbU6/Gbc/01THQvaNPRS948ITi6iMSwOfHIBBXvSFOk/XBoy XV/CJVhZOX!thVXI 4jyhO
E9y7G8kSijd5z2ty6JIG+Tr9YPO4bOH13C0yYvgr8Wrpx260+ 9N55554O 3/VHW6+yUb SeBA U/JUK

FbFe3FqU+i6550XnRxnrMQPNKAX7 + VquQV5C5!M7LrHMbCkgBE‘Uq67YYIu0]73+PC/ OJOR/r3/
GmS+q3x/YKSMnyLq wUFO4g/hLPmBDYSXrWquEZOI extyCMO 73v10/UVsKabFAG1XHqgULXsiK
Xoi CjCq+k8CUGFS6COQWtqdylbOFwmtA
581 chE W7ll IXWyFBmD(uSSZfDqHXsTWFXyBS 7ka4km92Maquu00YZDL zW

Signature algorithm: SHA512withRSA
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Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

Authority Info Access

Subject Alternative Name

Certificate Policies

Extended Key Usage

DIGITALSIGN QUALIFIED CA G1
DigitalSign Certificadora Digital

PT

JEROEN ARNOLD L RATHE
RemoteQSCDManagement

JEROEN ARNOLD L

RATHE

jeroen.rathe@ec.europa.eu
Entitlement - EC STATUTORY STAFF
EUROPEAN COMMISSION
LEIXG-254900ZNYA1IFLUQ9U393
Certificate Profile - Qualified Certificate - Member
BE

Fri Apr 21 17:59:43 CEST 2023

Mon Apr 20 17:59:43 CEST 2026

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01 :01:01.'05:00:03:82:01.’0F:00:30:82:01.'0A:02:82:l71.‘01:UU:EO'CIB.'75:58.‘F7.‘76:FC:69:9A.‘96:OE:EC:ID:7F.'4F:BS:FC'BZ.‘CS'FD'EF'Q7'61 :
Cl.DO.88.DC.42:2F:49:02:54:4A:SE:Bl:lE:7D:CF:QE:6C:5F:6C:07.'9A:89:FF:69:7B:22:4B:SB.‘70:7E:A9.'3D:Ul.OC:65:5A.'92.'F2:SE:EG.'5A:DE:34:EB:U§: :39:E4:17:6A:B6:68: 7E:DE:EA:E
.5A A A,C

oFs: s SrDss st el
:D6:96:5A: 4:8F:2A:3C:67:80:D9:84:4B:ED: 63 C6: 9F 61:A7.. 36 6D:. 5D 95 Bl :F9: BC BD:i ES EE 9C:1 F9 02 7F:66:41:1E:22:BB:5B:A3: DQ 60 OB 8B:EF:41:1 CD ‘AB:B1:2F:24:27: 84
120:8C:59:AC: 08 AI Ffi 8D:AE:BB:9D: 02 03:01:00:01

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14

https://qca-gl.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

Jjeroen.rathe@ec.europa.eu

Policy OID: 1.3.6.1.4.1.25596.4.1.1

CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

id_kp_clientAuth

EESTI (ESTONIA) - Trusted List ID: EEO001
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CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.crl

Subject Key Identifier 1B:EF:6E:01:67:39:13:6D:D4:3C:1B:A2:1A:C6:F2:28:2B:A9:60:B9

QCsStatements - crit. = false id_etsi gcs QcCompliance

id_etsi_ qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: D3:23:8E:D2:84:DC:47:8F:86:2C:28:5B:00:5F: 72:E9:BE:61:E0:76:D0:77:AE:C5:1
3:DA:C9:A2:BF:B6:93:41

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 21267647932559404339035760224263512027

X509 Certificate @ = — BEGIN CERTIFICATE-----

MIIG7ZCCENegAWIBAgIOEAAAAAAAHuXHXttKQTnyZANngqhle9WOBAOSFADBkMOSWCOYDVOOG
EwJCR MIQn/1c. pcGdeCBOL/YuL1Mu054szAR
BgNVBAMTCkdiG/EZW4gOOExDzANBgNVBA UTB//WMTgWMzA eFwOXODA2MDEyMj OMTIaFw{)yODAl

MzAyMzU5NTIaMHAxCzA/BgNVBAYTAK[FMSM) W/OYDVOO ExpQYXRyaWNrIEtyZW1IciAoU2Inb,
AdXJIKTEPMAOGA1UEBBMGS3)IbWVyMRUWEWYDVQQQEWXQYXRya WNr/Ep/YW4XFDASEQNVBAL/TCZC}/
MDIWMZISOTCWMIIB//ANng hkIGQWOBAOEFAADCAOSAMIIBC KCAQEAr7g7VriDY4as3R4LPO
uPH5inHzaVMOWFb/8YOW+9IVMHz/V5dJAze TKVhLG554Pk6K 2E+h18F/ROnp7OGV2+l kPk7ZO
kfezchuAbLX/NXZS7fCSGGQLGjaijgEgTOuC7m1aDVLDOESj‘qu5tAO+gEf6VS4ZRESL3MkYXAU
UjF/x. Tcn9hgThce W2PAIE!+EDTNC
mnGFPMReszNk/]IKhha8TleSfI/MXjaDrOdUJ/v/EKPIijlePethj
Nu/CK7tj8qT2/154VO/DAQAB 04/CjzCCAoswHwWYDVROjBBgwFOAU2TQhP) C/Wihu7++R024 j
L1 DWCWYIKWYBBOUHAOEEZZB/MDkGCCSGAQUFBZACh71 odHR WD!BVYZVdeMuZWlkLm//bG deDu
YmUvY210aXplbjlwMTgwMy5jcnQwKAYIKwYBBQUHMAGGHGhOAHAGLY 9vY3NwLmMVpZC5iZWxnaXVt
L/'ﬂj/LZ/wggE/BgNVHSAEggEaM//BF/CCAOCGEZA4DAEBAQEWQfsWLAY Kw YBEOUHAQEW/GhOdHAG
Ly9yZXBi 3 5LmVpZC5IZWxnaXV[LmleIHKB grB EFBQCCAJCBVQyBukdlYnj1aWsgb25k
ZXJ3b3jwZ) Ikc2jicGVya2luZ2Vul CB6aWUgQ1 ETICOgVXNh
Z5Uqc291bWIZIMOgIGRIcy BsalW1pdGFOa! WBucyBkZSEyZXwaZSzYijbG/D w6ks/HZvaX/gOl BT
1C0gVmVyd2VuZHVuZyB1bnRIcmxpZWe dOIEh ZanbdeYmVZYZhyWSRua3VuZZVuLCBnZW3DpHNZ
IENQUZAJBgcEAIvSQAECMDKGA1UAHWQyMD, jcmwi
YmUVZW/kYz/WMTgWMyS/CmWWDgYDVROPAQH/EAODAQZAMEMGA1UdjOOMMAOGCCSGAOUFBWMEMGWG
CCsGAQUFBWEDBGAWXJAIBGYEAI5GAQEWCAYGBACORGEEMDMGBgQAjKYBBTApMCcWIWhOdHBzOi8v
cmVwb3NpdG9yeS5laWQuYmVsZ211bS5iZRMCZWA4wEwYGBACORGEGMAKGBwWQAjkYBBGEwDQYJKoZI
hvcNAQELBOA gg/EACBY+OLhM7BryZXWk/DL/h9UK1 +cDVboPg+/NlEtl/AEDXVAyQZuXUWLCUQtS
M5 fDCWFfDXy a[LedkuZGurSjlt80/knDWLLyDjE1r2Db9VrdG+/t5T+ -/ TmJHAX 3! NW /9:15
IqjFTt. OTevsl+l/vxiLiDnghOw

G9ypgMF) leucHODSFZrevaZc 7Df+ thV/s YBxLERK.?kaAIGESqRPyg/quGzNS WiDISd
YEUf4XDZL);/BEP7/3674 INP2NWQ+c10RjesuDAZ8tD/yhMvR4DVGI5ESc/pTYvIw mVBZ U WnE
tygZli60HXfozo8uOekBnqWyDc1kuizZsYRFVNIwhCu. 7RsOq4zN8gkaemfe/u5Nth2/9
OeuEAchaqubXUV93H4GprrsRBZXDHjnSmZPQOPZBmVDkz/dNTGLG khN7/F2L'Ccagt/WoV

5W/VcqeoSMEE/XeSrT3/mlj10yFQm +tsfhTceOFDXuUgI3E86bR/f8Ur/b Gprp WpFx
pXLGanszGSTtyNEYrdENIh 71130eYdw3xmzU2B3tbaWREOXt2xjyW2tlv+vvHG6sIOR1 OkaG
MFfzsT7W5U6ILetv

signature algorithm: SHA256withRSA

Issuer SERIAL NUMBER: 201803

Issuer CN: Citizen CA

Issuer O: Certipost N.V./S.A.

Issuer L: Brussels

Issuer C: BE
Subject SERIAL NUMBER: 72020329970

Subject GIVEN NAME: Patrick Jean

Subject SURNAME: Kremer
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Subject CN: Patrick Kremer (Signature)

Subject C: BE

Valid from: Sat Jun 02 00:04:19 CEST 2018
Valid to: Wed May 31 01:59:59 CEST 2028
Public Key: 30:82:

0E:CO:.

FLSTCI39AT 1853 CC5ECF738:D0.3F BC.62:A1:85AF:13:CA:50:D2:7C:8F.CC.5F:73:83:B7:47:54:DE 3B:C9:10:A3:C8:7D:42:62:C4:13:DE:87:13:09:33:05:B1.4E:31:58: 36:EF:

Authority Key Identifier  9.34.21:3F:34:42:25:6D:E£1:BB:BF:BE:47:4C:F8:02:AD:E3:2F:54

Authority Info Access http://certs.eid.belgium.be/citizen201803.crt

http://ocsp.eid.belgium.be/2

Certificate Policies Policy OID: 2.16.56.12.1.1.2.1
CPS pointer: http://repository.eid.belgium.be
CPS text: [Gebruik onderworpen aan aansprakelijkheidsbeperkingen, zie CPS -

Usage soumis a des limitations de responsabilité, voir CPS - Verwendung
unterliegt Haftungsbeschrankungen, gemass CPS]

Policy OID: 0.4.0.194112.1.2

CRL Distribution Points http://crl.eid.belgium.be/eidc201803.crl

Extended Key Usage id_kp_emailProtection

QCStatements - crit. = false id_etsi_gcs QcCompliance

id _etsi_ qcs QcSSCD

Key Usage: nonRepudiation
Thumbprint algorithm: SHA-256
Thumbprint: D2:06:4F:DD:70:F6:98:2D:CC:51:6B:86:D9:D5:C5:6A:EA:93:94:17:C6:24:B2:E4:7

8:C0:B2:9D:E5:4F:84:74

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 416260670660158992857603279521251626757860879766
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject GIVEN NAME:

Subject SURNAME:

Subject E:

Subject OU:

Subject O:

Subject 2.5.4.97:

Subject OU:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Authority Key Identifier

----- BEGIN CERTIFICATE-----

MIIICDCCBngAwIBAgIUSOnG/xGHWc5N+Nk1ZEZPPer7ZYWD(JYIKaZIhvc AQENBOAWNXZELMAKG
AIUEBhMCUFQXKjAOBGNVBAOMIURDZ2I0YWxT: XRhbDEKM:
ALUEAWWERENSYRBTFN) R04gU\/VBTE/GSUVEIENBIECXMBAXDTIOMDUWN NI GADTI DU
NN onggFZMOSHCOYDYQQGEIFUZEIMDSGAIUECWINO02Vy dGImaWNNCUGUHIuZmISZSAL
I F1YprZmH BDZXjOaWZpY2FDZSA[/E1/bW//c/E/MCEGA1UEYOWa EVWECHMUOOTA
QTEGTEVROVUZOTMXHDABaNEAMEOVYUKSORUFOIENPTULIUINTOXKTANEGNVEASMIEVYGIO
BGVEZW50ICOgRUMgUIRBVFVUTL/ZIFNUQUZGMTIWMAY|KoZIh MR RN DA AR ZHjl
dS1UYXZhcnjvQGV/LmVIcmIwYS5IdTEXMBUGALUEBA WOOUSELIkVV/ESEVkFSUk&xEDADEgNVBC oM
B1ZJQ0VOVEUXHTABBGNVBASMIFILWO0ZVFTQORNYWSh W50MR8WHQYDVQQDDBZWSUNFTIRF
IEFORFJFVSBOQ! VZBUI]PMIIBUANB’qwkqth 9wl DCAOEAMIIBC KCAQEAve]V7goWismug
Jq2kMTOCnrkFANT/lyzbgaHVVdSjE] HyERyo/IAf4/T/DWS/C+6f5NzApFR1Tv3 W8/WuSgj
1pgs20i/h979A5WwviXuzcuUqeFFptdR/m/08TSTAD+ CeA +rQo6K2361x MYRwX/BNr/ELOSO/T
90isVauV3K ZCZ¢ TaVKiFZuhocSsPL+ a2 QUPIBIDTUXIWAXWLO
UDr16ciFtZ. 196pCOAOK( Uty ++TPtQni3+0QITuyDXsz9UNKb

OCFZSNmfRaeExCxOZtS/ngPwlDAOABUdICv/CCAmWDAYDVR TAOH/E‘AIWADAngNVHSMEGDAW
9BRZSTEAHBOEflosiovzV XniXIDFDCEhg YIKW YEBQUHACEECIBAMEYCCCSGAQUFEZAChipodHR
czovLj'F/YSInMSSkadedGFch!nb/5wdC9ESL/dj\/EFMUO/H TIFVQUURKIFRENBRZEUCDAIMCIG
CCSGAQUI ZovL3FYS VY3NWMCAGAIUJEQONMCWB
13ZpY2VudGUUYWSkcmVILWSh chmQAZWMuZXVbeBh o S CAL QAR YLK BEAGE
x3wWEAQEWKDAMBgQrBgEFBOCCAR YaaHROCHM6Ly9wa2kuZGInaXRhbHNpZ24ucHQWEAYOKWYBBAGB
OWEAGEBAQOWCOYHBACL TEABAIAGBONVHSUEFIAUBG9I BaEFBOCDAGYIKYBBOUNAROWSWYDVAOK
BEQWQ/BA0D6gPIY6aHROCHM6Ly9xY2EtZzEUZGInaXRhDHNpZ24ucHQVREIHSVRBTFNJROSRVUFM
SUZIRURDOUCKLmNybDAGBINVHOEFgQUjuiewey SPIOKGIetMhB AV TSENXOCWDQYDVROPAGH/BAQD
AQZAMIHTEaarBgEFBOCBANSEX|CBWZAIB] VEAISGAQEWCAY GBACORGEEMBMGBIOAIKYBEIAIBAcE
AlSGAQYBMGOGBGOAKYEB TBGMCAWKGHODHEZ08 CWNNLIVCXL mRpZ210Y Wxza BOL1BEUI9w
dC5wZGYTANBOMCAWKGhOJHB2Oi8Vc WNhLWCXLMRpZ210YWxzaWduLnBOL1BEU19IbiswZGYTAmVu
MBUGCCEGAQUFBISCHAKGBWOAT+XJAQEWEQYIKWYBBQUHCHIWCOYHBACLTEKB AANBIKGhKIGIWOR
AQUI B/ WANENKNClot414myL 76pB/15LKIGDIL 2y 7 MHeSUZGepIRESISENWUAW
1nwD/K9x/rj/%dDu /ocKScsut:qTCbaYksgy//gfoVaN/3qu3P/n9k++3ox7Kan R/fOFVG)I
yiugaajgBmcdqDBHSI RW6V700SRPDR5s/s4Xh3FOJn9YO/ZPLF/SKYELINVysL/4A4bbA
xB2Dgj5Mpoleg /frrJSSZBDVqZXqBADpe/DLFthle7Nw5 2gen2WKIDWICIM|LIXaZAgcPVE/Y
PXFIBCWZH-COUXSEQH2IVCRCEDHBIVHGERaSML/UHKIFS DOOVQWHKNXSTKAWSOHTYCKFEGY
uweyLj 7TsCmh6T4piHgaNDgWvrgElo0ZwuBmIXVEd+/MSzSqlcj2bPR2KNoj14MO4FFYdAANVIfd
hipErsK6R23hlto7b3XKIMRUEIXrVPUUEJdGIShPmICGGKIGXIROKLewyX 7A+OIcPMPUIKfuuUT
Un+3hLJjZ05H9k4uVM)/FOhwzc2VhRpyVNjfimFZksFvseF GvMISEWIqp3/Co0ltkOBG59ulBwg/9
9YOTGLIACYTZKIWDHMOrIgYLa+CYWWAGIGXynvLpWIVRZIVYPIGpZQCRCWIV2IBZT 7nks
J7QF9v88kto=

SHA512withRSA

DIGITALSIGN QUALIFIED CA G1

DigitalSign Certificadora Digital

PT

VICENTE ANDREU NAVARRO

RemoteQSCDManagement

VICENTE

ANDREU NAVARRO

vicente.andreu-navarro@ec.europa.eu

Entitlement - EC STATUTORY STAFF

EUROPEAN COMMISSION

LEIXG-254900ZNYAIFLUQ9U393

Certificate Profile - Qualified Certificate - Member

ES

Mon May 06 14:45:16 CEST 2024

Thu May 06 14:45:16 CEST 2027

30 82 01:. 22 30 UD 06:09:2A:86: 48'85'F7'0D 01 01:01:05: 00 03:82:01:0F:00:30:82:01:0A:02:82:01 'Ol'OO'ED EZ'55'EE'0A'16'DE'GE EA: 26 AD:A4. 31 _?D IC QE 59 05 02 74'FF'97ZC
:DB: : :C1:1 BDZDC CIAE/;M :54: 5 :9E:. :

IsCA: false

73:49:F1:40:1C:14:04:7C:9A:12:7F:FA:2F:CD:5C:67:23:18:E9:14
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Authority Info Access https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAG1.p7b
https://qca-gl.digitalsign.pt/ocsp

Subject Alternative Name ;o te andreu-navarro@ec.europa.eu

Certificate Policies Policy OID: 1.3.6.1.4.1.25596.4.1.1
CPS pointer: https://pki.digitalsign.pt
Policy OID: 1.3.6.1.4.1.25596.4.2.1.1.1.4
Policy OID: 0.4.0.194112.1.2

Extended Key Usage id_kp_clientAuth
CRL Distribution Points https://qca-g1.digitalsign.pt/DIGITALSIGNQUALIFIEDCAGI.crl
Subject Key Identifier 8E:E7:B0:79:8E:0F:23:42:86:8D:EB:4C:87:CE:2F:4E:C1:27:C5:07

QCsStatements - crit. = false id_etsi_gcs QcCompliance

id_etsi_ qcs QcSSCD

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: DF:7E:29:36:0C:34:B2:88:D6:D5:F4:03:25:C1:D4:D1:2C:99:22:CE:CD:33:B7:40:7
6:74:A7:4B:2B:3C:A1:E5

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUlistofthelists

Scheme Territory EU

Mime Type

application/vnd.etsi.tsl+xml
Scheme Operator Name

Name [en] European Commission

Scheme Type Community Rules
URI [en] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUlistofthelists
List Issue Date Time 2025-06-12T11:57:48Z
Next Update
date Time 2025-12-12T12:57:48Z

Distribution Points

URI https://sr.riik.ee/tsl/estonian-tsl.xml
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1 - TSP: SK ID Solutions AS

TSP Name

Name [en] SK ID Solutions AS

TSP Trade Name

Name [en] VATEE-100687640
Name [en] SK ID Solutions AS
Name [en]

AS Sertifitseerimiskeskus

Name [en] ESTEID

Name [en] SK

PostalAddress

Street Address [en] Parnu mnt 141
Locality [en] Tallinn

Postal Code [en] 11314
Country Name [en] EE

ElectronicAddress

URI [en] mailto:info@sk.ee

URI [en] https.//www.sk.ee/en

TSP Information URI

URI [en] https://www.sk.ee/en/repository/

URI [et] https://www.sk.ee/repositoorium/

1.1 - Service (withdrawn): ESTEID-SK

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name
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Name

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Issuer E:

Subject CN:

Subject SURNAME:

Subject OU:

Subject O:

Subject C:

Subject E:

Valid from:

Valid to:

Public Key:

Basic Constraints

ESTEID-SK

1011113090

rrrr BEGIN CERTIFICATE-----

MIIFAJCCA+qg, QUF gYJKoZIhvcNAQKBFglwa2lA
rZSUZWUXCZAngNVEAYTAkVFMSIWIAYDVOOKEX/BUyETZX/DaWZdeN/ZXijW/ZaZVZaJVZMRAW
VOQDEWAKdXVyLVNLMB4XDTAYMDEXNTE2NDQ1MFoXDTEYMDEXMz ZNDOIMFonDEYMEYGCSQG
SIDSDOE]ARY]cthQHNILmVIMOsW QYDVQOGEWJFRTEIMCAGA1UEChMZQVMgU2VydGIimaXRzZ|
aWlpEZt/CZthZEPMAOGAIUECXMGRVNL’RU/EMDDWCAYDVOOEEWEXMRIWEAYDVOODEW/FUIRFSUO[
UOSngE/MAOGCSqGS/b3DOEBAO 1BD) IBAQCLeZO. TbeZQKvPDB
UDPszqw7U256+IWEOd//p]RF4Isz+fsyClbP+rtherhhjZawaAI/ZMny/OF/quOcyyl
fA/66u+69u/DYItWS5 8W93D73V5WNCNDIemCZ;ythIFkaMIhWKH7Lb/BZCH34WGqUCBZ7QSB
gYpOSQanGjL‘SDZWCDeq pF12y7ZGj'COFrpuR/aP 28tv9r+C70qncapbil7xI0a77Fm3007M/9a
arq/m1oHEp9CxYiHInmD3kyMe8yx cxOm83z5040XSDTALG59DfZNPjjlaNPno7/8FuG
ri3vV8z3Agi MBAAng 1gGp! MIIE TAMB% VHRMEBTADAOH/MA4GAlUdDWEB/wOEA IB5]CCARYGAlUd
/ASCAODwggE/MI/E QYKKwYBBAHOHWEBATCBIjCBOAYIKwYBBQUHAgIwgcMegcAAUWBIAGUAIABZ
AZgBpAGSAYQBhAHQAIABVAG4AIAB2AOQAbABGAGEACWBOAGE! dABlAGOAIABEAFMA
EpAHMAIAETAGUA gBDAGkAZngAHOACwBlAGUACngAGOAaOEZAGSAZOBZAGSAHDBZACAA
AbOAL‘AFMASWAgAHMAZO HOA QB AG4AaOBDAGEA
QYI) 93d3:uc2$uZWUvYSBszAIEgNVHRB /
C H hh 0dHRW( 018vd3d3LnNerVlL2¢pldXIvYSstZAfBgNVHSMEGDAW (}ﬁ
CkCnGD9V7+/BWAngNVHO/lEFgOUeEelB zWM1ZjN5nXkQGTHWGaVOwDQYJKoZI| VCNAOEFEOAD
’1I\/ HZVB/97XfPIl5haEQAh3UlWC bs

UZSndVSUGaZOgKa fMxDOy ”’ bl -aKrMCj NSJAX9vVEMAY2ory +
9EAQ7g11CK Y 4 18BDURO/AL 181US214KS T WO Coa AN SPGBV AR RNIAG G Y 4 e eTPLL
PM4GdDWS5IRHR/6KUy0BHP2gX/BO4mYQ3BH2BHImUcINrasOHISnV/pt6hlkgd1PsFt3rtEolAWP4

DWBmC4ZAYO]St0CEWFM3292CXSGIOIm331CMugFSO/k

rrrrr END CERTIFICATE-----

SHA1withRSA

Juur-SK

AS Sertifitseerimiskeskus

EE

pki@sk.ee

ESTEID-SK

ESTEID

AS Sertifitseerimiskeskus

EE

pki@sk.ee

Tue Jan 15 17:44:50 CET 2002

FrijJan 13 17:44:50 CET 2012

9E8EC9F05586A '8DEF57CCF7020 :01:00:01

IsCA: true
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Certificate Policies

CRL Distribution Points

Policy OID: 1.3.6.1.4.1.10015.1.1.1
CPS text: [See sertifikaat on véljastatud AS-is Sertifitseerimiskeskus alam-SK
sertifikaatide kinnitamiseks]

CPS pointer: http://www.sk.ee/cps/

http://www.sk.ee/juur/crl/

Authority Key Identifier 04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9: 7D:BE

Subject Key Identifier

78:17:B5:05:F9:B3:58:CD:59:8C:DE:67:5E:44:06:4C:75:86:69:5D

Key Usage: digitalSignature - nonRepudiation - keyEncipherment - keyCertSign - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 0B:7A:9D:B6:0D:95:B0:6A:8F:4C:FC:0A:9C:1D:7D:92:EC:8D:45:55:1C:56:86:79:5
8:79:29:C9:9B:20:C5:73

X509SubjectName

Subject CN: ESTEID-SK

Subject SURNAME: 1

Subject OU: ESTEID

Subject O: AS Sertifitseerimiskeskus

Subject C: EE

Subject E: pk/’@sk,ee

Service Status

Service status description

Status Starting Time

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

[en] undefined.

2017-06-30T22:00:00Z2

TSP Service Definition URI

URI

URI

[en] https://sk.ee/en/repository/

[et] https://sk.ee/repositoorium/

1.1.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description

len] undefined.

Criteria list assert=atLeastOne
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Key Usage [ digitalSignature ] ¢y

Key Usage [ nonRepudiation ] ¢y o

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.1.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y o

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.1.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.1.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name Len] ESTEID-SK

Service digital identities

X509SubjectName
Subject CN: ESTEID-SK
Subject SURNAME: 1
Subject OU: ESTEID
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Subject O:
Subject C:
Subject E:

X509SKI

X509 SK |

Service Status

Status Starting Time

AS Sertifitseerimiskeskus

EE

pki@sk.ee

eBelBfmzWM1ZjN5nXkQGTHWGaVO0=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2016-06-30T22:00:00Z

1.1.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en;

undefined.

Criteria list assert=atLeastOne

Key Usage

Key Usage

Description

[ digitalSignature ]

[ nonRepudiation ]

true
true

This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.1.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  [op;

Criteria list assert=all

Key Usage

Description

it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

[ nonRepudiation |

true

All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.1.4.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

EESTI (ESTONIA) - Trusted List ID: EEO001
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URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.1.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] ESTEID-SK: Qualified certificates for Estonian ID-card

Service digital identities

X509SubjectName

Subject CN: ESTEID-SK

Subject SURNAME: 1

Subject OU: ESTEID

Subject O: AS Sertifitseerimiskeskus

Subject C: EE

Subject E: pki@sk.ee
X5095K

X509 sK' eBelBfmzWM1ZjN5nXkQGTHWGaV0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2002-01-15T17:44:50Z

1.1.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  /en) it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] ¢y

Key Usage [ nonRepudiation ] ¢y o
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Description

1.1.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description  [en

This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ]

Description

1.2 - Service (withdrawn): ESTEID-SK 2007

true

All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en]

A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [en] ESTEID-SK 2007

Service digital identities

Certificate fields details

Version: 3
Serial Number: 1167826957
X509 Certiﬁcate ,,,,, BEGIN CERTIFICATE-----

9Y/KoZIhvcNAQKBFglwa2IA

QUF;
chuZWUxCZA/BgNVEA e AATA YDVQOKEx/BUyszma WZpdANIZX|pbWiza2Vza 3VzMRAW

DgYDVQQDEwWdKdXVyLVNLMB4XDTA3MDI

10XDTE2MDg,
BhMCRUUXxIjAgBgNVBAO TGUFTIFN/EanZm/DCZVlletaXNrZXNrdXMXDZANBgNVBAsTBkVTVEV

MAKGAIUE

RDEXMBUGAIUEAXMORVNURUIELVNLIDIwWMDcwggEiIMAOGCSqGSIb3DQEBAQUAA4IBDw: AngEKAO/E
AODthZ/LCSA7K9AXOPDDLOgeM1GDRUQSWSU!CCjYyFkUMb EMXpSZFBEt/bOyS/HEUBFs tA4Q
'Sqwaw0uNk4BXv1/koOr6DUC+20+AQd5/B6A0atr(tZ1XG5IvDEep3D)Pykkk2MPxUz7dZx 7 X1 UEV

kdUWI9CDIKFWic 7y9o;/fEY9}a V6/xmO8kweZ/qTW5PU8/bTvZCEDyngXU4TD52FpU//+/TzM2

Wa.?OlFOV2S ir6LB

mMwYCY46LsK5

0dgN.
Cd/TCZSZV934FtNLg/YSFéhQnCXjAgNA Y+GfNjfdMXAgMBAAGjé]ZngkaEgYDVROTAOH/BAg,] WSngEB
/Z:

/WIBADAOB:
mezLZpl dX/instmNbeAfBgNVHSMEGDA WgBQI

EBAMCAT4wMwYDVROfBCWwKjA0O
QEqnpHo+SJrxrPCKCnGDIv7+19vjAd

ag//YraHROcDovLJdeySzay5

VHO
FgQUSAbevoyHV5WAeGP6nCMri K6ASGHUWDOYjKaZIhchAOEFBOADggEBACDSS]r/N5WZuIL5My/t

yH
SmT/w3dd/KPErSAdUUYkC7hOIauW7]Z3VN INUMI

T61
FdZVSCsThhddo/dZBcZ/SMNZmTVdeuUOySAFLXKLBZE/PrepODVNDEFT\‘//l WSp/5 + u/vMekL/WjSPC

8BK902av1e9ResKyPlidqriksHFINS +Yt80uw.

ToliNPQUUYSd1CA 75 WHs +y1LGZXpOfbdoOhE 7GApbZaF 1569jKp 42002 T4G200KAZTiIXOGeG]

MxkOENcd1DDqYVfePm

Signature algorithm: SHAIwithRSA

Issuer CN: Juur-SK

EESTI (ESTONIA) - Trusted List ID: EEO001

Page 22



Issuer O:

Issuer C:

Issuer E:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

CRL Distribution Points

Authority Key Identifier

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject OU:

Subject O:

Subject C:

Service Status

Service status description en;

Status Starting Time

AS Sertifitseerimiskeskus

EE

pki@sk.ee

ESTEID-SK 2007

ESTEID

AS Sertifitseerimiskeskus

EE

Wed Jan 03 13:22:37 CET 2007

Fri Aug 26 16:23:01 CEST 2016

1:34 4 652:
C:47:89:E1:16:09:9A:55:EA:6A:01:E5:2E:12:2F:1E:44:19:7A:C8:84:D2:98:CC:18:09:8E:3A:2E:C2:89:09:D8:D3:09:94:99:BF:DD:F8:16:D3:6E:C9:8E:8F:87:09:C2:

SC0020:34.06 ST 15,5457 1D5:17:03:03:03-00:01
IsCA: true - Path length: 0
http://www.sk.ee/crls/juur/crl.crl
04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9:7D:BE

48:06:DE:BE:8C:87:57:95:80:78:63:FA:9C:23:2B:2B:A0:3A:18:75

digitalSignature - nonRepudiation - keyEncipherment - dataEncipherment -
keyAgreement - keyCertSign - cRLSign

SHA-256

B1:14:C6:A2:F2:10:F8:B4:39:76:28:9C:AF:FD:70:F6:48:4F:BC:C6:1F:18:93:E5:D1
:26:76:F4:C2:E5:80:5B

ESTEID-S5K 2007

ESTEID

AS Sertifitseerimiskeskus

EE

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2017-06-30T22:00:00Z2
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TSP Service Definition URI
URI l[en] https://sk.ee/en/repository/

URI let] https://sk.ee/repositoorium/

1.2.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en; undefined

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] = 1o
Key Usage [ nonRepudiation ] 1o
Description This service issues qualified certificates for e-signing and e-

authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.2.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] 1o

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.2.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.2.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name
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Name [en]

Service digital identities

X509SubjectName

Subject CN:
Subject OU:
Subject O:
Subject C:

X509S5KI

X509 SK |

Service Status

Status Starting Time

ESTEID-SK 2007

ESTEID-SK 2007
ESTEID
AS Sertifitseerimiskeskus

EE

SAbevoyHV5WAeGP6nCMrK6A6GHU=
http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2016-06-30T22:00:00Z

1.2.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en;

undefined.

Criteria list assert=atLeastOne

Key Usage

Key Usage

Description

[ digitalSignature ] true

[ nonRepudiation ] true

This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.2.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  jen;

Criteria list assert=all

Key Usage

it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

[ nonRepudiation ] true
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Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.2.4.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.2.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [en] ESTEID-SK 2007: Qualified certificates for Estonian ID-card, the residence
permit card, the digital identity card, the digital identity card in form of the
Mobile-ID

Service digital identities

X509SubjectName
Subject CN: ESTEID-SK 2007
Subject OU: ESTEID
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X5095KI
X509 sK SAbevoyHV5WAeGP6nCMrK6A6GHU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2007-01-03T13:22:37Z

1.2.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  /en) it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne
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Key Usage [ digitalSignature ] ¢y

Key Usage [ nonRepudiation ] ¢y o

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.2.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y o

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.3 - Service (withdrawn): ESTEID qualified certificates for electronic signatures (ESTEID-
SK 2011)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Service Name
Name len] ESTEID qualified certificates for electronic signatures (ESTEID-SK 2011)

Name [et] ESTEID kvalifitseeritud e-allkirjastamise sertifikaatide véljastamise teenus
(ESTEID-SK 2011)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 54927111231050666919490365049675206925
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X509 Certificate

Signature algorithm:

Issuer E:

Issuer CN:

Issuer O:

Issuer C:

Subject E:

Subject CN:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Subject Key Identifier

Authority Key Identifier

CRL Distribution Points

Key Usage:

Thumbprint algorithm:

----- BEGIN CERTIFICATE-----

MIIFBTCCA+. QUFADB1MQswCQYDVQQG
EWFRTEMCAGAL (A M A L N s P Ay ST AT
aWNhdGIvbiBDZW50cmUgUm9v. dC DQTEYMBYGCSqGSIb3DQEJARY]cGtpQHNrLmVIMB4XDTEx

MDMXUDE WMTQ10VoXDTIOMDMxODEwMTQ10VowZDELMAKGA1UEBhMCRUUXIJAgBgNVBAOMGUFTIFNI
CrRBZIIOC2Yicmita XNeZXNIXMXFZAVBNVBAMMOKVTVEVIRCI TSy AYMDEXMRgWEGYIKoZInveN
AOkHFg/WaZ/ACZsuZWUng IMAOGCSqGSIb3DQEBAQUAA4IBDWAWGgEKAOIBAQCz6XxsZh6r/aXc

Ne3k! CP NMO mODAXUpZZCr4ZSaGZh/7jHIIvaN16tbW//K75AlR5b65K MWROEauld66ggbDPga6

KUS7CH+AXGU7+DROXSGUOVBVITHZVANLMIOkYC pia FOPZUDKEDKICE/I009Zbp3SIY CWE
hwU5YQI!O/BYTanNUXIdObONlBG()m+HVEng 2]6rGGB‘FsEO7mMNskNC3 /uLSCUKdeH

VK9B IQG|
ssA42anGQZE/55xMxranp51AgMEAAG/ggGgMuBnDXssgNVHRMBAfBEcuAGAoH/AgEAMAmAwd
D EE/WOEAW/HB/CBE{?YDVROgEIHUMIHIMIHoE sngEEAcdeAEEATC 2DCBsg’ VIKWYBEO UHA g

CAAa! HQAdA
A GWEZQAQAGOAbWBrAHUAbOB/AG4AZABpAGwAZOAgAGsA YQBUAHQA YOBZAGEAdAEIACAACWBLgH/A
dABPA GYAaOErAGEA YQBOAGKAZABIACAAdgDKAGwAagBhAHMAJABhAGOAaQBzAGUAawBzAC4wIQY!

KwYBBQUHAGEWFWhOdHBz0i8vd3d3LnNrLmVILONQUZz/ AngNVHOAlEF[?QUeZKWBCUNIGCIdBIV
Kz1bV3 YWHWYDVRO/EBgWFoA UEV/aPupWHL/NE qszSquUvUijwPOY VROfBDYWNDA:! yoDC gLo s
aHROcDovL3d3dy5zay51ZS9yZXBvc2l0b3J5L2Nyb. Y3JjYS5jcmwwDQY/KoZIhvcNAQEF

D gEBAKC4IN3FC2i]VDIHUSTNMQFFODCGJnXhZchlRLDQElECCXTZM gn 7N74FHEnrAy6uNG7

j GGJOVO. H579UrqChGCInUeHxiZbL13PkP37Lnc+TK

115Kfgtn5FbH5cqrhvbA/VF3Yzlimu+L7EVohWIHI KXZ//Z8anélelPFdeTODV/UeXVLI jkl lyb
UuS6LYRRDI g prK QBTwNbC8X 0UHXO0H0kW+dCVCDVSUbV4XLhRq/nyTthE+R IbkrV0JuzbfZv
ADfj75nA3+ZAzFY55ZpMOjZ9p4rQVKpzQTkirFOm6mkdcEo=

N
a9
w3
NS
EN
S
@
sy
tn

----- END CERTIFICATE-----

SHAIwithRSA

pki@sk.ee

EE Certification Centre Root CA

AS Sertifitseerimiskeskus

EE

pki@sk.ee

ESTEID-5K 2011

AS Sertifitseerimiskeskus

EE

Fri Mar 18 11:14:59 CET 2011

Mon Mar 18 11:14:59 CET 2024

IsCA: true - Path length: 0

Policy OID: 1.3.6.1.4.1.10015.100.1.1.1

CPS text: [Kasutatakse isikuttoendavale dokumendile kantavate sertifikaatide
valjastamiseks.]

CPS pointer: https://www.sk.ee/CPS

7B:6A:F2:55:50:5C:B8:D9:7A:08:87:41:AE:FA:A2:2B:3D:5B:57:76

12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

http://www.sk.ee/repository/cris/eeccrca.crl

keyCertSign - cRLSign

SHA-256
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Thumbprint: 41:EC:80:8E:33:CC:A8:65:9E:AE:A8:16:70:D6:C7:DC:01:44:66:36:E1:F2:27:56:1
B:63:07:B8:0B:A6:38:62

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK 2011
Subject O: AS Sertifitseerimiskeskus
Subject C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [op] undefined.

Status Starting Time 2021-05-21T10:00:00Z

TSP Service Definition URI
URI [en] https://sk.ee/en/repository/
URI [et] https://sk.ee/repositoorium/

1.3.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] ¢y ;o
Key Usage [ nonRepudiation ]

true

Policy Identifier:

dentifier 1.3.6.1.4.1.10015.1.1
Description Certificate Policy for ID card and Digi-ID
Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

|dentifier 1.3.6.1.4.1.10015.1.3

Description Certificate Policy for the digital identity card in form of the
Mobile-ID

Documentation Reference https://sk.ee/en/repository/CP/
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Description

This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.3.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  [en

it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage

Policy Identifier:

Identifier

Description

Documentation Reference

Policy Identifier:

Identifier

Description

Documentation Reference

Description

1.3.3 - Extension (critical): additionalServicelnformation

[ nonRepudiation ]

AdditionalServicelnformation

URI

1.3.4 - History instance n.1 - Status: granted

true

1.3.6.1.4.1.10015.1.1

Certificate Policy for ID card and Digi-ID

https://sk.ee/en/repository/CP/

1.3.6.1.4.1.10015.1.3

Certificate Policy for the digital identity card in form of the
Mobile-ID

https://sk.ee/en/repository/CP/

All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

http://uri.etsi.org/TrstSvc/TrustedList/SvclinfoExt/ForeSignatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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Service Name

Name [en]

Name [et]

Service digital identities

X509SubjectName

Subject E:

Subject CN:

Subject O:

Subject C:

X5095KI

X509 SK |

Service Status

Status Starting Time

ESTEID qualified certificates for electronic signatures (ESTEID-SK 2011)

ESTEID kvalifitseeritud e-allkirjastamise sertifikaatide valjastamise teenus
(ESTEID-SK 2011)

pki@sk.ee

ESTEID-5K 2011

AS Sertifitseerimiskeskus

EE

e2ryVVBcuNI6CldBrvqiKz1bV3Y=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2018-11-02T14:00:00Z

1.3.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  jen;

undefined.

Criteria list assert=atLeastOne

Key Usage

Key Usage

Policy Identifier:

[ digitalSignature ] true

[ nonRepudiation ] true

Identifier 1.3.6.1.4.1.10015.1.1
Description Certificate Policy for ID card and Digi-ID
Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

Identifier

Description

1.3.6.1.4.1.10015.1.3

Certificate Policy for the digital identity card in form of the
Mobile-ID
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Documentation Reference

Description

https://sk.ee/en/repository/CP/

This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.3.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  [en

it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage

Policy Identifier:

Identifier

Description

Documentation Reference

Policy Identifier:

Identifier

Description

Documentation Reference

Description

[ nonRepudiation ]

true

1.3.6.1.4.1.10015.1.1

Certificate Policy for ID card and Digi-ID

https://sk.ee/en/repository/CP/

1.3.6.1.4.1.10015.1.3

Certificate Policy for the digital identity card in form of the
Mobile-ID

https://sk.ee/en/repository/CP/

All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.3.4.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI

1.3.5 - History instance n.2 - Status: granted

http://uri.etsi.org/TrstSvc/TrustedList/SvclinfoExt/ForeSignatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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Service Name

Name [en]

Service digital identities

X509SubjectName

Subject E:
Subject CN:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

ESTEID-SK 2011 qualified certificates for electronic signatures

pki@sk.ee
ESTEID-SK 2011
AS Sertifitseerimiskeskus

EE

e2ryVVBcuNI6CIldBrvqiKz1bV3Y=
http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2016-06-30T22:00:00Z

1.3.5.4 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en;

undefined.

Criteria list assert=atLeastOne

Key Usage

Key Usage

Description

[ digitalSignature ] true

[ nonRepudiation | true

This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.3.5.5 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  [op;

Criteria list assert=all

Key Usage

it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

[ nonRepudiation ] true
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Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.3.5.6 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.3.6 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [en] ESTEID-SK 2011: Qualified certificates for Estonian ID-card, the residence
permit card, the digital identity card, the digital identity card in form of the
Mobile-ID

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK 2011
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X5095K
X509 sK' e2ryVVBcuNI6CldBrvqiKz1bV3Y=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2011-03-18T11:14:59Z

1.3.6.7 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  /en) it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne
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Key Usage [ digitalSignature ] ¢y

Key Usage [ nonRepudiation ] ¢y o

Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.3.6.8 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y o

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.4 - Service (granted): ESTEID qualified certificates for electronic signatures (ESTEID-SK
2015)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Service Name
Name len] ESTEID qualified certificates for electronic signatures (ESTEID-SK 2015)

Name [et] ESTEID kvalifitseeritud e-allkirjastamise sertifikaatide véljastamise teenus
(ESTEID-SK 2015)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 92090760538140121355861069916590054235

EESTI (ESTONIA) - Trusted List ID: EEO001 Page 35



X509 Certificate @ — BEGIN CERTIFICATE-----

MIIGCDCCBVlgAWIBA IQRUgJC4ec7yFWcqzT3mwbWzANBgkqhkiGIwOBAQWFADBIMQswCQYDVQQG
ijFRTE/MCAGAlU ngOgVMgUZ de/maXRzZWVyaWlpcztlcztlconMCYGAlUEAwwfRL/UgOZVy
lmaWthGlVblE'DZWSOCngUmQVdCBDO VMBYGCSqGSb DOE]ARY]CG[’pOHNerVIMCAXDTEI
I5WjBjMQswCQYD! ijRTElMCAGAIUECgWZOVM%
UZVde/;‘naXRZZWVyaWlchtch[ICZEXMEL/GA1UEYOwOT/RSRUUL‘MTAENDCWMTMXF "ZAVBgNVBAM]
DkVTVE\/jRClTSyAyMDElM/ICUANngqhk BAQEFAAOCAg8AMIICCgKCAgEAO0H61NDXbdW9
k8nLA1gGalL4B7vydod?2 )/STBZB3wl EH/CL EpEsSSprFlR WDVSgGGbu+099[rlb5U7 i7r]
kRovSthEdSNPSUSrAhVPO‘;WZZOngRaHaS +BaLmeL ‘QS9hQvQsCYyws+XVVNF pKOpGD64l
quUGbGF4OK/)?WEb05P}hd5 U%CU T 5
” 5

u
Qavi MIEL.
IHEX fAGj'fG v43t91 VXi /cyzR/eTfasB+stW15HV+ 1 OAﬁ’ +qzgDxCH2cmuqoZNflig+buob3eA8e
e+XpJKJQr+1qGrmhggjvAhc7m6cU4x/QfxwR thVNh]f+sKVTth bJ9XxuKk3c18wymwL1 mpDDo
PIG/?/SSMEruj4/ZanggESGNDUd4lrm0hO T8CmQeU lGbWeBYSethMOX97DFBLXjL\8/25Cy
JA43++EcibN+yBc1 nOsZZoq8ck9MKDbeDMeUkOUzE VeQGp69ImOQrsw46qTz( mtdOrMSbnk
XCuLan5d 'm284J9HMaqiYi6j6KLcZ2NkUnDQFesBVIMEm +fHa2iR6InAFYZ06UECAWEAAaO!
%GMBSGAI UdIwQYMBaAFBLy W 72Vhy/ansSfE/yaILlBSZMBDGAJ UdDg! OWBBSquilEdefI 9
CM20HXI793JHUTAOBgNVHQEBAF8! EAMCAOYwdwYDVROgBHAijA/EgVEA/QEAO/WCOVHB CL EAB
AjAWBgkrBgEEAC4TAQEWIZANBggrBgEFBQCCARYVaHROCHM6Ly93d3cuc2suZ WU
AODBZhBB;gALBﬂl;?KC]EEAr FAQMWCwY/Kw' YBBAHOHWEEMBIGA 1 UdEWEB/wOIMA YBAfBCAOAWOO YD

VR0eBDowOKE2] AI//MAqHCAAAAAAAAAAAMCKH/AAAAAAAAAAAAAAAA
\VAAAAAMCCcGA1UdQQ: GCCSGAOUFE'wM]ngngEFEOCDAgY/KWYBBOUHAw()waVIKWYBE'OUH
AOEECDBUMCAGCC GAQ ’ABhhRodHRwOIi8vb2NzcC5zay51ZS9IDQTBKBggrBgEFBQcwAOY+aHRO

cDovL3d3dy5za! 5/ZS§/ZX/DCy9FRV9DZX/Da WZpY2F0aW9uXONIbnRyZV9ISb290XONBLmRICiS]
cnQwPQYDVROfBDYwNDAyoDCglLoYsaHROcDovL3d3dy5zay5/ZS9yZXB: vr210b3j5L2NybHMVZWV/
Y3JjYS5) cmwwDDYjKDZIhVCNADEMBOADg EBAHRWDGI3P00r2sOnlvLHKk9eE7X93eT +4e5TeaQs
OpESzéR UTtshxN8Bnx2ToQ9rgi18q+MwXm2f0mrGakYYGObix7ZgDQvCMD/KuRYm! wLGdfsTX wh8K
UL6USHF +U/ZTss6qG7mxCH GQYveka5Y//rYRvZQ/ujereByxwdwan;l 9p22PXKAKXP5y 3-
et98Iqwi97k]hiS2zxFYRk+dXbazmoVHnozYKmsZaSUvoYNNH19tpS. 7BLd5g19 prDLb W/M 9
ut3+ b2szq&yzmHMFtLI/EAfulj/qu&ZBUAchSvth&M 7b974R18WCOpgNQVXDI+2/8ZINe!

----- END CERTIFICATE-----

Signature algorithm: SHA384withRSA
Issuer E: pki@sk.ee
Issuer CN: EE Certification Centre Root CA

Issuer O: AS Sertifitseerimiskeskus

Issuer C: EE
Subject CN: ESTEID-SK 2015
Subject 2.5.4.97: NTREE-10747013

Subject O: AS Sertifitseerimiskeskus

Subject C: EE

Valid from: Thu Dec 17 13:38:43 CET 2015

Valid to: Wed Dec 18 00:59:59 CET 2030

Public Key:

B5
9D: 8A. 4C: C4: 40: 8E: E3. 49:, CC:49:B9:E4:5C:2
B 8B:6A:7E.:. 5D 3E 6D:BC: ED 9F 47:99:AA:A2:62:2E:A3:E8:A2:DC:67:63:64:52:70:D0:15:EB:! ﬂl 56 53 04:9B:E7:C7:6B:68:91:EA:59:C0:15:86:74:£9:41:02:03:01:00:01

Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99
Subject Key Identifier B3:AB:88:BC:99:D5:62:A4:85:2A:08:CD:B4:1D:72:3B:83:72:47:51

Certificate Policies Policy OID: 0.4.0.2042.1.2
Policy OID: 0.4.0.194112.1.2
Policy OID: 1.3.6.1.4.1.10015.1.1
CPS pointer: https://www.sk.ee/CPS
Policy OID: 1.3.6.1.4.1.10015.1.2
Policy OID: 1.3.6.1.4.1.10015.1.3
Policy OID: 1.3.6.1.4.1.10015.1.4

Basic Constraints IsCA: true - Path length: 0
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Extended Key Usage

Authority Info Access

CRL Distribution Points
Key Usage:
Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:
Subject 2.5.4.97:
Subject O:
Subject C:

Service Status

Service status description [opg
Status Starting Time

TSP Service Definition URI

URI [en]

URI [et]

id_kp_clientAuth - id_kp_OCSPSigning

http://ocsp.sk.ee/CA
http://www.sk.ee/certs/EE_Certification_Centre_Root CA.der.crt

http://www.sk.ee/repository/cris/eeccrca.crl

keyCertSign - cRLSign

SHA-256

74:D9:92:D3:91:0B:CF:7E:34:B8:B5:CD:28:F9:1E:AE:B4:F4:1F:3D:A6:39:4D:78:B

8:C4:36:72:D4:3F:4F:0F

ESTEID-S5K 2015

NTREE-10747013

AS Sertifitseerimiskeskus

EE

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.

2018-11-02T14:00:00Z

https://sk.ee/en/repository/

https://sk.ee/repositoorium/

1.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en

undefined.

Criteria list assert=atLeastOne

Key Usage

Key Usage

Policy Identifier:

Identifier

Description

[ digitalSignature ] true

[ nonRepudiation ] true

1.3.6.1.4.1.10015.1.1

Certificate Policy for ID card and Digi-ID
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Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.1.3

Description Certificate Policy for the digital identity card in form of the

Mobile-1D

Documentation Reference https://sk.ee/en/repository/CP/

Description This service issues qualified certificates for e-signing and e-

authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] 1o
Policy Identifier:
|dentifler 1.3.6.1.4.1.10015.1.1

Description Certificate Policy for ID card and Digi-ID

Documentation Reference https://sk.ee/en/repository/CP/

Policy Identifier:

|dentifler 1.3.6.1.4.1.10015.1.3

Description Certificate Policy for the digital identity card in form of the
Mobile-ID

Documentation Reference https://sk.ee/en/repository/CP/

Description All certificates issued under this CA/QC service that have

nonRepudiation bit set exclusively are issued as qualified
certificates

1.4.3 - Extension (critical): additionalServicelnformation
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AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.4.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name l[en] ESTEID-SK 2015 qualified certificates for electronic signatures

Service digital identities

X509SubjectName
Subject CN: ESTEID-SK 2015
Subject 2.5.4.97: NTREE-10747013
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 SK' s6ulv/nVYQSFKgjNtB1yO4NyR1E=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T722:00:00Z

1.4.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en; undefined

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] 1o
Key Usage [ nonRepudiation ] 1o
Description This service issues qualified certificates for e-signing and e-

authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD
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1.4.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.4.4.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.4.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] ESTEID-SK 2015: Qualified certificates for Estonian ID-card, the residence
permit card, the digital identity card, the digital identity card in form of the
Mobile-ID

Service digital identities

X509SubjectName
Subject CN: ESTEID-SK 2015
Subject 2.5.4.97: NTREE-10747013
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 SK'I s6ulv/nVYqSFKgjNtB1yO4NyR1E=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2015-12-17T12:38:00Z
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1.4.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  /en) it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] = 1o
Key Usage [ nonRepudiation ] 1o
Description This service issues qualified certificates for e-signing and e-

authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.4.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] 1o

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.5 - Service (granted): ESTEID qualified certificates for electronic signatures
(ESTEID2018)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [en] ESTEID qualified certificates for electronic signatures (ESTEID2018)
Name [et] ESTEID kvalifitseeritud e-allkirjastamise sertifikaatide véljastamise teenus
(ESTEID2018)

Service digital identities
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Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer 2.5.4.97:

Issuer O:

Issuer C:

Subject CN:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Subject Key Identifier

Basic Constraints

155893412819766287602132218565978641901

MIIFVZCCBLI QdUfé bU/mZV7TAKBggqhkjOPQODBDBaMQsWCQYDVQOGEWIF
RTEbMBKGA1 UECgWSUOsgSUOgU295dXRpb25ZIEFTMRCWFOVDVORhDA5OVF]FRSOXMDCONZA XMZE!
MBMGA1UEAWwMRUUtR292QO0EyMDE4MB4XDTE4MDkyMDAS5MjlyOFoXDTMzMDkw| NTASMTEWMIOWWDEL
MAKGATUEBHMCRUUXGZAZBGNVEAOMEINLIEIEIFNVHV0aWSUCY BEUZEXMBUGALUEYQWOTIRSRULE
MTABNDCWMTMXEZARBgNVBA VTVEVJRDIw| MTgWngwEAYHKaZIZ/OCAOYFKdEEA MDgYYA
0BIv7UrRPYP1 7RA/YE N?; SVMqu nFrKHUXhStFk‘q/h vHuA1k2DSom1hE5kqh, 5
bwWDJB oowoysm/ossrm Ve FQXOszUbZaIprRHpOg BpFXOXpLTg W2 7MlehUBDH WFpeA
aNX3eUpD4gC5cvi sKoRFEq CAXOWggMZMB: UknhOd+FvL/quHHE/TSf
MBOGA1UdDgQWBBTZrH| bX36+/Plg5L5HofA0rZqujAOBf V FYDVROTAOH/
EAgwEgEB/leADCCAcOGA1Ud/ASCAcOngHAMAg BgQ lj‘oBA/AngcEA/vsaAECMD GCysGAQQB
g5EhA EBMCMW/OYIKWYBBOUHAQEW 'h0dHBz0i8vd3d3LnNrLmVILONQUzANBgs ngEEAYORIOEB
JANBgsrBgEEAYORfWEBATANBgsrBgEEAYORIQEBBTANBgSrBgEEA YOR/UEBB]ANBCQSI%JEEA
10BN G5/ BQEEAYORIOEBAZANESBgEEA YOR/OEEB ANBgSIBIEEA T ORIQEBCDANBgSrBaEE
AYORIQEBCTANBgsrBgEEAYORIQEBC] YORIQEBDDANBgsr
BgEEAYORIQEBDTANBgsrBgEEA YGRIOEBD]ANBgsngEEA YGRIOEBDZANE;SIBQEEA YORIQEBEDAN
EgsngEEA YOR/OEBETANBgergEEA YORIOEBE/ NBgsBaEEAYORIQEBEZANB S BEEAYORIOED
BBDANEgsngEEAYOR
fWEBBTANB 5By EEAYOwaEBB % gNVHSUBAfSEIDAe gngEFBOCDCOYIK wYBBQUHAWI
AQUFBWMEMGOGCCsGAQUFBWEBBF4wXDApBagrBgEFBQCWA YYdaHROcDovLZFpYSSzayS/ZSQIZSln
b3ZjYTIwMTgwlLwYIKw' YBBOUHMAKG/2hUdHA6Ly9/LnNer\//LUVFLUdvdeB /AXOCSkZXIuYB/O
WgGCCSGA QUFBWEDBAwWWC/AIBgYEAISGAQEWMAYDVROfBCkw)zAloCOglYYfaHROcDovL2Muc2su
UVRL/L/[RZ9200EyMDE4LmNbeAKngqhijPOODEAOB}AAwngC gDe uchzUbFKsaomzasg
clgYdztHgglENy TME, 'bgUmhBCA; 9ikLiSyurmkJMOhDE9Kg)
I‘;il/_inK/TjPNSHD/MI7KZSICTHDOBCCX+54NSZX1MgBaZ/mTSQrZY/Z/OeElESBAWDOU UDAnMPP6+

----- END CERTIFICATE-----

SHA512withECDSA

EE-GovCA2018

NTREE-10747013

SK ID Solutions AS

EE

ESTEID2018

NTREE-10747013

SK ID Solutions AS

EE

Thu Sep 20 11:22:28 CEST 2018

Mon Sep 05 11:11:03 CEST 2033

30:81:9B:30:10:06:07. ZA 85 48'CE‘3D 02 01 05'05.28 81 04'00 23‘03‘81 '85'00'04 01 C7 38 19'6F ED‘4A D1 3D 83 F5 C8'78‘4E GF B4 40:FD:80:43:6E:D8:32:9D:25:4C:A9:87:71:9C

:5A:CA:1D:45:E1:EA:D. 34:A ‘6 F: 12 1:8] D:DC:4B:5C:70:] 56 23 78:CE:C5:F7:13:8F:77:35:
1B:65:A2:1B:A4:D4: 47A5 08 15 06:: 91 57 D3 lA 4B:: 4505 56 ECCA :48:32:15.. 3CUC 7056 16 9780 68D5 F7 79 4A 4352 00:1 59 72 F8:6C:2B:44.:45:

7E:29:56:E7:34:92:78:4E:77:E1:6F:2E:33:2A:98:71:C1:FD:34:9F

D9:AC:70:DB:5F:7E:BE:94:F8:A0:E4:BE:47:A2:D0:34:AD:9A:2A:12

IsCA: true - Path length: 0
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Certificate Policies Policy OID: 0.4.0.2042.1.2

Policy OID: 0.4.0.194112.1.2

Policy OID: 1.3.6.1.4.1.51361.1.1.1
CPS pointer: https://www.sk.ee/CPS
Policy OID: 1.3.6.1.4.1.51361.1.1.2
Policy OID: 1.3.6.1.4.1.51455.1.1.1
Policy OID: 1.3.6.1.4.1.51361.1.1.5
Policy OID: 1.3.6.1.4.1.51361.1.1.6
Policy OID: 1.3.6.1.4.1.51361.1.1.7
Policy OID: 1.3.6.1.4.1.51361.1.1.3
Policy OID: 1.3.6.1.4.1.51361.1.1.4
Policy OID: 1.3.6.1.4.1.51361.1.1.8
Policy OID: 1.3.6.1.4.1.51361.1.1.9
Policy OID: 1.3.6.1.4.1.51361.1.1.10
Policy OID: 1.3.6.1.4.1.51361.1.1.11
Policy OID: 1.3.6.1.4.1.51361.1.1.12
Policy OID: 1.3.6.1.4.1.51361.1.1.13
Policy OID: 1.3.6.1.4.1.51361.1.1.14
Policy OID: 1.3.6.1.4.1.51361.1.1.15
Policy OID: 1.3.6.1.4.1.51361.1.1.16
Policy OID: 1.3.6.1.4.1.51361.1.1.17
Policy OID: 1.3.6.1.4.1.51361.1.1.18
Policy OID: 1.3.6.1.4.1.51361.1.1.19
Policy OID: 1.3.6.1.4.1.51361.1.1.20
Policy OID: 1.3.6.1.4.1.51455.1.1.2
Policy OID: 1.3.6.1.4.1.51455.1.1.3
Policy OID: 1.3.6.1.4.1.51455.1.1.4
Policy OID: 1.3.6.1.4.1.51455.1.1.5
Policy OID: 1.3.6.1.4.1.51455.1.1.6

Extended Key Usage id_kp_clientAuth - id kp_OCSPSigning

Authority Info Access http://aia.sk.ee/ee-govca2018

http://c.sk.ee/EE-GovCA2018.der.crt

QCStatements - crit. = false id_etsi_gcs QcCompliance

CRL Distribution Points http://c.sk.ee/EE-GovCA2018.crl

Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256
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Thumbprint: C4:5A:E8:1A:C8:B5:ED:5D:80:65:21:3F:D3:DC:25:0C:7B:32:77:36:8A:3E:97:BD:8
2:99:EF:FA:F8:B6:5E:31

X509SubjectName
Subject CN: ESTEID2018
Subject 2.5.4.97: NTREE-10747013
Subject O: SK ID Solutions AS
Subject C: EE
X5095K
X509 SK' 2axw219+vpT400S+R6LQNK2aKhl=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
Status Starting Time 2018-11-02T14:00:00Z
TSP Service Definition URI
URI [en] https://sk.ee/en/repository/
URI [et] https://sk.ee/repositoorium/

1.5.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  jen; undefined

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] ¢y
Key Usage [ nonRepudiation ]

true

Policy Identifier:

Identifier 1.3.6.1.4.1.51361.1
Description Certificate Policy for ID-card, Digi-ID, RP-card and Diplomatic-ID
Documentation Reference https://www.id.ee/?id=30500
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Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.5.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y o

Policy Identifier:

dentifier 1.3.6.1.4.1.51361.1

Description Certificate Policy for ID-card, Digi-ID, RP-card and Diplomatic-I1D

Documentation Reference https://www.id.ee/?id=30500

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.5.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.6 - Service (withdrawn): EID-SK 2007

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name len] EID-SK 2007

Service digital identities

Certificate fields details
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Issuer E:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

CRL Distribution Points

Authority Key Identifier

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

1167992746

MIID?CCAsquW/B,‘4>gIERZ4nﬁ/ANngqhklGQWOEAOUFADBdMRV%WFgYjKaZIhVCNAOkBFg/WaZ/A
c2su. WUXCZA] gNVBAYTAK! FMS/W/AYDVOOKEX/EUyBUXjﬂa ’pdHNIZX|pbWiza2Vza3VzMRA
DEwdKdXVyLVNLMB: [UONIoXDTE2MDgyNjEOMjMwMVowa, ELMAkGAlUE
B MCRUUXI]AgB NVBADTGL’FTFN CanZm/O 2V/ [ XNrZXNrdXMXITAfBgNVBASTGFN B
Zml0c2VicmitaX OZWVudXN/ZDEL/ME/GAlUEAXMLRL//ELVNLID/WMDCng iIMAOGCSqGSIb3I OEB
AQUAA4IBDwW/ AwggEKAoIEAODrfhEdyvuhk/BT/EGM/ltEZOskE8 yMgPGGXa PHXACj7f cn1DIu
t+RG8/ckh7zI HQk 7dchaP00rvgsvRIYCIGPCFt6 TW8w3t+BkxYIRNbm Vg 3qzrk/]k7m
6Nb8LIGL‘L9hOmZdek5tQHthgHTnoEkFergsv9d4CCkETSprNUK+vy/NTak4lAY/n tK6tRHHb1
fXRSLUXIDLSO42Kz+rehhsIANX+9Y5/h0wlh3pcmxLB1JWAPOO9fV6N1LUQ3Ym7wMp/IBXuPvI52
/uSZDWUF7GkI +VUrfGSefFSCeGhSKEBXDvqug+5[/6;;ka0 5Rgdu+q5FAgMBAAG igZwwgZkw
EgYD\/RDTA ? \DAOBgNVHQ wYDVROfBCwwKjAooCag)lYiaHRO
cDovL3d3dySZa 5ZSQ/CmXZLZpldXIVY_?sLmNbeAfBgNVHSMEGDAW BOEqanD SJrxrPCkCn
GD9V7+/9VéAdEgNVHO4EF IQUHAFONL +kJWyzt]4ii DQYJKoZIhvcNAQEFBQADgGEB
ABaiEXv4150h7AgHODWKRYNFQPcSSOgpLCy. X/E3h/3fl21fs!chuEhfquOC/O/Ofewhl09//
HanlPeKoHBCUVqENFfD xkVsUIUPBroQsyal035SQjuOsBLzUWBvY25dtBuAkBMCoOVI1Erf7iTeOzu
L4LLbCoeOfeQT3HPMEISqP5f8V10ST8erbiTVPJwzr66vXaT9YKxy8NyAQciaOHuYmGKxs8dgDQ
RkG6b2a/f5q21YEQKDhvz7VvM6tH+F+rohA2wAvVz4tcPtyw5WEYcavrl Kng4eZVW5qh205HUK9
GMas5m/4401/hX1jpMy51QsiB4ASXDuXvdOTVbU=

SHA1withRSA

Juur-SK

AS Sertifitseerimiskeskus

EE

pki@sk.ee

EID-SK 2007

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

FriJan 05 11:25:46 CET 2007

Fri Aug 26 16:23:01 CEST 2016

30'82'01'22'30'DD:DS:UQ.'ZA:BE:48:86'F7:DD'01'01 01 '05'00'03'82'01:UF'00'3D'BZ'01 'CIA.'DZ:BZ:DI:01.'00:E2:7E'11'1D'CA‘FE'A1'93'FD.'D3'24'41 '8C'27'55‘44'64:EB'24'13'CD 72:. 32
'A3'66'19'76'8F'1D. 70:02:27:B7:E7: :E1:D5:D6:6E:07:42:4 :82: 1:9: 7:05:B7:A4:D6:F3:0D.
A

FC 7
:61:DE:! :60:
-2 137 .'32:9F:E5:05:7E:8F:EE.'5E:76:C8:95:92:64:35:94:1 7.'Bl:A4.‘22:9F:AF:52:27.'CE:49:E7:C5:EB:27:86:87.‘C2.'BD.05:70:EF:BE:EA:AO.‘FE:97:3F:EA:
09,‘1F.‘1 1:GC:69.’45,‘07.'5E:FAJAE.‘45:02.’03,‘01.‘00.‘01

IsCA: true - Path length: 0

http://www.sk.ee/crls/juur/crl.crl

04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9:7D:BE

1C:07:F4:9C:BF:A4:25:6C:B3:B4:9E:22:1F:1F:94:48:1B:58:7A:8D

digitalSignature - nonRepudiation - keyEncipherment - dataEncipherment -
keyAgreement - keyCertSign - cRLSign

SHA-256

5D:05:51:6D:8D:31:D0:86:6A:67:9D:9B:5A:CF:9F:CA:56:6F:58:1A:00:98:31:7D:4
5:E4:04:BE:FF:15:97:03
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X509SubjectName

Subject CN: EID-SK 2007
Subject OU: Sertifitseerimisteenused
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [en] undefined.
Status Starting Time 2017-06-30T22:00:00Z
TSP Service Definition URI
URI [en] https://sk.ee/en/repository/
URI et] https://sk.ee/repositoorium/

1.6.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en; undefined

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] ¢y
Key Usage [ nonRepudiation ] ¢y,
Description This service issues qualified certificates for e-signing and e-

authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.6.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates
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1.6.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.6.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] EID-SK 2007

Service digital identities

X509SubjectName
Subject CN: EID-SK 2007
Subject OU: Sertifitseerimisteenused
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X5095KI
X509 SK1 HAfONL+kjWyzt)4iHx+USBtYeo0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.6.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en; undefined.

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] ¢y

Key Usage [ nonRepudiation ] ¢y,
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Description This service issues qualified certificates for e-signing and e-
authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.6.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y o

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.6.4.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.6.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] EID-SK 2007: Qualified certificates for Mobile-ID

Service digital identities

X509SubjectName
Subject CN: EID-SK 2007
Subject OU: Sertifitseerimisteenused
Subject O: AS Sertifitseerimiskeskus
Subject C: EE

X509SKI
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X509 SK1 HAfONL+kjWyztj4iHx+USBtYeo0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2007-01-05T11:25:46Z

1.6.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  /en) it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] ¢p;a
Key Usage [ nonRepudiation ] ¢y o
Description This service issues qualified certificates for e-signing and e-

authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.6.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y o

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.7 - Service (withdrawn): EID-SK 2011 qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name len] EID-SK 2011 qualified certificates for electronic signatures
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 89285850563550046921807203058435567450

X5 09 Cert|f| Cate ————— BEGIN CERTIFICATE-—-

MIIFADCCA+igAwIBAgIQQyvUTm/Da0ZN y+/fSOVW/ANngqhleQWOBAOUFADBIMOSWCOYDVOOG
EwJFRTEIMCAGAIUEC %WZOVM IgU2VydGImaXRzZW' ¥ pc2tlc2t1czEoMCYGAIUEA WwfRUU‘? g/
dGImaWNhdGIvbiBDZWS50cmUgUm: VdCBDOTEYMB GCSqGS/b3DQE/ARY/CGrpOHNerV/MB IXDTEX
MDMxODEwMTExMVoXDTIOMDMxODEwWMTEXM! YTELMAkGAlUEBhMCRUUXI/AngNVBAUMGUFTIFN/
ranZmlOCZV/Cm/taXNrZXNrdXMXFDASBgNVBAMMCOV]RC]TSyAyMDEXMRgWF YJKoZIhvcNAQKB
Fg/waZ/A625uZWUngEIMAUGCSqGS/bSDOEEAOUAA4IBDWAngEKAOIEAOCZOIZKMﬁDytbntSLD
AAVkEWV+5d/SrUv$IG/Zm9 eKyx+2PY85VzXRoUD1CMIYnstDhBSKMjn2/+HpA7pOipAIAMrke

TTdFbQ+0fz/VPOKB: gsdsOGRSTZFPBInuSZg RIQMWIFXOpDINHTtOLObUhWLXzUb31vclWma
nZ/YcDxlTCs/lEQ+cam 12B5IXrPEU3wBq4waD54iz520DK05 +6+hHRg: qu/gSYSme/SrEyd/
BAOeakaonyHAgbnpeluADCZ gXXEQZUvVWHaXYfmglIeRU72/HTCI/Nf1CON2 9/FtHQMnG:

3JtWOJWVMXAgM EAMA4GA1U:1DWEB
/onfw/aB/CEgAYDVROgB/Hs/v/HpMI,.msgsngLEAczi’fZAEBATcel;casAY/vas QUHAgIwgaMe
QB0 \AZgDBAPWACWBPAGWAaQBzAHQAZQBSAGUAIABpAHMA

aQBVAHUAdAB/AGWAZOAfAHMAZOByAHOAaQBmAGkAathAGEAdABpAGUAZOAgAHYASABSAGaAYOBZ
AHQAYQBtAGKACWBIAGS/ CWAgAGsAbWBtAGUAZOBy HQACWBhAG! AdOEzAGUAbAAuMCEGCCsGAOL/F
BwIBFhVodHRwczovL3d3dy5zay51ZS9DUFMwHQYDVROOBI BYEFLEO/WLGSYbGeEGkWZKI+/4f5
MESGAIUdIWDYMBaAFBLyI/g/7qVhy/ansSfE!yalLlBSZMDOGA wQ2M| g CGGLGhDdHAE
Ly93d3cuc2suZWUvecmVwi dGdeSQjcmszZV!Y2NyY2EuYj’jsMAOGCSqGSIb 'DQEBBQUAA4IB
AQAxau3ohdFkpvaiVUR7arNot VQUZRCGQ udgHYemovyU7N60Hgomc/ZG+uun: 5 AWU'!BCVQSSZ
kQxb1dQILYDRfNr9CqlOQvSEE4t9Sfu3fOl hyLr/mstBXhhYL/E/325UDVIG/ FeXLICRXI
FEZIyaZPlCHVKVhSONPPOIGZGSGXSDDkCVmM/U/4/ZUWVIe75u5/WtrD5D eREBTEDHOR/ngEQ
RALy/7t2gT9vrU8tab POHT8VU01PGZCH qfoZ2jd)
/AtCWOdmrXRHL/ZZqSWOG7b0W40mWDDauDZngf

————— END CERTIFICATE-----

Signature algorithm: SHAIwithRSA

Issuer E: pki@sk.ee

Issuer CN: EE Certification Centre Root CA

Issuer O: AS Sertifitseerimiskeskus

Issuer C: EE
Subject E: pki@sk.ee
Subject CN: EID-SK 2011

Subject O: AS Sertifitseerimiskeskus

Subject C: EE

Valid from: Fri Mar 18 11:11:11 CET 2011

Valid to: Mon Mar 18 11:11:11 CET 2024

Public Key:

Basic Constraints IsCA: true - Path length: 0

Certificate Policies Policy OID: 1.3.6.1.4.1.10015.100.1.1.1
CPS text: [Kasutatakse fllsilistele isikutele sertifikaatide véljastamiseks
kommertsalusel.]

CPS pointer: https://www.sk.ee/CPS

Subject Key Identifier B1:10:97:02:FA:DD:86:C6:78:41:A4:C3:32:88:FB:FE:1F:E7:C0:05
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Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

CRL Distribution Points http://www.sk.ee/repository/cris/eeccrca.crl

Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 7B:16:66:A7:99:1C:FC:28:B6:4D:A3:71:F1:71:41:DB:D6:F5:32:1F:21:B8:3A:1A:6

5:8D:6A:41:0D:37:4E:05

X509SubjectName
Subject E: pki@sk.ee
Subject CN: EID-SK 2011
Subject O: AS Sertifitseerimiskeskus
Subject C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [op] undefined.

Status Starting Time 2020-12-05T09:14:31Z

TSP Service Definition URI
URI [en] https://sk.ee/en/repository/
URI [et] https://sk.ee/repositoorium/

1.7.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en undefined

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] ¢y ;o
Key Usage [ nonRepudiation ] true
Description This service issues qualified certificates for e-signing and e-

authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.7.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]
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Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y o

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.7.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.7.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] EID-SK 2011 qualified certificates for electronic signatures

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: EID-SK 2011
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X5095K
X509 sK | SRCXAvrdhsZ4QaTDMoj7/h/nwAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T722:00:00Z

1.7.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en; undefined.
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Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] ¢y
Key Usage [ nonRepudiation ] ¢y,
Description This service issues qualified certificates for e-signing and e-

authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an QSCD

1.7.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.7.4.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.7.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name len] EID-SK 2011: Qualified certificates for Mobile-ID, organisation cards for
natural persons

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: EID-SK 2011

EESTI (ESTONIA) - Trusted List ID: EEO001 Page 54



Subject O: AS Sertifitseerimiskeskus

Subject C: EE
X509SKI

X509 SK' SRCXAvrdhsZ4QaTDMoj7/h/nwAU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2011-03-18T11:11:11Z

1.7.5.4 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  /enj it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (SSCD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=atLeastOne

Key Usage [ digitalSignature ] ¢y
Key Usage [ nonRepudiation ] ¢y,
Description This service issues qualified certificates for e-signing and e-

authentication within the same process. The Relying Party shall
make distinction by inspection of keyUsage field contents - e-
signature certificates have nonRepudation bit set exclusively.
Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) and
that has either its nR or its dS bit set is to be considered as
supported by an SSCD

1.7.5.5 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.8 - Service (granted): EID-SK 2016 qualified certificates for electronic signatures
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Service Type Identifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer E:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

EID-SK 2016 qualified certificates for electronic signatures

79090250639102344903633087262654973146

MIIG4jCCBcqgAwIBAGIQO4A6a2nBKoxXxVAFMRVE2jANBgkqhkiGIWOBAQWFADBI MOswCOYDVOOG
EwJFRTEIMCAGAIUECgwZQVMgU2 Vde/maXRZZWV aWlpc2tic2t1czEoMCYGAIUEAWwWRUUgQ2Vy
dGImaWNhdGIvbiBDZWS50cm UgUmQ C DO EYMBYGCSqGSIb3 OE]ARY]CthOHNVLmV/MCAXDTEZ
MDgzMDA5MJEwOVoYDzIwMzAXMJE3MjM10TU5WjBgMQswCQYDVQQGEW/FRTEIMCAGAIUECgwZQVMg
U2VydGim: XR 2ZWV) aWlpc2[/c2[lCZEXMEL/GA1L/EYOWOT/RSRUUtMTA3NDCWMTMXFDASBgNVBAMM
COVJRC1 TSyA yMDEZMIIC//ANngqhklGQWDBAOEFAAOCAQSAMIICC KCAGEAr7XWFNOj1CFoGluV
e9xRezEnAOTk3vmvipvURX+y7Z5D]sfub2mtpSLtbhXjAeyng9QV78zjgQ73pNVGh+GQ60PG7HF8
KllZulYsf1+gBxPxNiLa0+sCWxa 6p4HObgd£ YR VGOd4IOb/b9KbOk/3W/CG5 WiWh15P9qc uTZVY+
9zawkSMf65Px/Y4ChjtNFtY66MEVSPChIH} Jbt: ECj XB2WRIv3/hT
rRgMJ2CNMyFjRQoGQIpH010+fcisObKeyPwA8kI220todMzLw7KsY5240D3B1L5MEXYxHD916XIE
HT/QQBPZZNBC]ZU/E//KdS/apOUWBZEW+3 w5UOQUGLT3tTSbAzeQAnD3eCABPifYwHYCOImKsPpQJ
qtx0Q3/bm3BG| rZQKuK36nF/G78Y/hM+ yioERr2B/cKf31j0W/GuGvyHakbokwy7nsbL30sTuR
LR700qi5UBMy:- 4e8j 3NJw5UgpSclichngsLAX+ WsyCOw38AmMewMBcnlp/ObakK052HrsY
RRIm NhCVDEy45LZ/8/D/OGdQ/kdglh7T75/g uZ\ XYW
OtVIK8QLMw/II+XE10i75kgzA2i5' ,fa&lZKOaIdSGPHZRqGPTk [c5Z4DzZMCA wEAAaDCAnEW %/7
MB8GA1UdIWQYMBaAFBL; yW] 7qVI y/ansSfElyaILl BSZMBOGA1UdDgQWBBScCagHhww9rC6H/KCu
0vtISYgo+zAOBgNVHQ8BAFBEBAMCAQYwWgcQGAIUdIASI VDCBUTABBQCEAIVSOAECMDEWLWY/KWYB
BDUHAgEWIZhOdHBZOlEvd3d3LnNerV/L3j/EGQZaXRvbJg ‘Q1BTMDWGBWQAI+xAAQAWI
BggrBgEFBQCcCARYjaHROcHM6Ly93d3cuc2suZWUvcmVw 3diG 9veml 1 bSQDUFMwOwYGEACPegEC
MDEWLWY/KWYBBOUHAQ WI2h0dHBz0i8vd3d3LnNrLmVi L3//CGQZaXRVb3]de0V01 BTMBIGA1Ud
EWEB/WUIMAYBA SCAOAW]WYDVRO/BCAWHgYIKWYBBOU G FBWMCngngEFBOCDBDBB
BggrBgEFBQCBAQ) ‘BBQU! mMVILONBMEoGCCsGAQUF
BzAChj50dHR! WOIBVdEdBLnNer V/LZNICNRZLU VFXUN/CanZmUYXprZSfOZVUdH//leVb3R
OOEuZGVyLmNydDBBBgNVHR4ED/ [40TYwBIIClilwCoc 0cgAAA, \AAAAAAAAAA
AAAAWJQYIKW' YBEQUHAOMEG MEUGCC GAQ UFBWSCMAkGBWOAI+X/
A OEWPQYDVRWBD YWNDAyODCgLU YsaHROcDovL3d3dy5za 5/ZS9yZXBvc2/Ob3]5L2NybHM vVZWVj
Y3jYS5jcmwwDQYJKoZIhveNAQEMBQADGGEBAKSIoud5DSthDUGYD+VrXYLA0wi5zFTF19ha/k0/
2zLxZ1hf45V)mSyukMWaWXEghal WBZuw5kP78mQO0HyaRUennNOhom/pEiBz6cuz9oc+xImPAZM25
Zuana4upP2/+ NCWoR TzYk!chMEECs5RMBL/myT1 G458/6n8L2M2yYadBMvPGJS3yXxYdc/b3a2f
0iw3kKa/q1tXAHXZCsuxFVYxXdZt3AwinYHemCVKj
0jjWix1 UAILoahO 7AW DMEDZ\VA VEng77X2P3dPHKFIR WzJt5QIX4C5n1uvQBXxO4ABoMswqolg0=

S

SHA384withRSA

pki@sk.ee

EE Certification Centre Root CA

AS Sertifitseerimiskeskus

EE

EID-SK 2016

NTREE-10747013

AS Sertifitseerimiskeskus

EE

Tue Aug 30 11:21:09 CEST 2016

Wed Dec 18 00:59:59 CET 2030
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Public Key:

Authority Key Identifier

Subject Key Identifier

Certificate Policies

Basic Constraints

Extended Key Usage

Authority Info Access

CRL Distribution Points

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject 2.5.4.97:

Subject O:

Subject C:

X5095KI

X509 SK |

Service Status

Service status description [opg

Status Starting Time

12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

9C:09:A8:07:87:0C:3D:AC:2E:87:FC:A0:AE:D2:FB:65:49:88:28:FB

Policy OID: 0.4.0.194112.1.2

CPS pointer: https://www.sk.ee/repositoorium/CPS
Policy OID: 0.4.0.194112.1.0

CPS pointer: https://www.sk.ee/repositoorium/CPS
Policy OID: 0.4.0.2042.1.2

CPS pointer: https://www.sk.ee/repositoorium/CPS

IsCA: true - Path length: 0

id_kp_clientAuth - id_kp_OCSPSigning

http://ocsp.sk.ee/CA
http://www.sk.ee/certs/EE_Certification_Centre_Root_CA.der.crt

http://www.sk.ee/repository/cris/eeccrca.crl

keyCertSign - cRLSign

SHA-256

E7:3F:1F:19:A4:45:9A:60:67:A4:5E:84:DB:58:5D:6C:1D:F8:F1:2A:73:9D:73:3F:5B
:28:99:65:46:F1:87:5A

EID-SK 2016

NTREE-10747013

AS Sertifitseerimiskeskus

EE

nAmoB4cMPawuh/ygrtL7ZUmIKPs=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.

2016-12-21T710:00:00Z2
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TSP Service Definition URI

URI l[en] https://sk.ee/en/repository/

URI let] https://sk.ee/repositoorium/

1.8.1 - Extension (critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  /enj it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y

Policy Identifier:

Identifier 1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Documentation Reference https://sk.ee/en/repository/CP/

Description All certificates issued under this CA/QC service that have

nonRepudiation bit set exclusively are issued as qualified
certificates

1.8.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.9 - Service (withdrawn): KLASS3-SK

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name Len] KLASS3-SK

Service digital identities

Certificate fields details
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Issuer E:

Subject CN:

Subject SERIAL NUMBER:

Subject OU:

Subject O:

Subject C:

Subject E:

Valid from:

Valid to:

Public Key:

Basic Constraints

CRL Distribution Points

Authority Key Identifier

Subject Key Identifier

Key Usage:

1020859637

MIIEBDCC U9T/ i QUFAD gY], I\UZIhVCNAOkBFsngazlA
chuZWUsz \/BGNVEA YTAkVFMS/w/A YDVOOKEX/EUyBTZXJﬂa W deN/ZX/pbWIzaZ Vza3VzMRA

DgYDVQQDEwdKdXVyLVNLMB4XDTAyMD DEyMDc; UwNTExMDcxN1owgY4xGDAWBgkq
hkiGIwOBCQI EWCXBraUEz?]yﬂZTELMAkGAl UEBhMCRUUXI A% %NVEADTGL/FTIFN lcnRpZmIOc2VI
letaXNrZXNrdXMX/TAng VEASTGFN/CanZm/DCZV/Cm/taX 0. WVudXN/ZDEKMAgGAlUEBRMB
"AAOCAQ8AMIIBCKCAQEAVIIe
K3G/XOPCXVWan +?/WYG&H3nb/rTPqu5VQEI c7dnTDBdD2 Yteg+/UdHBZDHL]1 TZ+j/W9FDCOd
Er9658+ 6nMXoon 2x0854jNHZUVb5/+ YOGUM6iWSxkHw525tvn5tFalQoaeh46aQFp9Dngcnv4Ga
td0/7NCkLggjFrKmnNTPINPLAG! CpVyIMvcVCyTNvSQ+n33ToPO5vtULNYOtCFIMDVND+uNRE2

00tWIG0I840wYPA4 7U009C AXLNFRSYsOnB/DfBYCO+YlCrlchfit7ZP5/\/Cbe6£Z/WWOG/\;I/g/
m VPLE+/WH53P15/<29D IC42RTMthjSEZOIDAOABO4GZMIGWMASGA 1UdEWQIMAYBAf8CAQAWDGYD
VRO PAO //BAQDA: HmMDMGAl UdeOsMCow 10CS( Glthd 6 93d3cuc2$uZWUVY3/scy9quVy
L2Nyb HQYDVROOBBYEFOU/DJ1x
PW+SGD+a9G$/Cf5A552WMADGCSqGSIbSDOEEBOUAA‘UBXOASVWEﬂLYrgNZi‘EMLW7C5/XUWQLNN1RM
Dhl6UZOO5XHZSpXUXq25Ik5gbgl$+ UlekQaSg4OHRIuSKTChajDVSZneeYHOZUSZ/CAIWoyZd GkH
QZaprDaDi Kajb3) wT

ZBaan 1ncKd4FtUVb54fppdl 9NkbCKK§Ud 7qRYDduUNYqVs1 C/CquLq4Trxaxax50 + WNL/DOI 8965
IRIPI SqDOAXjUG7382}5XXET69W20607+NaGUCI’,DZVY1 0aaD206Wv/vSpxE2ugqafOWsP35+coF

rrrrr END CERTIFICATE-----

SHA1withRSA

Juur-SK

AS Setrtifitseerimiskeskus

EE

pki@sk.ee

KLASS3-5K

~

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

pki@sk.ee

Wed May 08 14:07:17 CEST 2002

Sat May 05 13:07:17 CEST 2012

:82:01:22:30:0D:06:09:.

C0:D5; 56: :8A 0:3, '
CD: C3:BE:62:20:AB:8B:4C:9C:EA:DE:D9:3E:CF:EF:71:F6:D1:E9:CC:C8:C1:6D:06:32:3C:87:99:53:CB:07:EF:D6:1D:2D:CF:D6:C9:36:F4: 3
7:60:20:2E:3645:33:2D:84:94:BA:65:02:03:01:00:01

IsCA: true - Path length: 0

http://www.sk.ee/crls/juur/crl.crl

04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9:7D:BE

E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

digitalSignature - nonRepudiation - keyEncipherment - keyCertSign - cRLSign
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Thumbprint algorithm: SHA-256

Thumbprint: A8:32:B7:A7:9B:0E:E1:62:A2:DA:04:7F:83:8C:83:A0:7E:03:2F:85:64:66:AD:08:2
B:DC:B9:DF:C7:59:0F:FA

X509SubjectName

Subject CN: KLASS3-SK

Subject SERIAL NUMBER:

Subject OU: Sertifitseerimisteenused
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
Subject E: pki@sk.ee
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [op] undefined.
Status Starting Time 2016-06-30T22:00:01Z

TSP Service Definition URI

URI [en]

URI [et]

1.9.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en undefined

Criteria list assert=all

Key Usage [ nonRepudiation ]

Description

1.9.2 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description  jen; undefined

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ]

https://sk.ee/en/repository/

https://sk.ee/repositoorium/

true

Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its non-repudation bit set exclusively, is
to be considered as supported by an SSCD. They are issued for
digital stamping according to Estonian Digital Signature Act

true
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Key Usage [ nonRepudiation ] £ /ca

Description Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.9.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.9.4 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name Len] KLASS3-SK

Service digital identities

X509SubjectName

Subject CN: KLASS3-SK

Subject SERIAL NUMBER:

Subject OU: Sertifitseerimisteenused
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
Subject E: pki@sk.ee

X509SKI
X509 SK |

Service Status

Status Starting Time

5T8MnXE9b7wZv5r0br8J/kDrnZY=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2016-06-30T22:00:00Z

1.9.4.1 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en;

undefined.
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Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its non-repudation bit set exclusively, is
to be considered as supported by an SSCD. They are issued for
digital stamping according to Estonian Digital Signature Act

1.9.4.2 - Extension (critical): Qualifiers [NotQualified]

Qualifier type description  [en; undefined

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ]

true
Key Usage [ nonRepudiation ] f£4/cq
Description Any certificate issued under the CA/QC Sdi certificate and is

issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.9.4.3 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.9.5 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [en] KLASS3-SK: Qualified electronic seals

Service digital identities

X509SubjectName

Subject CN: KLASS3-SK

Subject SERIAL NUMBER:  ;

Subject OU: Sertifitseerimisteenused

Subject O: AS Sertifitseerimiskeskus
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Subject C: EE

Subject E: pki@sk.ee
X509SKI

X509 5K 5T8MnXE9b7wZv5r0br8)/kDrnZY=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2002-05-08T12:07:17Z

1.9.5.4 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description  /enj it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] 1o
Key Usage [ nonRepudiation ] f4/cq
Description Any certificate issued under the CA/QC Sdi certificate and is

issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.9.5.5 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  /en) it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=all

Key Usage [ nonRepudiation ] 1o

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its non-repudation bit set exclusively, is
to be considered as supported by an SSCD. They are issued for
digital stamping according to Estonian Digital Signature Act

1.9.5.6 - Extension (critical): Qualifiers [QCStatement]
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Qualifier type description  [enj

Criteria list assert=all

Key Usage

Description

it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

[ nonRepudiation ] true

All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.10 - Service (withdrawn): Klass3-SK 2010 qualified certificate for electronic seal

Service Type ldentifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Issuer E:

Subject CN:

Subject OU:

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Klass3-SK 2010 qualified certificate for electronic seal

1270027048

MIID5TCCA: 0ZIhvcNAQKBFglwa2lA
C25uZWUXCzAJBGNVBA YTAkVFMS/w/A YDVOOKEX/EUyBTZX/Oa Wz"pd»-?N/ZX/pbW/zaz Vza3VzMRAW
DgYDVQQDEwdKdXVyLVNLMB4XDTEwMDMzMTA5MTc) XDTE. EOMjMw/ MVaWbTELMAkGAl UE
BAMCRUUXxIjAgB NVBADTGUFTIFN/CanZm/0(2V/le[aXNrZXNrdXMXITA BgNVBAsTGFN/
Zml0c2 V!cm/ta)( OZWVudXN/ZDEXMBUGA 1UI 'AXMOSGXEL/I MzLVNLIDIWMTA: ngEIMAGGCSqGS/b3
DQEBAQUAA AQCH \DaOfnUcln7iM6a0OXkAR+jp5827ZhDgDyN
ddF9ZUoBgP: hGN/rkH$H7qWeX.?QYnIOka24/C thMvOMPbanX/aARgJ-&-wEZttm/E/+ +FfrZK54
L+vD7Dyy4 VEDOngthqptsDB/+g//v/MGPe eNs3Tac/dNb7+3splTH tPK!Dfruqu4H6/NOv9
59bC+/2VVY9uCFXUro: EKJAIS]IpY( N8KGL\//YRUC/K81XQ/054]Z+ k2Jk
ngEchuTkX 0/0E/de+mR/an5+HuIGlKCXKWZCP A ww
kwEgYDVRi DAOBgNVHQ. AchMwYDVRDf waK/AaoCagj/Yl
iR 0cDovL3d3dySZa y51259]cmxzL2p1dXIvY3)sLmNybDATBGNVHSMEGDAWGBQE qano+$j
CkCnGDYv7+I9vJAdBgNVHQ4EFgQUXXUUEYz0pY5Cj3uyQESj7tZ603IwDQYJKoZI
g9EBA, DFuAGrSoOBPs WRW/OXcmSEthqZKXCQyZS YOPWBL V4th'OVLF/quKC+8ij9D5roG49F
5UHyDJPuj 77 Oall JKPXjHN]31Av
HEE/XDSCsvtzuby/XI+FU8ROXODIUF EthatRI1/ZVaKRhD6LNGPt3IZ/3/ijuEvaZQmZL p4
oNULgpPréaTmheZme8ZHuElh3Zp5kdoX3i2D4hsmgClpevZifol 96zeKRLkOQs6nmRjoMxyk6jY!
ric3/VnV81oyhXSBY1GZnbM4qP1w255kSA2bblpkwFo=

SHA1withRSA

Juur-SK

AS Setrtifitseerimiskeskus

EE

pki@sk.ee

KLASS3-5K 2010

Sertifitseerimisteenused
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Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

CRL Distribution Points

Authority Key Identifier

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer E:

Issuer CN:

Issuer O:

Issuer C:

AS Sertifitseerimiskeskus

EE

Wed Mar 31 11:17:28 CEST 2010

Fri Aug 26 16:23:01 CEST 2016

IsCA: true - Path length: 0

http://www.sk.ee/crls/juur/crl.crl
04:AA:7A:47:A3:E4:89:AF:1A:CF:0A:40:A7:18:3F:6F:EF:E9:7D:BE
5D:75:14:11:8C:F4:A5:8E:42:8F:7B:B2:40:44:A3:EE:D6:7A:3B:72
digitalSignature - nonRepudiation - keyCertSign - cRLSign
SHA-256

DC:62:4A:71:15:DD:C4:1B:4A:84:06:6F:FC:0D:BC:38:F7:1A:A8:7D:54:FE:62:F0:C
8:20:40:D8:36:F6:13:BD

4287978318282219471150275763569687874

MIErDCCA5SgAWIBAGIQAZN' Vpl LayatNgy6bN8fIQJANBgkqhkiGIWOBAQUFADBIMQswCQYDVQQG
EWJFRTEIMCAGA1UECgwZQVMgU2VydGImaXRzZWVyaW1pc2tic2t1czEoMCYGAIUEAWWIRUUgQ2Vy
dGImal WthG/VbIBDZWSDCngUmgdeBDOTEYMB YGCSqGSIb3DOE£ARY](thOHNVLm VIMB4XDTEx
MDMxODEwMDYxOFoXDTIOMDMxODEwMDYxOFowbTELMAKG; MCRUUXxIjAgBgNVBAOTGUFTIFN/I
canZm/OcZ VicmlItaXNrZXNrdXMxITAfBi gNVBAsTGFNIcanZm/Oczvlcm/taXNOZWVudXN/ DEX
-AXxMOS0xBU1MzLVNLIDIwMTAwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEKAQIBAQCT

/a YRXZvBQkSHdOADaOfnUcIn 7rM6aOX KAR+jp5827ZhDgDyNddF9ZUoBgPghGNIrkHbH7qwex39Y
nl0ka24ICicwEMvQMPbyPNX/adRy]+WEZttmBI++FfrZK54L+vD7Dyy4 YYBOOngtE4qptsDE/+
giiv/MGPeGeNs3TacjdNb7+3splTPtPKIDfrufv q4H6/NOv9SQbC+/2VVYQuCFXUmBAA3 EK]
dSjlpYCa51N8KGLV)YRUC/K81xqi054)z+Cy/HY/AcXkk2/kxIpJoEXmcuTkxjO/QE/X! /
q6+HurO/KCXKWZCPAa+d+d VRPkbyq9ohMXHIA MBAAG/ggE+MI/EO/ASBgNVHRMBAfBECDAGAOH/

AgEAMA4GA1UdD WEB/WDEAWIBX]CBIAYDVROgB/GMMIG]MIGGBgSngEEACdfZAEBATB.?MCEGCCSG
AQUFBW/BFhVUdHRWCZOVL3d3dySZay5/ZSQ/CHMWUQYIKWYBEOUHAQ/th5EAEEACwBIAHOA OBZ
AGUAIABZAGUACgBOAGKAZgBPpAGSAYQBhAHQAL 4w
HDYDVROOBBYEFFllFBGMQKWDO 975kBEa+ 7WejtyMB8GA1 UdIWUYMBaAFBLyW 7thjV/ZOESBfEl

IHWQ2MDQwWM: GhOdHA6LY93d3cuc2suZWUvcmVwl 1

LZV/YZNyYZEuYijsMAUGCSqGS/bEDOEEBOUAA4/BAOC_?qNE Y2/9qu4LZYKA/CYkC2N/tm1R59f
rMvQJ4aEE4Y4TtW2LPc( Dp2/En0f9aYdEBEG/EQCytZSP/FuVD Isdknj6fg1XCeu6ITR2wikxjeAs
LQvrFEfbImcAa5tU9RNalZhYc7MFMFQTQP+GBNxz+KIjNDVASF 7TCe7GE]SW8DfeS9/OGHaWS
BRKHCyuPGIHfH+cmMuhLtWqa4Qlg4f54kcsGO7s4buKtk6XqEj8Cj2ITdfk/aUs9QoxxkYWGwSUI
CueTamzquEjo9yz§jp5IFdG}otmjb/EBUCstFﬂB&‘adel D3L3/KYb5g3cYIDEpPWNgbNUALXo

slgk

rrrrr END CERTIFICATE-----

SHA1withRSA

pki@sk.ee

EE Certification Centre Root CA

AS Sertifitseerimiskeskus

EE
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Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Subject Key Identifier

Authority Key Identifier

CRL Distribution Points

Key Usage:

Thumbprint algorithm:

Thumbprint:

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

KLASS3-5K 2010

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

Fri Mar 18 11:06:18 CET 2011

Mon Mar 18 11:06:18 CET 2024

95335D3CA9437EBB§FEEAEU 7EA334EBFD4BD6C2FA3D95558F650855D4AEBFUDO378583842897528E5A5809
B2:F E4: 6:72:E4:E4:C6:33: 87:BA.

IsCA: true - Path length: 0

Policy OID: 1.3.6.1.4.1.10015.100.1.1.1
CPS pointer: https://www.sk.ee/cps
CPS text: [Asutuse sertifikaat. Corporate ID.]

5D:75:14:11:8C:F4:A5:8E:42:8F:7B:B2:40:44:A3:EE:D6:7A:3B:72
12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99
http://www.sk.ee/repository/cris/eeccrca.crl

digitalSignature - nonRepudiation - keyCertSign - cRLSign
SHA-256

17:F3:02:21:9F:CF:CE:8F:D1:8C:AC:17:2F:8B:0D:44:96:BA:5D:A8:E4:9F:87:1A:B
C:1F:9D:0C:AA:A3:60:E5

13425817054688995380882267264047226074

MIIFK[CCBBKgAWIBAGIQChm34x8ah3BVcFedls2c2jANBgkqhkiGIwOBAQWFADBIMQswCQYDVQQG
EWJFRTEIMCAGA1UECgwZQVMgU2VydGImaXRzZWVyaW1pc2tic2t1czEoMCYGAIUEAWWIRUUGQ2Vy
dGImaWNhdGlvbil BDZWSDCngUmQVdCBDOTEYMB YGCSqGSIb3DOE]ARY]CthOHNVLm VIMB4XDTE1
MDYwNDEzNTAyMVoXDTIOMDMxNzlyMDAwMFowbTELMAKGA1UEBhMCRUUxIJAgBgNVBAOTGUFTIFNI
canZm/OcZ VicmlItaXNrZXNrdXMxITAfBi gNVBAsTGFNIcanZm/OCZVlcmltaXNOZWVudXNI DEX
-AXxMOS0xBU1MzLVNLIDIwMTAwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEKAQIBAQCT
/a YRXZvBQkSHdOADaOfnUcIn 7rM6aOX KAR+jp5827ZhDgDyNddF9ZUoBgPghGNIrkHbH7qwex39Y
nl0ka24ICicwEMvQMPbyPNX/adRy]+WEZttmBI++FfrZK54L+vD7Dyy4 YYBOOngtE4qptsDE/+
giiv/MGPeGeNs3TacdNb7+3splTPtPKIDfrufvg4HENOVISIbC+j2VVYIUCF! Ur 8 EK]
dSjlpYCa51N8KGLV)YRUC/K81xqi054)z+Cy/HY/AcXkk2/kxIpJoEXmcuTkxjO/QE/X! /
q6+HurOiKcxKwZCPAa+d+dvRPkbyq9ohMXHIA MBAAG/ggG8MIIEuDASBgNVHRMBAfBECDAGAOH/
AgEAMA4GA1UdD WEB/WDEAWIBX]CBIAYDVROgB/GMMIG]MIGGBgSngEEACdfZAEBATB.?MCEGCCSG
AQUFBwlBFhVodHRWCZGVL3d3dySZay5/ZSQ]CHMWUQYIKWYBEOUHAQ/th5EAEEACWBIAHOA OBZ
AGUAIABZAGUAcgBOAGKAZgBPpAGSAYQBhAHQAL 4w
HQYDVROOBBYEFF11FBGMIKWOQ097skBEo+7WejtyMB8GA1 UdeDYMBaAFBLyW/73Vhy/anstEl
yalL1BSZMHwGCCsGAQUFBWEBBHAwb) nggngEFBchA YYUaHROcDovLZQ]CBAuC suZWUvQOEwW
SgYIKwYBBQUHMAKGPmMhOdHAG6LY93d3cuc2suZWUvy. W50
CmeUm9VdF9DOS§kZXIuY3]0MDDGA1 Ud WOZM OWM AwoCEGLGhDdHASL 93d3cuc2suZWUvemVw
b3NpdG9yeS9jcmxzL2VIY2NyY2EuY3JsM, 1GSIb3DQEBDAUAA4IBAQB4/0TLXdtMTnzI8Z81
0IR3pESCq6ueQRVGPPI2is! Gej‘ldABPhKZ7/6323/ﬂZ!dOdMeL/l %PCMPZL/HXIEFCI YhswgXCR1hu
LNuIKA8PRhgxdOBQ1etRSkZTIftMhBgpxot2Tu4G2xKQ7wfetdgnrUQ/u++BuAhuHA2xsma236eQ
25i20xCOSCEEM IpQT/SYONVKEZImFEPycxZxuOuWCQtBbx+b/MAYKgq2/vMvLO4lyRake SRULMZT
4AA42HgggUwL 7hWiwedyEqvwq0Sg3e92F2wBff+Xah/WeZBioxul1TRtzFcge6BTfF2S0RdbaaOW
eXsbNaA/azZ4WrNj1CTv

————— END CERTIFICATE-----

SHA384withRSA
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Issuer E:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Subject Key Identifier

Authority Key Identifier

Authority Info Access

CRL Distribution Points

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject OU:

pki@sk.ee

EE Certification Centre Root CA

AS Sertifitseerimiskeskus

EE

KLASS3-5K 2010

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

Thu Jun 04 15:50:21 CEST 2015

Sun Mar 17 23:00:00 CET 2024

30'82.‘01:22:30:DD:D6:09.'2A:BE:48:86.‘F7.’DD.’01:01 01 :05.'00.'03:32:01 :UF.'00:3D:BZ:01 :UA:DZ:BZ:DI :UI.‘OO.’AB:QS.‘AG:H :SF:EB.'FC:F5:4F:U7.'77.'40:03:68:57.‘E7:51 :62:27:EE.'23:3A '68'E

C
D:4B:/ D6 C2:FA:3D:! 95 55 8F: 08:55.'D4.'AE:8F:CID.'03:78:58:38:42.‘89.’75:28:E5 'AS'SD'QA'E7.‘53:7C:28:62:D5 :25:84:6E: 73:F2.'BC:
62:64:C6:5A:49:A0:45:E6:72:E4:E4:C6:3. :40:4F:D7:6D:DF:. :91:E7:AB:AF:87:BA:B3:A2:29:CC:4A:C1:90:8F:01:AF:9D:F9:D

:CF:E0:B. 01:C: 5
BDl 3546F2ABDA21 31:71:FD:02:03:01:00:01

IsCA: true - Path length: 0

Policy OID: 1.3.6.1.4.1.10015.100.1.1.1
CPS pointer: https://www.sk.ee/cps
CPS text: [Asutuse sertifikaat. Corporate ID.]

5D:75:14:11:8C:F4:A5:8E:42:8F:7B:B2:40:44:A3:EE:D6:7A:3B:72

12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

http://ocsp.sk.ee/CA
http://www.sk.ee/certs/EE_Certification_Centre_Root CA.der.crt

http://www.sk.ee/repository/cris/eeccrca.crl

digitalSignature - nonRepudiation - keyCertSign - cRLSign

SHA-256

00:DB:86:A7:08:7A:75:0C:E0:7B:32:55:D0:D3:12:9E:88:8C:A9:EQ:EE:CA:CF:9E:7
2:BD:B2:76:B1:71:47:EF

KLASS3-5K 2010

Sertifitseerimisteenused
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Subject O:

AS Sertifitseerimiskeskus

Subject C: EE
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description jap] undefined.
Status Starting Time 2023-05-09T21:00:00Z
TSP Service Definition URI
URI [en] https://sk.ee/en/repository/
URI [et] https://sk.ee/repositoorium/

1.10.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description  [enj undefined
Criteria list assert=all
Key Usage [ nonRepudiation ]

Policy Identifier:

Identifier

Description

true

0.4.0.194112.1.3

Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy Policyldentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.10.2 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description  [en

it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE

issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ]
Key Usage [ nonRepudiation ]
Description

true

false

Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

EESTI (ESTONIA) - Trusted List ID: EEO001
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1.10.3 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.10.4 - Extension (critical): Qualifiers [QCForESeal]
Qualifier type description  [op; undefined.
Criteria list assert=all
Key Usage [ nonRepudiation ] 1o

Description

1.10.5 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.10.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] Klass3-SK 2010 qualified certificate for electronic seal

Service digital identities

X509SubjectName
Subject CN: KLASS3-5K 2010
Subject OU: Sertifitseerimisteenused
Subject O: AS Sertifitseerimiskeskus
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Subject C: EE

X5095KI

X509 5K XXUUEYz0pY5Cj3uyQESj7tZ603I=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.10.6.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description  [en; undefined.
Criteria list assert=all
Key Usage [ nonRepudiation ] 1o
Policy Identifier:
dentifier 0.4.0.194112.1.3
Description Any certificate that is issued under the CA/QC Sdi certificate and

that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy Policyldentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to elDAS
regulation

1.10.6.2 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description  /enj it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] 1o
Key Usage [ nonRepudiation ] f4/cq
Description Any certificate issued under the CA/QC Sdi certificate and is

issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.10.6.3 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.
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Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.10.6.4 - Extension (critical): Qualifiers [QCForESeal]

Qualifier type description  [en; undefined

Criteria list assert=all

Key Usage [ nonRepudiation ] 1o

Description

1.10.6.5 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.10.7 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name len] KLASS3-SK 2010

Service digital identities

X509SubjectName
Subject CN: KLASS3-5K 2010
Subject OU: Sertifitseerimisteenused
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X5095KI
X509 SK | XXUUEYz0pY5Cj3uyQES)7tZ6031=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.10.7.6 - Extension (critical): Qualifiers [QCWithQSCD]

Qualifier type description  [en; undefined

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Description Any certificate that is issued under the CA/QC Sdi certificate and

that is issued as a QC (i.e. containing a QcCompliance

statement) and having its Certificate Policy Policyldentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS

regulation
1.10.7.7 - Extension (critical): Qualifiers [NotQualified]
Qualifier type description  jen; undefined.
Criteria list assert=atLeastOne
Key Usage [ nonRepudiation ] ¢y,
Key Usage [ nonRepudiation ] /¢
Description

Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.10.7.8 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.10.8 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name Len] KLASS3-SK 2010: Qualified electronic seals

Service digital identities

X509SubjectName
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Subject CN: KLASS3-SK 2010

Subject OU: Sertifitseerimisteenused

Subject O: AS Sertifitseerimiskeskus

Subject C: EE
X509SKI

X509 5K XXUUEYz0pY5Cj3uyQESj7tZ603I=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2010-03-31709:17:28Z

1.10.8.9 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description  /enj it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ]

true
Key Usage [ nonRepudiation ] f£4/cq
Description Any certificate issued under the CA/QC Sdi certificate and is

issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.10.8.10 - Extension (critical): Qualifiers [QCWithSSCD]

Qualifier type description  /en) it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service identified in "Service
digital identity" and further identified by the filters information used to further identify under the
"Sdi" identified trust service that precise set of Qualified Certificates for which this additional
information is required with regards to the presence or absence of Secure Signature Creation
Device (S5CD) support ARE supported by an SSCD (i.e. that that the private key associated with
the public key in the certificate is stored in a Secure Signature Creation Device conformant with
the applicable European legislation);

Criteria list assert=all

Key Usage [ nonRepudiation ] 1o

Description Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its non-repudation bit set exclusively, is
to be considered as supported by an SSCD. They are issued for
digital stamping according to Estonian Digital Signature Act
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1.10.8.11 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.11 - Service (granted): Klass3-SK 2016 qualified certificate for electronic seal

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name len] Klass3-SK 2016 qualified certificate for electronic seal

Service digital identities

Certificate fields details

Version: 3
Serial Number: 125379590422109434570404910176131905756
X509 Certificate @ - BEGIN CERTIFICATE-----

MlngTCCBngAw/BAgIOXIM7EyV€NCtY5Vcw/254SDANngz}hlengEAOwFADBlMQSWCOYDVOOG
EwJFRTEIMCAGAIUECgwZQVMgU2 delmaXRZZWVyanp HCZtIConMCYGAlUEAWwfRL/UgOZVy
dGImaWNhdGIvbiBDZWS50cmUgUm9vdCBDQT! YMBYGCSqGS Ib3DQEJARY]cGtpQHNrLmVIMCAXDTE2
MTIWODE}/NTAIN/GYDZIWMZAXM E}M MIOTU5VIZCB JELMAKGA1UEBhMCRUUXIjAgB: NVBA MGUFT
/FN!can m/0c2V/cm/taXNrZXNrdXMx/TAngNV 3AS) GFN/canZm/OCZVIchtaXNOZ Vud,
WOTIRSRUUtMTA3NDcwMTMxFzAVBgNVBAMMDKtMQVNTMy . lTsyAyMDEZMIICI/AN
ngqhleQwOBADEFAADCA 18AMIICCgl KCA%EAU(OLEKDPKKIUBVK722D2t2SXZKb/quBmDXfZ//m
2XHxXGVopSeji2/4MdR50k6N]gXxanbyufX XRTeuE5nQ80Izr5+9U21DPm VUADFNWNDLySNquEj’C
VrYp7 VOHbfTb9Mf_?ECvQNt8YMOHGwdecé?kGXquddorxxeGdAD+wr/l+LleoaOFI56Tbc wg3x
v1hMrjO ‘Mgr10QKbxAdIX3lu32fcX
lesCTcACL/NRM/SSbIwow;GquL2H53+/D/rdE7hM5uUqXAaaTSeraL/hOthxOEH 13m6WRAZmBP
1BqIBN6PRMWYgab 7BBYMUKXE +FUaNy9Lb8jraX85t3IwN/hbbM; XSWUAquoOVIaJUZtSPSeTG
jUdﬁ/ESQQQVH788LNfZW9016b/rlCMDAkabelktC/ERCOd+IEhAPIuS]KWMHI hRQGU 7db
4OXKhXDXPGK5YRw60 P QCieEXb yaQya. ldenlpdchQlaE/rWu
uks! BV tcl euuruJ\/fe7qEEFuIWseprgZFsk5RL NGWyTEgHHEf
qu/CB/ZVbebsEW#-té %b65l'lggT6hNCX8CAWEAAa YgHZMBIGAlU [EWEB/wQIM,
AQAWDgYDVROPAQH/BAQDAGH MIHTBgNVHSAEgCSwgchg ‘QGCSsGA! OOEZhSHAzEj’MCEGCCsGAOUF
BwlIBFhV« dHRwCZaVL3d3dy5Zay5/ZSQ}CHMWUgYIKWYBBOUHAgleh5EAEEACWBlAHOA QB2
IABZAGUACgBOAG! f YOBI EEAC4WCAYG
Z4EMAO/CMASGCSSG OOBZhSHA]A/EgVEA/%EAOEWCOYMEACL7EABATA/BgYEA/QSAOCWCOVHBACL
7EABAZAdBgNVHQ. 4EFgOUrI5Y9fLy2CGOZEQO 9t1yIDi
B ZXBSX]qUVUF/kWEAYIKWYBBO IHAQEEDbDB: qMCAGCCSGAQUFBZAthRodHRwOlvaZNZCCSZayS/
Bggrl gEFBchAoY6&HR05DDVL3NerV/LZN/cnRzLOVFXON/canZm//YXprZS fQ2Vu

deIXl]VbSRfOOEUZGV Nyd IDKgM| O LnN IrLmVIL3)JI
CGQZaXRVanVYB'/S(‘{QZWN]CmNhLmNbeANBEkqthGQWOEAOWFAAG 'Gqi+Pe5+CPta
rhOvCQWOm233ni5 9qL+/q65PccoW041sz4q HmPEBHFSYGOSRC75K07A+/5d/FFLMbP3fFSuT
l7+HAmA/XVEq35G 9GA +HvZiBe+RtbR8yOOar5fAKnzS1yNy9M1z 7g ‘McEouk3TUebe2aan
vzabc. IGDfZkzhL ! FIOLQEflef/6sdMhy6COHiditdLSUZYfSySJpb6lv/BGAN4Vrb

nsztL3q7c+le/vh/qLFlFmFXuCs//1F/FtplbCIOM(‘HoMXdllAszzkmrTLPT;YDAOXXnQRPnz
SRz2GnIYRVAxGayDGbUyow==
""" END CERTIFICATE-----

Signature algorithm: SHA384withRSA

| r E: ;

ssue pki@sk.ee

Issuer CN: EE Certification Centre Root CA

Issuer O: AS Sertifitseerimiskeskus
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Issuer C:

Subject CN:

Subject 2.5.4.97:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Basic Constraints

Certificate Policies

Subject Key Identifier

Authority Key Identifier

Authority Info Access

CRL Distribution Points

Key Usage:

Thumbprint algorithm:

Thumbprint:

EE

KLASS3-5K 2016

NTREE-10747013

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

Thu Dec 08 13:50:56 CET 2016

Wed Dec 18 00:59:59 CET 2030

:84:8E:B5 AE:BA:4B:10:4C: D0:C
€9:31:20:1C:70:5F:26:A0:09:08

IsCA: true - Path length: 0

Policy OID: 1.3.6.1.4.1.10015.7.3
CPS pointer: https://www.sk.ee/cps
CPS text: [Asutuse sertifikaat. Corporate ID.]

Policy OID: 2.23.140.1.2.2

Policy OID: 1.3.6.1.4.1.10015.7.2
Policy OID: 0.4.0.2042.1.1

Policy OID: 0.4.0.194112.1.1
Policy OID: 0.4.0.2042.1.7

Policy OID: 0.4.0.194112.1.3

AE:5E:58:F5:F2:F2:D9:C1:8E:D9:EF:4E:07:DB:75:CA:50:E2:87:00

12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

http://ocsp.sk.ee/CA
http://sk.ee/certs/EE_Certification_Centre_Root CA.der.crt

http://www.sk.ee/repository/cris/eeccrca.crl

digitalSignature - nonRepudiation - keyCertSign - cRLSign

SHA-256

A5:A8:59:CE:03:10:A8:5F:42:A5:41:1D:A6:3F:83:B4:14:4E:B9:4B:C8:A6:5A:99:75
:AC:86:82:F6:67:DB:77
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X509SubjectName

Subject CN: KLASS3-SK 2016
Subject 2.5.4.97: NTREE-10747013
Subject OU: Sertifitseerimisteenused
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509sKI
X509 sK1 rI5Y9fLy2cGO2e90BIt1yIDihwA=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description en; undefined.
Status Starting Time 2017-06-03T06:00:00Z
TSP Service Definition URI
URI [en] https://sk.ee/en/repository/
URI [et] https://sk.ee/repositoorium/

1.11.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description  [en; undefined

Criteria list assert=all

Key Usage [ nonRepudiation ]

Policy Identifier:

Identifier

Description

true

0.4.0.194112.1.3

Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy Policyldentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to elDAS
regulation

1.11.2 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description  [op;

it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE

issued to Legal Persons.
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Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] ¢y,
Key Usage [ nonRepudiation ] £ /ca
Description Any certificate issued under the CA/QC Sdi certificate and is

issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.11.3 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description  /enj it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.11.4 - Extension (critical): Qualifiers [QCForESeal]
Qualifier type description  jen; undefined.
Criteria list assert=all
Key Usage [ nonRepudiation ] ¢y,

Description

1.11.5 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.12 - Service (withdrawn): ESTEID-SK OCSP RESPONDER 2005

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name
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Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:
Issuer CN:

Issuer SURNAME:
Issuer OU:
Issuer O:
Issuer C:
Issuer E:
Subject E:
Subject CN:
Subject OU:
Subject O:
Subject C:
Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

ESTEID-SK OCSP RESPONDER 2005

1110287041

rrrr BEGIN CERTIFICATE-----

QUF; /JKoZIhveNAQKBFglwa2IA
r25uZWUxCZAjBFgNVEAYTAkVFMSIwIAYDVOOKEX/BUyETZX/DaWZ dHNlZijbWIzaZVzaJVzMOS
DOYDVQOLEWZFUIRFSUOXAIBINVBAQTA TEXEAQBNVEAMTCUVTVEV/RCITozACEWOWNT Az I
1ZA0M FaM FMQ8WDQYDVQOKEWZFU:
BgNVBAsTBEQDUlAX ZIAkBgNVEAMTHUVTVEv JRCL TSyBPOlN(JlF/FUI BPTKRFUIAYMDAIMRQWFgY]
KozIhvcNAQKBFglwaZIAc2suZWUwgZ8wDQY]KoZIhvcNAQEBBQADG YOAMIG)Ao SATBLeL KR
MNCB5Pz8R5DnvPdVXBS91PoHboLnbhjlplecBy\VosjwGpXCGu: BtUPuvalAzgqqs7A55ugM117P u0
9/4bg0MI60/9XyOT TRI7HOBUENIKIQIFCTEXZIKUWFF 2400 sk%wwrorwussm
HEdgZEpAgMEAAG]VZBYMBMCATUGIQOMMAIGCCSGAQUFEW GAIUd/wOYMEaAFHgXtOX551/N
YYzeZ15EBlod hmidMB0GA1UdDGOWBBRM+-GlhiojeOPpIDgUA c/xo VTANBgkqhkiGOwWOBAQUF
AAOCAGEATDSIPAsWSEIgLXL SUUXV/tmOKjre7 Wt 59Uey 7 11 dtxQ6zC/MDICSLWA JJaUOpRY u/p/
eGe6h4/wd6tsMsBx/U+D1WnHeCj1EDISF| waoFVzg kMS/EkPDm7!W5hHonghRHACENMb 3sCr
VQA2YELf2WypsIRO0z8XIRT1LN4pwVehpBeWO 7xbQPUtoaxKrSCGumtxtxA3KR)7POHPTAH4cvip
XoZhS1ZeXEKixsesG .+ K ZIpTET1 7ICXEA1CFXDWm/BMHtheNWKJGIPERgTrGtBOV7ZDDsz/
PHMbIyfcT27+WZIWItRQS/hGEWyMVKNNZooWHILpNUCQA==

lRFSUOXDTAL

----- END CERTIFICATE-----

SHAIwithRSA

ESTEID-SK

ESTEID

AS Sertifitseerimiskeskus

EE

pki@sk.ee

pki@sk.ee

ESTEID-SK OCSP RESPONDER 2005

OCSsP

ESTEID

EE

Tue Mar 08 14:04:01 CET 2005

Thu Jan 12 14:04:01 CET 2012

30:81:9F:30:0D:06:09:2A:86:48:86:F7:0D:01:1 ‘01

82:E7:6E:18:E5:A7:57:9C:07:25:68:B2:.
:12:7E:0A:25:09:45:73:01

l
EB: ‘AE:8
E.'ED:5E:2C:CS:E¢:A5:16:14:56:78:42:0F:24'7E'UD'31 C2:B0:EB:2C:88:EE:BO: lE 51 6D:E4:40:44:6D:C3:84:7F:1D:81:90:69:02:03:1

id_kp_OCSPSigning

78:17:B5:05:F9:B3:58:CD:59:8C:DE:67:5E:44:06:4C:75:86:69:5D

2D:EZ.’E4.‘44.’72:F1 :30:D0:81:E4:FC:FC:47:90:E7:BC:F7:
D:49:EC.'FE:E4:82:35.’15:83'43'1F'ES'EF'FD'50F1

:55:C4:14:BD:D4:FA:07.6E:
'2A'13'ED'12'35'1F'40'6E

EESTI (ESTONIA)

- Trusted List ID: EE0001

Page 78



Subject Key Identifier 4C:F8:62:61:96:82:5E:38:FA:49:0E:0B:C0:D1:C9:71:41:77:67:55

Thumbprint algorithm: SHA-256

Thumbprint: 46:C5:54:6F:E6:AE:3D:F8:07:01:11:6A:68:06:F1:BF:13:EC:FE:78:B5:D9:C4:FB:EB
:52:E2:A8:41:2B:A5:E7

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK OCSP RESPONDER 2005
Subject OU: OCSP
Subject O: ESTEID
Subject C: EE
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [op] undefined.
Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.12.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.12.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service Name

Name [en] ESTEID-SK OCSP RESPONDER 2005

Service digital identities

X509SubjectName

Subject E: pki@sk.ee
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Subject CN: ESTEID-SK OCSP RESPONDER 2005

Subject OU: OCSP

Subject O: ESTEID

Subject C: EE
X509SKI

X509 5K TPhiYZaCXjj65Q4LwNHJcUF3Z1U=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.12.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.12.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] OCSP, ESTEID-SK OCSP RESPONDER 2005

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK OCSP RESPONDER 2005
Subject OU: OCSP
Subject O: ESTEID
Subject C: EE
X509SKI
X509 5K TPhiYZaCXjj65Q4LwNHJcUF3Z1U=
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Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2005-03-08T14:04:01Z

1.13 - Service (withdrawn): ESTEID-SK 2007 OCSP RESPONDER

Service Type Identifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject E:

Subject CN:

Subject OU:

Subject O:

Subject C:

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed
responses and operating an OCSP-server as part of a service from a trust service provider issuing

qualified certificates.

ESTEID-SK 2007 OCSP RESPONDER

1167923826

MIIDnDCC, \QUFADBbMQswCQYDVQQGEw/FRTEIMCAGAIUE
ChMZOVMﬁUZVﬁ):rdG/maXRZZWVKI/aWIpCZt/CZUCZEPMADGAI UECXMGRVNURUIEMRcwFQYDVQQDEwWS5F
UI1RFSUQtUOsgMjAWNzAeFWOWNZAXMDQXNTE3MDZaFw0xMDAXMDgXNTE3MDZaMG8xCzA|BgNVBAYT
AKVFMQ8wDQYDVQQKEWZFUIRFSUQXxDTALBgNVBASTBEIDU1AXJJAkKBgNVBAMTHUVTVEVJRCITSyAy
MDA3IE9DU1ADgUkVTUEQUREVSMRgW YJKoZIhveNAQKBFglwa2lAc2suZWUw 7QZEWDOYJKDZIIJV(N
AQEBBQADGY( AMIGjAoGBA/moBSSij zcoHNqu /OtRNO/grSIuBZ 7UEIVaclblTiD/Nc1Aéfkz5

ydNPlaBNehm4yKxBYGxEeWOSJHV, UOw/45c4 sg ZnXuj pHujSTErG/hl pxaXTelLSnTqz
NDZDAGOSDT?ID WGLaSUSadSrXYuZijKSAf N/TSAQMBAA Ojg /\% dQWEWYDVROIBAWWCGYIKwYB
BQUHAWKWEGYJKwYEBQUHMAEFBAUWA! BIQYDVROjBIGBI H+AFEg63r6Mh1 e Vth]+p wiKyug

Ohh1oWGkXzBdM| ngFgY]KaZIhVCNAOkEF /waZ/ACZsuZWUXCZ YTAI(VFM IWIAYDVQQOK
EX/BUyBTZX/OaWZ dHNIZXJpbWIza2Vza3VzMRAWI g deXVy f fiANMBDGAI ud

DgQWBBR//snw1Gi L3fUH9n9Cpn8ythC7DANEgkq kIGQWOEAOL/FAAOCA QE/ YZGKZD/uaX/WPeye
l25I/lBSnmA/ljyVO//f3BBQZFWMX+ZY4FZ€/V/ zD0xXoeDpWbBKxcuctPXzXYXEH17n0,
ihd/NBI md+ 950H5L/95WSf+D2thIJPWGHVCIUYCIJC/Gng/+ij/WsBV4gTW8/2PSGIg85X/

s WLK. 71 7(’/eEDnn w/rWnfbCckMRcbrAF1L/JlInUYUdkGOGQIKPVQwR/MyWrwFIcSy2QIbclaWMu
iUc1nt8bmiIXKoFZx| bLZXYCOUZbaQCY7/SC4WPuhBtIOijWbd060Xd5/5045UaH6XbaffIhER1 GH
LO6CTyksT18p2L2GrMUEJg==

SHA1withRSA

ESTEID-S5K 2007

ESTEID

AS Sertifitseerimiskeskus

EE

pki@sk.ee

ESTEID-S5K 2007 OCSP RESPONDER

ocCsP

ESTEID

EE
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Valid from:
Valid to:

Public Key:

Extended Key Usage
Authority Key Identifier
Subject Key Identifier
Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject E:
Subject CN:
Subject OU:
Subject O:
Subject C:

Service Status

Service status description [eng
Status Starting Time

Service Supply Points

Service Supply Point

Thu Jan 04 16:17:06 CET 2007

FriJan 08 16:17:06 CET 2010

30'81.‘9F.’3D:0D:06:09'2A'86'48'86'F7.'0D.'01.'Dl:01:05'00:03:81:8D:OU:30,81:89.‘02:81:81:00.'99.'A8:07:74:89.‘0A:93:F3.‘72:81:CD:A8:AD'49'D2'D4'4D'42'38‘25'EE'ZE'81 :DB:BB:84:D
5:56:9C:21:82:13:8C:3F:CD:73:50:1E:7C:AC:F9:1 CQ'D3'4F:21:A0.4D.7 19:1 58 CB'AC'dl :60:6C:44:79:63:92:24:75:57:CA:12:4C:83:9D:C4:01:43:B0:FF:8E:5C.E3:A8:2F:CE:75:EE:A4:7B:
89:£9:31:22:1A:38:75:A7:16:97:4D:E2:D2:9D:3A:83:34:36:43:00:64:2C: 39 39:69:DF:2B:5D:8B:B6:62:42:4A:B0:07:E8:EA:34:F9:02:03:01:00:01

id_kp_OCSPSigning

48:06:DE:BE:8C:87:57:95:80:78:63:FA:9C:23:2B:2B:A0:3A:18:75

49:FE:C9:F0:D4:60:CB:DD:F5:07:F6:7F:42:A6:7F:32:85:78:82:EC

SHA-256

94:95:8D:5A:11:E2:07:6E:1D:5A:BF:7C:02:D6:11:4C:BC:D1:B5:5A:44:B9:7D:0B:4
F:4E:E7:A4:DD:97:80:1B

pki@sk.ee

ESTEID-SK 2007 OCSP RESPONDER

OCSP

ESTEID

EE

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2018-03-20T07:00:00Z

http://ocsp.sk.ee

1.13.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI

[en]

1.13.2 - History instance n.1 - Status: granted

Service Type Identifier

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
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Service Name

Name [en] ESTEID-SK 2007 OCSP RESPONDER

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK 2007 OCSP RESPONDER
Subject OU: OCSP
Subject O: ESTEID
Subject C: EE
X509SKI
X509 SK1 Sf7J8NRgy931B/Z/QqZ/MoVAguw=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.13.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.13.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] OCSP, ESTEID-SK 2007 OCSP RESPONDER

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK 2007 OCSP RESPONDER
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Subject OU:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

OoCspP

ESTEID

EE

Sf7J8NRgy931B/Z/QqZ/MoVAguw=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2007-01-04T16:17:06Z

1.14 - Service (withdrawn): ESTEID-SK 2007 OCSP RESPONDER 2010

Service Type Identifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed
responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

ESTEID-SK 2007 OCSP RESPONDER 2010

1259671449

MIIEISCCA_?LHJAwlBAg/ESXUPmTANngqhleQwOBADUFADBbMQSWCOYDVDOGEW/FRTEIMCAGAIUE
2VydGImaXRzZWVyaW1pc2tic2t1czEPMAOGAIUECXMGRVNURUIEMRcwFQYDVQQDEwWSF
UIRFSUQt UOng/AwNZAeFWOWOTEy IDExMjQ1MDBaFwOxNjA4MjYxMzlzMDBaMIGHMQswCQYDVQQG
EwJFRTEIMCAGAIUECgwZQVMgU2VydGImaXRzZWVyaW1pc2tic2t1czENMASGAIUECWwETONTUDEr
MCI(GAIUEAwW/RVNURL//ELVNL/DIWMDCQTUNTUCE RVNOTOSERV/gMAXMDEYMEYGCSQGS/D.?DOE/
ARY]CG[ INrL OCAOSAMIIBCQKCAQEAA pyM/QfeiU. lK
YbBI4GCILZHCS1Z77Ki2mafPX. QzBr3R1S6Uaxh1DLC.
BHp2al E/Bc\/VZnAvF4/ngDCNFAeoBcvp/lxl8nL'IL/R/VOZFEd

XDVFSPFD/EXKXQRM+/I(3K6+QdDHYVSXHQk/FbTSW 87QdI3gQzZE3L8QMXF0z4. bBHll T
%ﬂfXOEGJN/ZFVHZWZED nU4CKfld8w6Zjd5kdxomcwDzGuuLzdiflIPt05USJcY4FHNIYAVH

/DSXDUZL/8fAZEyA1[O/DAOAEO4/BLZCCASSWE wYDVROIBAWWCGYIKw: YBEOUHAWKW&OVDVRUQ
BGIwYDBeBgorBgEEAc4fBAECMFAW/QYIKwYBB! QUHAgIWGRoXUUsgdGItZSEZdGFtCGIuZ Bwb2x|
Y3kwjwYIKwYBBQUHAGEWG2hOdHA6LY93d3cuc2suZWUvYWphdGVic GVSLZCBIOYDVRO]BIGBMH+A
FEgGBrGMhIeVth/+pW/ iKyugOhh1oWGkXzBdMRgwFgY]KoZ| hchAOkEFg/waZ/AchuZWUsz \/

\/BAYTAkVFMSIW/AYDVQOKEX/BUyBTZX]OaWZp HNIZX/ bWiza2Vza3VzMRAwDgYDVQQDEwdK

IDgQWBBOQ: 0II5wZQXedXpOF DANBgkqhkiG9wOBAQUF

AAOCAQEX[" LvPUevNRch+}78fZRnfhk//fKNLxCUah8T3M/tU9u5RCIKO/R/ye+1NL/8MqH/ /zrKhr
6TPxuXDOCRrFQ9Hy60I171zzaegrQVNgq7UgQINvCuNXWZcGtEa3ba: M7tE'pOeFquSCpBtheVu
Xn65h§GEKLZp/ZYEVMUUkYNAT5A655PYLAO gARCI/ydBx+cw0l0fwYvw72FKZa2MIt5DmXBccCtrQ
41/sb95xfANCNe5n5sBvBhY4F+sIWZUV)8fTVh7iGaVPSayQfeAAeiOm/4/ksiXBwfx6qhzyB3yq
cnSk4890BrrCegua/t+3LizfHpNZvDphKMPUAZ4uhelLfQA==

rrrrr END CERTIFICATE-----

SHA1withRSA

ESTEID-S5K 2007

ESTEID

AS Setrtifitseerimiskeskus

EE
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Subject E:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Certificate Policies

Authority Key ldentifier

Subject Key Identifier

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject E:

Subject CN:

Subject OU:

Subject O:

Subject C:

Service Status

Service status description

Status Starting Time

[en]

pki@sk.ee

ESTEID-SK 2007 OCSP RESPONDER 2010

OCSspP

AS Sertifitseerimiskeskus

EE

Tue Dec 01 13:45:00 CET 2009

Fri Aug 26 15:23:00 CEST 2016

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E3:CA:72:33:F4:1F:7A:25:35:29:8B:88:01:07:00:50:A5:C1:8B:06:08:6C:19:
78:80. 6D:64:70:89:7D:9E:FB:7C: A:A7:CF:5F:6F:D! 2A:CD:B5:6F:1B: 8:22:46:A9:. 74:7. C: '3:C0:51:9E:A9:A1:5E:81:34:D
F:B3:7D:C6:93:7D:74:61: :76:68:49:41:71: C:0B:C5:E2:38:1B:3C:30:8D:14:07. 9:8C: 'D:14:46:25:4 1D:C4:3B:C5:F0:F1:6 :EC:

BE:F5:DA 62:F4:97:9F:D9:25:15:B4:FC:5A:07:BC:ED:07:65:97:78:10:CD:91:37:2F:C4:0C:5C:5D:33:£3:16:C1:1F:59:72:4E:65:4B:B7:9C:99:D1:FC:68:1
48 :39:D4:E( :9F:21:DF:30:E9:98:DD:E6:47:71:A2:67:30:0F:31:AE:B8:BC:DD:88:99:65:3E:DD:39:51:22:5C:63:81:47:9F:D6:00:54:A5:A6:A1:F6:18:FE:8E:
1:39:4C:D4:F1:F0:33:EB:20:35:85:02:03:01:00:01

id_kp_OCSPSigning

Policy OID: 1.3.6.1.4.1.10015.4.1.2
CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel/

48:06:DE:BE:8C:87:57:95:80:78:63:FA:9C:23:2B:2B:A0:3A:18:75

38:02:10:30:BA:66:7A:11:74:4E:22:5E:70:65:05:DE:75:7A:4E:14

SHA-256

09:CD:0B:7E:88:7E:FE:7C:DE:E4:89:F5:6A:F0:63:69:98:4A:33:A1:AA:DE:D7:1B:6
9:FD:0B:DE:3D:26:8A:94

pki@sk.ee

ESTEID-SK 2007 OCSP RESPONDER 2010

OCSsP

AS Sertifitseerimiskeskus

EE

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2018-03-20T707:00:00Z
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Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.14.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.14.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] ESTEID-SK 2007 OCSP RESPONDER 2010

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK 2007 OCSP RESPONDER 2010
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 5K OAIQMLpmehFOTilecGUF3nV6ThQ=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.14.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures
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1.14.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] OCSP, ESTEID-SK 2007 OCSP RESPONDER 2010

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK 2007 OCSP RESPONDER 2010
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X5095KI
X509 sK |

OAIQMLpmehFOTilecGUF3nV6ThQ=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2009-12-01T13:45:00Z

1.15 - Service (withdrawn): EID-SK 2007 OCSP RESPONDER

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service type description  [ep) A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [en] EID-SK 2007 OCSP RESPONDER

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1176459405
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject E:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

Subject Key Identifier

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject E:

Subject CN:

Subject OU:

IDZ Z AQUFADBgMQswCQYDVQOGEWJFRTEIMCAGAIUE
ChM. OVMgJZ\/de/maXRz WVyaWIcht/thlcthMEBGAlUECXMYL/ZVde!maXRzZWVyaWIpCERI
ZW51c2VKMRQWEGYDVQQD SUQLL wOTE2
NDVaMHSXCzAj g\ AYTAkVFMSIWIAYDVOOKEXIBUyBTZXjDaWZdeN/ZX pbW/ZaZVZaSV MO
CwYDVQQLEW) RPQINOMSMW/OYDVOODEXpFSUOtUﬂng]AWNyBPOINOIF]FL/IBPTkRFUjEYMBYGCSqG
SIb3DQEJARYJcGtpQHNrLmVIMIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQD+Z0LZ6TjBzx4x
Ush XEalnlMsSSﬁxANSu/amLVBXD +deE/d81qtR5rVFIO7415YD s1JKqiq+1ryic6j2FnMDZ
LiXZI51QWyuhW T4BWEaA8rUxM f9cjoaap+9DIDhEsr! a+/89 PI2riZIB5]
eHLOOIDAOABolCWVTATB NVHSUEDDAKngngEFBQCDCTAfB NVHSMEGDAWg
nIIfH5R/GIthTAngNVH Q4E]| é] QUMsMzikmZqG6Ccdg nDSVAXerCN?
9gEBAH0eUFQ7LznD4R8XWj/6rsNhe0fme30s7cyZGNkx1EWenkgd HCV/gNj‘Sy/fr/W7sE/M6255
1X+8Ke2/+6b5YHOTcSmSDqYICn62Vbsq5MLtHW5wmwKucB] 5XFga C3NNCEp8wVrzuQmm6xCvFWQV
Q6uNhjuxCQxcDKgLwy L7rEEBEMmTI'KkquthVu/LZ/aZUH lytkE heNBK/ECIv7A/BPVL80C 4
UpgyUOrVnmleX2F/KG3wmo4U3kVupuF9kal rOeOGYGj'ZzKZHNWfRNkZ/E/7AuPazkumAHdsijpT
dBYq8d8er8XZKai24Ra/e5eEmcMye+08IpxAA4EXY +I=

rrrrr END CERTIFICATE—-

SHA1withRSA

EID-SK 2007

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

pki@sk.ee

EID-SK 2007 OCSP RESPONDER

OCspP

AS Sertifitseerimiskeskus

EE

Fri Apr 13 12:16:45 CEST 2007

Sat Apr17 11:16:45 CEST 2010

30'81.'9F:3D:OD:06:09'2A'86'48'86'F7.'0D.'01.'01:01:05'00'03'81'BD
AG ZD 5F 17 40:: 4F AFAl 'Dl '25'77'C8'AA'55'IE"25'BC 58 90

:D6:72:0C:B1:2F:3A:C4:03:7A:BB:F6:
:99:79:D5:05:B2:BA:15:AE:F9:A4.F8:
20:1E:65:A9:E1:CB:41:02:03:01:00:01

oo

id_kp_OCSPSigning

1C:07:F4:9C:BF:A4:25:6C:B3:B4:9E:22:1F:1F:94:48:1B:58:7A:8D

32:C3:33:8A:49:99:A8:6E:82:71:D8:27:0F:95:40:5D:F4:1E:0A:B8

SHA-256

78:8C:A8:29:DC:BE:F9:AE:45:47:D8:89:7F:3E:91:C8:9E:56:4C:A1:DA:02:2F:91:2
A:12:3D:EF:66:C7:BF:CA

pki@sk.ee

EID-SK 2007 OCSP RESPONDER

OCSP

EESTI (ESTONIA) - Trusted List ID: EEO001

Page 88



Subject O: AS Sertifitseerimiskeskus

Subject C: EE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description jap] undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points
Service Supply Point http://ocsp.sk.ee

1.15.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.15.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] EID-SK 2007 OCSP RESPONDER

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: EID-SK 2007 OCSP RESPONDER
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509sKI
X509 SK | MsMzikmZqG6CcdgnD5VAXfQeCrg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z
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1.15.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.15.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] OCSP, EID-SK 2007 OCSP RESPONDER

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: EID-SK 2007 OCSP RESPONDER
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X5095KI
X509 sK | MsMzikmZqG6CcdgnD5VAXfQeCrg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2007-04-13T10:16:45Z

1.16 - Service (withdrawn): EID-SK 2007 OCSP RESPONDER 2010

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [en] EID-SK 2007 OCSP RESPONDER 2010
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Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject E:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Certificate Policies

Authority Key ldentifier

1259667697

rrrr BEGIN CERTIFICATE-----

MIEMTCC, UA8 WOBAQUFADBGMQswCQYDVQQGEWJFRTEIMCAGAIUE
ChMZQVMgi U2Vde/maXRzZWVyaWIpCZNCZtlCZEhMBEGAlUECXMYUZV%dG/maXRzZWVyaW1pc3R/
ZW51c2VKMRQWEGYDVQQDEWEFSUQLL WOWOTEYMDE; 1zBa
MDBaMIGEM()sWCOYDVOOGEW/FRTEIMCACAI UEChMZOVMQUZYydGimaXRaZW\yaWIpcztic2tl c2EN
MASGA1UECXMETONTUDEOMCYGA. MIRUIELUNLIDIwMBCa TONTUCBSRUNGTUSER VIgMIAMDEY
MBYGCSqGS/bEDOEjARchthOHNerV!M//W/AN aKankICOWOBAQEFAAOCAQEAMIIBCOKCAQEA
$091KG7EHS)AXMa1iaCKUNSOyXpSTZxRaSYOLIDYpIVBHMSAfB MGt WusCZgjsfi7DF3Mipd
TRIAHGS Ay MU CNX I+ Xy rieQu ADWanBPVISDmbaAB F54ybAGEZE7UKEZVOA]7R0(JV
AMHQCYV 220123/ XIKIaDZPOZqIGERYKI

Evn+kgNKBE2: H2XFM/VF o dim3 1KW1 7N OWUIZDSeOho 6T SUR W1 By TooWXISYL TUVXROWacY
NCx7hn1AVGNxKSoeanrhiHgc /gsqSA/yXecNﬁc/DAoABo4HDMIHAMEMGA1 UdJOOMMA0GCCsGAQUF
BWMIMGKGA1 UdlARIMGAWXgYKKWYBBAHOHWOBAIBOMCUGCCSGAQUFBWICMBKaF INLIHRpbWUgC3Rh
bXBpbmcgcGIsaWN5MCCGCCSGAQUFBWIBFhtodHRWOI8vd3d3LnNrLmVIL2FgYXRIbXBIbC8WHwWYD
VRO/BBGuFoAUHATORL K Wyzt/4iHx + USBOYe0OwHOYDVROOBBYEFPBOCDPIMR A Kf 702k5U6BEGS
/AseMAﬂGCSqGS/b3DOEEBgUAAMBAOCRaquZg/lHMLamb/P4vy56aer/r/8dZC ++V/3G
m7CiZpRATENWONyDZCecCyTISI / ZPINVXRX700NOMiniaSpN W53p! o0 b6+
6CZNKHWnL/2xpqeacyLtgPPz0gBTyC2ybor1 7d v7W50 Y3UFy E5N8020uE/rcG 27P+yCbBESs
WCmIUNDNJOOxs6aQZ1f+DV4 UBO/a/u/LYFz4xM+81akYFanGPCVwagFSWRKmamjanfW/AdDC
rgkHVR1rA3tZyirfCBKICWpTCLr82q9Ur0TAeGrHRzHIUrBIMYZwyrOkNOyI9293xh

rrrrr END CERTIFICATE----

SHA1withRSA

EID-SK 2007
Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

pki@sk.ee

EID-SK 2007 OCSP RESPONDER 2010
OCSP

AS Sertifitseerimiskeskus

EE

Tue Dec 01 12:41:30 CET 2009
Fri Aug 26 15:23:00 CEST 2016

30 82 01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:
:AB:96:3D:2D:F0:F2: A5'55'5B 1D:F8:77:E1:F6:C1:EC.CE:

CAQ-F 45:
13:A4:FA:52:1 B5 AE EE:OF:32:4D 0A :30:C7:74: 98 ZD 3A: 95 C5:1D:. 18 56 07:18:. 34 2C: 7B 9E 7D:: 40 54 63 71 :2B:7A:1E:A2:7A:C7.. 1EA7 01
:01

00:03:82:
:46:FB:09:

id_kp_OCSPSigning

Policy OID: 1.3.6.1.4.1.10015.4.1.2
CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel/

1C:07:F4:9C:BF:A4:25:6C:B3:B4:9E:22:1F:1F:94:48:1B:58:7A:8D
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Subject Key Identifier FO:4E:08:33:CC:47:E9:1F:A7:B3:B3:93:95:3A:F0:4E:BC:FC:0B:1E

Thumbprint algorithm: SHA-256

Thumbprint: AC:6C:A5:87:4F:5F:13:8F:AD:E1:74:40:1F:A4:1D:8D:EF:1B:67:D7:47:E3:29:9C:8
3:CC:F4:76:4C:01:4C:57

X509SubjectName
Subject E: pki@sk.ee
Subject CN: EID-SK 2007 OCSP RESPONDER 2010
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [opg undefined.
Status starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.16.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.16.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service Name
Name [en] EID-SK 2007 OCSP RESPONDER 2010

Service digital identities

X509SubjectName

Subject E: pki@sk.ee
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Subject CN: EID-SK 2007 OCSP RESPONDER 2010

Subject OU: OCSP

Subject O: AS Sertifitseerimiskeskus

Subject C: EE
X509SKI

X509 SK1 8E4IM8XH6R+ns70TITrwTrz8Cx4=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.16.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.16.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] OCSP, EID-SK 2007 OCSP RESPONDER 2010

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: EID-SK 2007 OCSP RESPONDER 2010
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 SK1 8E4IM8XH6R+ns70TITrwTrz8Cx4=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2009-12-01T12:41:30Z

1.17 - Service (withdrawn): KLASS3-SK OCSP RESPONDER 2009

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service type description [en] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [en] KLASS3-SK OCSP RESPONDER 2009

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1238049866

X5 09 Cert|f| Cate rrrrr BEGIN CERTIFICATE-—-

MIIDzzCCy i QUFADCEﬂEYMBYGCSQGSID_?DOE]ARchG[p

QHNrl LmV/MOswCOYDVOUGEW]FRTEIMCAGAIUEChMZO dG/maXRZZWEy aWlpc2tic2tlczEh
MB8GAIUECXMYU2VydGImaXRzZWVya! Wlpc3R/ZW5162VkMOowCAYDVOOFEW XMRIWEAYDVQQDEWIL
TEFTUzMtUOswHhcNMDkw! MZ/ZMDYONDIZWhCNMTIWNTA[)MDU[)NDIZVI//CBg/ELMAkGAlUEE'hMCRUUX
1jAgBgNVBAOTGUFTIFNIcnRpZmlOc2VicmitaXNrZXNrdXMxDTALBgNVBASTBE9DU1AX/jAKBGNV
BAMTHUtMQVNTMy1TSyBPQ1NQIFJFU1BPTKRFUIAyMDA5SMRgwFgYJKoZIhvcNAQKBFglwaZ2lAc2su
ZWUWg SWDOYJKOZIh NAOEBB QADgYOAMIGJAoGBAKi6weNI7Wj7sL6]D4YUN/JXQ79KL53x5m4

Q qu ﬁ )JFIV \)ypAUGDbLPfDnDdIS/GteP7zamyEleGI6b fke

u/E707r7uC+ Fegil OOL20+p AG]

i7W 0 igclwe
YDVRO/BAWngYIKWYBBQUHAwkwaAYDVRngEGEWXZBngDngEEACAfBAECMESW]OYIKWYBEOUH
%WGRDXUOSgdG/tZSBZdGFt(G/uZ Bwb. )XJYS w/gYIKwYBBQUHA hOdHAGL!
UvYWphdGVtcGVsMB8GA1UdIwQYMBaAFO! /DjlXPW+86b+a9GE/Cf5A652WMBDGA1UdDgOWBBT5

QPTkSIZYXNBXOOn BtEDOTANBgkqhkiGIwOBAQUFAAOCAQEAhyI3H6folbz3mDOJcD4eY1s!
cwec92Qgknéi! 9T505T/D0C]er/802/h+H5ngM IcNQ6gNbr1cWsUw7xAanv2hGlg201Wq7uCyy5L
DgthOZEWDsz;m/VTXzyVquSTOWEefD/w:lrA8H7b+aAzc9!th7pY/chvneK/q07t/UvU ON
SDUFVLPNMr8sIlwCMOexVDZ +eiBlvrLL3N7NouPs7UpFh/+m5JsERmeLbbrNYimHUUN2P)/tr|3kB

EVFToO+nFdBEIfzC: XFXSOL+Aq. EWUxa33wzoZNaVpCh5AupxQOGdrdu7ajwsh
kV8Y9VZ70Fej6A==
----- END CERTIFICATE-~--

Signature algorithm: SHAIWithRSA

Issuer CN: KLASS3-SK

Issuer SERIAL NUMBER: 1

Issuer OU: Sertifitseerimisteenused

Issuer O: AS Sertifitseerimiskeskus

Issuer C: EE
Issuer E: pki@sk.ee
Subject E: pki@sk.ee

Subject CN: KLASS3-SK OCSP RESPONDER 2009

Subject Ou: OCSP
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Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Certificate Policies

Authority Key ldentifier

Subject Key Identifier

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject E:

Subject CN:

Subject OU:

Subject O:

Subject C:

Service Status

Service status description
Status Starting Time

Service Supply Points

Service Supply Point

[en]

AS Sertifitseerimiskeskus

EE

Thu Mar 26 07:44:26 CET 2009

Fri May 04 07:44:26 CEST 2012
30:01:0F:30:0D:06:09:24:86:45:56:7:0D:01:01:01:05:00:03:51:6D:00:30:51:69:02:81:61:00:ABBA-CLLE3:65:ED-66:FB:B0:BE:80:0F-86:14:36:DF - CO:5D:0F:FD:28:BE:77:C7-99:58:40

:64:6C:8A:31:89:69:5E:58:82:01:39:AC:9C:95:64:69:6C:5F:81:52:77:D2:45:21:5E:7D:EF:2A:40:50:60:DB:2C:F7:F4:9C:37:65:48:81:AD:78:FE:F3:6A:6C:84:4C:8D:C6:23:A6:CA: 7E:47:9
4:B8:81:3B:D3:BA:FB:B8:2F:BC:14:57:BD:88:73:8E:2F:6D:3E:A6:2E:D6:17:3C:27:C9:74:FD:CA:E5:AC:D1:E0:A8:29:D8:D0:BC:BA:4C:8A:AD:0C:04:89:8D:02:03:01:00:01

id_kp_OCSPSigning

Policy OID: 1.3.6.1.4.1.10015.4.1.2
CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel

E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

F9:F4:F4:E4:48:8C:D8:5C:D0:71:41:09:C0:86:A1:F7:06:D1:03:D1

SHA-256

6C.66:57:EE:A0:6D:49:46:B4:2A:33:87:F2:AE:CA:02:39:7D:38:84:DE:43:0A:B1:2
F:34:39:A6:7D:45:FF:71

pki@sk.ee

KLASS3-SK OCSP RESPONDER 2009

OCSsP

AS Sertifitseerimiskeskus

EE

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2018-03-20T707:00:00Z

http://ocsp.sk.ee

1.17.1 - Extension (critical): additionalServicelnformation
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AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.17.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service Name
Name len] KLASS3-SK OCSP RESPONDER 2009

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: KLASS3-SK OCSP RESPONDER 2009
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 SK' +fTO5EIM2FzQcUE/wlah9wbRA9E=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.17.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.17.3 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name len] KLASS3-SK OCSP RESPONDER 2009
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Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: KLASS3-SK OCSP RESPONDER 2009
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X5095K
X509 sK| +fTO5EiIM2FzQcUEJwlah9wbRA9E =
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.17.3.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.17.4 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] OCSP, KLASS3-SK OCSP RESPONDER 2009

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: KLASS3-SK OCSP RESPONDER 2009
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
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Subject C:

X509SKI

X509 SK |

Service Status

Status Starting Time

EE

+fTO5EiM2FzQcUEJwlah9wbRA9E=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2009-03-26T07:44:26Z

1.18 - Service (withdrawn): KLASS3-SK 2010 OCSP RESPONDER

Service Type Identifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer OU:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed
responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

KLASS3-5K 2010 OCSP RESPONDER

203

MIIELZCCAXegAwIBAg/CAMSWDOYjKDZIhI/CNAOEFBOAWbTELMAkGAlUEBhMCRUUXI]A BgNVBAOT
GUFT/FNICanZm!Oc V/cm/taXNrZXNrdXMxITAngNVEAsTGFN/canZmIOCZV/cm/taX j0ZWVu
MOS0xBU1MzLVNLIDIWMTAwHhcNMTAwNDA4MDgwMTMxWhcNMTYwODI1Mjiw
MDAWV?CBQJEYMBYGCSL{/GS/b3DGE/ARY/ EDOHN IrLmVIMQswCQYDVQQGEWJFRTEIMCAGAIUEChMZ
QVMgU2VydGlmaXRzZWVyaWlpc2tic2tlczENMASGA1UECXMETONTUDEMMCQGAIUEAXMdSOxBUIMz
LVNUDIWMTAQTONTUCBSRVNOT05ER\/IwggElMAOGCSqGSIb3DOEBAOUAA4/EDWAwggEKA IEAOD

79 UwZhU7DA5C8rU1yJhbrh28fMpv0eas6/+IC10D. ‘;H
fWIKﬂ:!wath FsmVmKRIu4alF6VwNwYEdaAZrODpZZSVeEHGR/+OU DEAO/SDthL/KZZpK 8vic
EYBdeBBSRayBUUJUOQMAU&+xsoUN01yledA\/p1YTXthUr-o—EOVYjZZREZS+b9fP0vngaWgE/W
wqUh70rgTnrGZVzg046prfE7zkALGOFYZCzQTC! SV
qgGRTXV] T4vAT/ vxaGp/3rnka5A/Onn3hTAgMEAAG
AC4fE‘AEC ]OY/K wYBBI WGRoO. XUOsgdG/lZSBZdGF[CGIuZyEwaXpY3kw]gYIKWYBBOUH

IAGLY! 93d3cuc25uZWU YWphdGVtcGVsMBMGA1Ud/QQMMA0GCCsGAQUFBwM/MB8GA1Ud

/WOYMEaAFFl1FEGM9KWOODQ75!<EEG+ WejtyMBOGA1UdDgQWBBQ3M/kXG2Go/6j4bem465aue3P5
qjANBgkqhkiGIwOBAQUFAAOCAQEAKhoVTII1ECecFkyt90grOXW3WEFprrqTDE4lycMix+LNjWk3
DaanldEtZlCSnCDXZ7NCWkpr1a/3ddBv()rKMaOSZKSsHOXUGASDEv8DCp72/LFEChq5IDngW2
BiHhyfP DvdpgxIrD2Lonzm/V/oomzEHsp:
XkPml RU4VGtTnXXAnXYpQOuLkVpUCLNDAWMqubAcbYZaZQtOIkEy3n]352R550bVDb.?R/ZVWuVLL
S0cWL7b2QwIDP7LA8VNDGmMQVioHt8GcyKXQ5/eWMvj2ePt58waVhwfSdd4nANKtqlg==

rrrrr END CERTIFICATE-----

SHA1withRSA

KLASS3-5K 2010

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

KLASS3-5K 2010 OCSP RESPONDER

ocCsP
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Subject O:

Subject C:

Subject E:

Valid from:

Valid to:

Public Key:

Certificate Policies

Extended Key Usage

Authority Key ldentifier

Subject Key Identifier

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject OU:

Subject O:

Subject C:

Subject E:

Service Status

Service status description
Status Starting Time

Service Supply Points

Service Supply Point

[en]

AS Sertifitseerimiskeskus

EE

pki@sk.ee

Thu Apr 08 10:01:31 CEST 2010

Fri Aug 26 00:00:00 CEST 2016

S‘BOF'SDZ.'OI:22:30:DD:06'UQ.'ZA:BE:48'86.‘F7.’DD.’01:01 :01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E1:5B:01:A9:9E:01:74:81:D1:82:80:£8:22:C9:3D: 76:03'F5.‘5D.'95:DE:DC:5355

Policy OID: 1.3.6.1.4.1.10015.4.1.2
CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel

id_kp_OCSPSigning

5D:75:14:11:8C:F4:A5:8E:42:8F:7B:B2:40:44:A3:EE:D6:7A:3B:72

37:30:99:17:1B:61:A8:FF:A8:F8:6D:E9:B8:EB:96:AE:7B:73:F9:AA

SHA-256

81:D9:1B:3B:A7:12:F3:3B:83:71:00:52:1E:D8:DF:F8:FB:EE:30:20:B6:85:38:A3:EE
:49:9F:B5:5D:1F:62:E9

KLASS3-5K 2010 OCSP RESPONDER

OCSsP

AS Sertifitseerimiskeskus

EE

pki@sk.ee

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2018-03-20T707:00:00Z

http://ocsp.sk.ee
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1.18.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http.//uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.18.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service Name

Name [en] KLASS3-SK 2010 OCSP RESPONDER

Service digital identities

X509SubjectName
Subject CN: KLASS3-SK 2010 OCSP RESPONDER
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
Subject E: pki@sk.ee
X509sKI
X509 sK' NzCZFxthqP+0+G3puOuWrntz+ao=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.18.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.18.3 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
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Service Name

Name len] KLASS3-SK 2010 OCSP RESPONDER

Service digital identities

X509SubjectName
Subject CN: KLASS3-SK 2010 OCSP RESPONDER
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
Subject E: pki@sk.ee
X509SKI
X509 SK | NzCZFxthqP+0+G3puOuWrntz+ao=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T722:00:00Z

1.18.3.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.18.4 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service Name

Name len] OCSP, KLASS3-SK 2010 OCSP RESPONDER

Service digital identities

X509SubjectName
Subject CN: KLASS3-SK 2010 OCSP RESPONDER
Subject OU' OCSP
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Subject O: AS Sertifitseerimiskeskus

Subject C: EE

Subject E: pki@sk.ee
X509SKI
X509 SK | NzCZFxthqP+o0+G3puOuWrntz+ao=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2010-04-08T08:01:31Z

1.19 - Service (granted): SK OCSP RESPONDER 2011

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service type description len] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name len] SK OCSP RESPONDER 2011

Service digital identities

Certificate fields details

Version: 3
Serial Number: 152345024098107435434516224939977300289
X509 Certificate = — BEGIN CERTIFICATE—-

MIIEvDCCA6SgAwIBAGIQcP; deruRVXN?ZI.?N/NZOTA M;kqhkrGQWOBAOUFADBIMDSWCDYDVOOG
EwJFRTEIMCAGA1UEC nggVMgUZVde ImaXRzZWVya! lpczt/cztlconMCYGAlUEAwwfRL/UgOZVy
dGImaWNhdGIlvbiBDZW50cm! UgUmQVdCBDOTEYMBYGCSqGSIb_?DOE]ARY]C tpQHNrLmVIMB4,
MDMXUDEWM]EDMIcXDTIOMDMXODEwMéEOMIDWﬁr 0xCzAJBgNVBAYTAKVFMQ4w DAYDVOD/EWVIYX]Q
dTEQMA4GAIUEBXMHVGFsbG/ubjEIMCA A1UEChMZQVMgU2VydGImaXRzZWVyaW1pc2tic2t1czEN
MAsGA1UECXMETONTUDI UEAXMWUOsgTONTUCBSRVNQTOSERVIgMJAXMTEYMBYGCSqGSIb3
DQEJARY]c( thDHNerVIMIIBF/!ANng%thG OBADEFAADCAOEAMIIBCgKCADEArhVGthVrgRE
HIuKIn1za6gvCE/mISREmWjJFpL9livu UZoPF/prABgSuIVfgkeWSqu 5jA0q4FyXeDGla+p]
n2h002Wc2ae ppVG/emme//AS//eyMrw BFAJrqVQ7cOX2xSwJEc h/P2d8CfMZt5YF6qu[Pleb
+n50tBZA5W/IFfj/rn/BMU\/t}HSZ_?#-PL DZ/T3Wyk/c8M9HIM Tel /{g!MGRg ‘ehiU10sL9armv3d
QrHs1wme6vHaxfpfWB9YAFpeo9aYqhPCxVt/z02NQB6vxyZS0hs rXL75xRToO/aqsnvlbfﬂerPPF
[RHU\/banYgH-fZIZOj[GOjDNWIDAOAEa4lEHTCCARkWEWYDVRO/EAWw gYIKwYBBQUHAWKWHQYD
VROOBBYEFKWhSGFt537NmJ50nCm7vYrec XZMIGCBﬂNVHSAEEZB5MHCGCISGAOO Zzh8EAQIwaTA+
BggrBgEFBQCCAJAYHJAAUWBLACAAJABPAGOAZQAGAHMAJABNAGOACABPAGAAZW, AgAHAAwasAGkA
YWB5AC4wwYIKwYBB QUHAgEWGZhOdHBZO 8vd3d3LrlNerVlL2F -qYXRIbXBIbDAfBgNVHSMEG|
fBOSB/ 0+61Ycv80GrPHXxJ( zp59 QUM TAQl,?\FNVHRBENj uthcdHRwOlS d3d3LnNerVl
3//CGQZaXRVanVYSJSCy9/ WN/cmNhLm beANEgkqhlengEAOUFAAOCAOEAWZSKWVTHrYGt
FbVR2LUyrqRwgT3fyWiGsiDm/6¢lqM+Ib
/Lp/SthRO]quhW6XCD95K0§bOO)9(ZSA;EWCmDAAEZLGXOC_?;degn\?/V/hLTTNXONnDACBOKZPQU+Dy954Z
VRt +f

jpXB
hWM90nLZT7noROa+KWk5C+e5VoR5R2!7M/V/8Cd+2/erSXqMSbU5/23BZAKgN+NOdrBZAZpZ7/f
aAuLFalCP+bAm6uW2JUrM6abOw=

Signature algorithm: SHAIWIithRSA
Issuer E: pki@sk.ee
Issuer CN: EE Certification Centre Root CA

Issuer O: AS Sertifitseerimiskeskus
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Issuer C:

Subject E:

Subject CN:

Subject OU:

Subject O:

Subject L:

Subject ST:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Subject Key Identifier

Certificate Policies

Authority Key ldentifier

CRL Distribution Points

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject E:

Subject CN:

Subject OU:

Subject O:

EE

pki@sk.ee

SK OCSP RESPONDER 2011
OCSP

AS Sertifitseerimiskeskus
Tallinn

Harju

EE

Fri Mar 18 11:21:43 CET 2011

Mon Mar 18 11:21:43 CET 2024

30'82.‘01:22:30:DD:06'09'ZA'BE'48'86.‘F7.’DD.’01:01:01:05.'00.'03:32:01:UF.'00:3D:BZ:01 'UA'DZ'BZ'DI '01 'OO'SA'IB'CE'CA'IE'JS'AE'04'55'1E.‘55:8A:9E.‘7D.'73.'EE:A8.‘2F:08:4F:EE.'95.'24:
68:C9:16:92:FD:96:5B:EE:11:46:68:3C:52:32:A5:80:3C: 6

id_kp_OCSPSigning

A5:A1:48:61:6D:E7:7E:CD:98:9E:74:9C:29:BB:BD:8A:DE:72:0C:59

Policy OID: 1.3.6.1.4.1.10015.4.1.2
CPS text: [SK time stamping policy.]

CPS pointer: https://www.sk.ee/ajatempel

12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

http://www.sk.ee/repository/crls/eeccrca.crl

SHA-256

50:D6:2F:37:37:42:28:7B:5F:18:31:9E:51:3C:7B:CA:89:BD:78:78:8B:23:DA:35:6
1:24:CB:90:F9:A6:36:AF

pki@sk.ee

SK OCSP RESPONDER 2011

OCSsP

AS Sertifitseerimiskeskus
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Subject L:

Tallinn
Subject ST: Harju
Subject C: EE
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description jap] undefined.
Status Starting Time 2016-06-30T22:00:00Z
Service Supply Points
Service Supply Point http://ocsp.sk.ee

1.19.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.19.2 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service Name

Name len] OCSP, SK OCSP RESPONDER 2011

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: SK OCSP RESPONDER 2011
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject L: Tallinn
Subject ST: Harju
Subject C: EE
X509SKI
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X509 SK |

Service Status

Status Starting Time

paFlYW3nfs2YnnScKbu9it5yDFk=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2011-03-18T11:21:43Z2

1.20 - Service (withdrawn): SK Proxy OCSP Responder 2009

Service Type Identifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer SERIAL NUMBER:

Issuer OU:

Issuer O:

Issuer C:

Issuer E:

Subject E:

Subject CN:

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed
responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

SK Proxy OCSP Responder 2009

1242385909

rrrr BEGIN CERTIFICATE-----

MIIEUjCCAZzqg. QUFADCBJEYMBYGCSqGSIb3DQEJARY)cGtp
OHNerV/MOSWCOYDVUUGEWJFRTEIMCAGAIUEChMZOVMgL/ZVde ImaXRzZWVyaWlpc2tic2tlczEh
MBSGAIUECXMVUZVde/maXRZZWVyaWlpc3R/ZW5162VkMOowCAYDVOOFEW XMR/WEAYDVOODEW/L
TEFTUZMtUOsthCNMDk WNTEL MTQ5WhcNMTIWNTAIMTEwWI NZESW/CBgTELMAkGAlU
7g INVBAOTGUFTIFNIc anZm/DCZV/Cm/taXNrZXNrdXMXDTALBgNVBASTEEQDUlAX/TA
EAM HFNLIFByb3h5IE9DU1AgUmMVzcG9uZGVyIDIwMDkxGDAWBgkqhkiGIwOBCQE| WCXBraLIBzayS/
ZTCCASIwD! OYjKaZIh veNAQEBBQAD: ggEPADCCAODCQgEBAjE"lAZFPunWKMjAse70WX9UtC5 gb
rJdk8iiOrcUN2FApNal2wFnRIw9rsF8uIKP. g é) 69K+brQczfQSh03x0Cj
cubclS+6/DPXSh47zma10hh4r/5VECO/CDE IRfA/L/ijV/ BYgEhFuROxEBgAFSnyleX8Sco/
GQcha4Er5SyEhHvXu/vvgOOVFLRgH/79GBBRLPMOsDImmXf+COUYKs7ywFBf+MOVnWH9uOp7E8Xz
A853leVTdU/jYIUSZy7NF V9N/gZW3IaLCGIde2gBIVIép 9GvgIwQ3coKHMs3tMBT25+WWmKVMsH
Fi254ysCAWEAAaOBwjCBvzATBgNVHSUEDDAKBggrBgEFBQcDCTBoBgNVHSAEYTBfMFOGCisGAQQB
Zh8EAOIWTZA/ngngEFBOCCA/AZG dTSy 0aWIITHNOYW1waW5nIHBvbGlieTAmBggrBgEFBQcC
ARYaaHROcDovl L3d3d§/ ay5/ZS9ham W1wZWWWHWYDVRO]BBgWFDAUSTSM XEQb7WZV5r0bI8/
BYE] CRXW4Fmpj/GGwS/AXuSCngogb/MAO CSqGS/b3DOEBEOUAA4/EAO
U7SG/M/W7eXBQh5tDOZ7XLCRmhrmGk9+1RdAP54$ Mzc1nnglmfgll3ncaizPleuOp8541 5 XCY
qQMJbry47YkEng48ImiA 5EpkbaCZSZhX05uU A9DIstEW/wBZzSCU0GskIbBolwTWAP97B7tri
e102hNvD5IMaXrMgaH9hQcoYmKyJHBONX! 2beY/er/DcAOvevLP8/IOqu/bUZQGFcM7U889Fa
ECOACPXxdeTXCZhAleZWGuD\/AZl5Hy/8RAfNWI/mv+IBRSOpAeCnLVonYyRNCFPrYLanXbe/
6p6SRCHgC452czoMOVbMmisrk8pm6yZ0J1r-

rrrrr END CERTIFICATE-----

SHA1withRSA

KLASS3-5K

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

pki@sk.ee

pki@sk.ee

SK Proxy OCSP Responder 2009
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Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Certificate Policies

Authority Key ldentifier

Subject Key Identifier

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject E:
Subject CN:
Subject OU:
Subject O:
Subject C:

Service Status

Service status description
Status Starting Time

Service Supply Points

Service Supply Point

[en]

OoCspP

AS Sertifitseerimiskeskus

EE

Fri May 15 13:11:49 CEST 2009

Sat May 05 13:07:17 CEST 2012

3}7'892.'01:22:30:DD:06'UQ.'ZA:BE:48'86.‘F7.’DD.’01:01 :01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01 'UI.‘OO.’QE:AB.‘AF:SU:I 9:14:FB:A7:58:A3:09:02:C7:BB:D3:0C: 7D:52'D7'39'EE'A8'15

52, FC 4
E:£0:18:10:51:2C:F3:0E:B0:32:26:99:77:FE0B;45:18: 2A:CE:F2:C0:50:5F:F8:CD: D:15:9D:61:FD;BB:4A:
7:0D:E2:68: BU 8E:D5:D6:D5:DA:00:48:5A:98:06:BE:A9: 70.43.77.28.28. 73.2C.DE.D3.01.4F.65. 7E.59

id_kp_OCSPSigning

Policy OID: 1.3.6.1.4.1.10015.4.1.2
CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel

E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

24:57:5B:81:66:A4:9F:C6:1B:0D:FF:01:7B:B9:73:3A:60:A2:06:C9

SHA-256

87:52:E3:32:39:B3:FE:58:D1:A2:82:70:E4:97:44:40:95:02:F9:AC:23:A8:93:04:C3
:90:78:9C:FF:EC:B8:A8

pki@sk.ee

SK Proxy OCSP Responder 2009

OCSsP

AS Sertifitseerimiskeskus

EE

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2018-03-20T707:00:00Z

http://ocsp.sk.ee
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1.20.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.20.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service Name

Name len] SK Proxy OCSP Responder 2009

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: SK Proxy OCSP Responder 2009
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509sKI
X509 SK1 JFdbgWakn8YbDf8Be71z0mCiBsk=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.20.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.20.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
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Service Name

Name len] OCSP, SK Proxy OCSP Responder 2009

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: SK Proxy OCSP Responder 2009
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 5K JFdbgWakn8YbDf8Be71z0mCiBsk=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2009-05-15T11:11:49Z

1.21 - Service (withdrawn): ESTEID-SK OCSP RESPONDER

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service type description len] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [en] ESTEID-SK OCSP RESPONDER

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1016636872
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X509 Certificate

Signature algorithm:

Issuer CN:

Issuer SURNAME:

Issuer OU:

Issuer O:

Issuer C:

Issuer E:

Subject E:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Authority Key Identifier

Subject Key Identifier

Thumbprint algorithm:

Thumbprint:

X509SubjectName

MIIDuDCCAqQCc IKoZIhvcNAQKBFglwa2lA
chuZWUszAngNVBA YTA(VFMS/WIA YDVOOKEX/EUyBTZXJﬂa WZdeN/ZX/pbW/zaz Vza3VzMQ8w
DQYDVQOLEWZFUIRFSUQXC QTATEXEJAQ EVJRC:
NTA3NTJaFwOw| NTAZ+ NTA3NT/aMG(7XCZA/BgNVBA YTAK VFMQB DOYD OQKEWZFUIRFSUOXDTAL
EgNVBAsTBEQDUlAX/ AfBgNVEAMTGEVTVEV/RClTSyEPOlNO/F/FUIBPTKRFU}EYMEYGCS GSIb3,
DOE GtpQHNrLmVIMIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQC10BeCObXZZWcDX298
d15hperquT4L+kDWT]+aWZ7PD SFpKQWq| hXCd/IruS7XCTDZA§]aK6X9CWaSHdre++ kscR
i00w20G5nTPocxpwGTHqwHx4ED7ccel 4t4pb//zESF/uVNVuaou69 EhH76//lcx0X275q5ASOC
wwIDAQABoO: 4HXMIHUMBMGA1UCUOO GAQUFBWMJMBIGCSsGBAUFBzABBQQFMAMEATAWGYKG
A1UdIwSBgTB/gBR4F7UF+bNYz! 1dYZp. XthpFSWXTEYMBYGCS&/GS/IBDDE]ARYJCG[
QHI NerV/MOSWCOYDVOOGEWJFRTEIMCAGAIUEChMZOVMgL/ZVdeImaXRZZ VyaWlpc2tic2tlczEQ
MA4GA1UEA. MHSHV1CllTSAIEPERCg/AddgNVHQAEF gQUZpYj2: W/DYKQahyGyKaOAkK5y50 DQY]
KoZIhvcNAQEFBQAD: 3g -BADrqOtGkwsrddEqUbsOpXi75Xs4GVkOyseysNgZZCvl qCF7qTSMlC+fz
RXQbXQDhuOT7QQVi3JA0A5Z ImZRVIOIfmranSCsDb}XXVX[CSL/+b/CG4 OYgEA+duD g/Cpmi
CCjtmxb+2/cS]L gjDM] FityT1GZsZm56U. a7tSwkHKw. 427/zu
WVEDEWQAfATYl4anAk8]%z06W4rPnGE4k 0+U%MLmFU2KImder107h4YLCV/XH/E/H9877FS
92XSG4EqID/TMEACLU7DSWR3SEgJPVKWCpNWzv2DRIdHp+kQO3k+R/f2c80=

SHAIwithRSA

ESTEID-SK

ESTEID

AS Sertifitseerimiskeskus

EE

pki@sk.ee

pki@sk.ee

ESTEID-SK OCSP RESPONDER

OCSsP

ESTEID

EE

Wed Mar 20 16:07:52 CET 2002

Thu Mar 24 16:07:52 CET 2005

30:81:9F:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01 1:8D:00:30:81:89:02:81:81:00:85:00:17:82:39:85:D09:65:67:03:5F:6F:7C:5A:A7:DD:D7:A8:69:8B:DB:6E:49:84.:F8:2F:E9

:28:C1:38:FE:69:6C:FB:3C:3B:05:A4:A4:16:AA:1C:42:76:58:9C:BB:AE:F1:09:3D:33:00:08:DA:2B:AC:7D:73:06:AC:88:87:6B:7B:EF:88:92:C7:11:8B:4D:30:DB:41:89:9D:33:E8:73:1A:70:
19:31:EA:C0:7C:78:10:3E:DC:71:E2:B8:87:8A:5B:8F:FC:C1:F0:59:6E:54:D5:62:8B:CA:2E:1B:D6:44:84:7E:FA:8F:F2:1C:C7:45:F6:ED:2A:89:01:2D:02:C3:02:03:01:00:01

id_kp_OCSPSigning

78:17:B5:05:F9:B3:58:CD:59:8C:DE:67:5E:44:06:4C:75:86:69:5D

CE:96:23:DA:0C:25:0D:82:BD:6A:1C:86:C8:A6:84:02:42:B9:CA:CD

SHA-256

EA:3D:54:19:15:2B:3F:8A:92:8A:F8:23:EE:BC:CB:D6:3A:68:81:B0:D8:38:CB:05:6
F:D9:CD:5C:A4:85:7D:AB
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Subject E: pki@sk.ee

Subject C: EE
Subject O: ESTEID
Subject OU: OCSP
Subject CN: ESTEID-SK OCSP RESPONDER
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description jap] undefined.
Status Starting Time 2018-03-20T07:00:00Z
Service Supply Points
Service Supply Point http://ocsp.sk.ee

1.21.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvciInfoExt/ForeSignatures

1.21.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
Service Name

Name [en] ESTEID-SK OCSP RESPONDER

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK OCSP RESPONDER
Subject OU: OCSP
Subject O: ESTEID
Subject C: EE
X5095KI
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X509 5K ZpYj2gwIDYK9ahyGyKaOAKK5ys0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2016-06-30T22:00:00Z

1.21.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.21.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] OCSP, ESTEID-SK OCSP RESPONDER

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: ESTEID-SK OCSP RESPONDER
Subject OU: OCSP
Subject O: ESTEID
Subject C: EE
X5095KI
X509 SK'I ZpYj2gwIDYK9ahyGyKaOAKK5ys0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2002-03-20T16:07:52Z

1.22 - Service (deprecatedatnationallevel): KLASS3-SK OCSP RESPONDER (2003)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP
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Service type description  [ep) A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses.
Service Name

Name [en] KLASS3-SK OCSP RESPONDER (2003)
Service digital identities
Certificate fields details

Version: 3

Serial Number: 1049195451

X509 Certificate @ BEGIN CERTIFICATE——-

MIIDXTCC/ NBgkq :7UFADCB//EYMBYGCSqGS/b_?DOEjARchGrp
OHNerV/MOSWCOYDVUDGEW]FRTEIMCAGAI UEChMZQVMgU2VydGImaXRzZWVya WlpEZt/CZtICZEh
MB8GA1 UECXMYUZVde/maXRZZWVyaWlpC3RIZW51C2VkMOGW AYDVQQFEWEXMRIWEAYDVQQDE
TEFTUzMtUOswHhcNMDMwNDAXI MTEXMDUXWhCNMDYWNDA1MTAXMDL/XW/E9MOSWCOYDVQQGEW]FRTE/
MCAGA1UEChMZQVMgU2VydGimaXRzZWVyaW1pc2tic2t1czENMASGA1UECXMETONTUDEhMBSGAIUE
AXMYSGXBUIMszNLIE9DU1AgUkVTUEQOREVSMRnggY/KoZIhchAOkBFngaZIAchuZWUngB
DOY]KOZ/h VCNAOEBEOADgYDAM/G/AoGBALXL?F4/5L‘dl/Zwab_?xapBBXquLZZSJtng65/BOP5p
bPs80wWkpBagHE/2W]y v EjPTMACNorrlequ h2t774 iSXXGLTTDbObI dM+thnAZMerA Hq o
Ptxx4ri3iluP/MHWWW5U1WKLyi4b1k: kBLQI VIBA,
MAOGCCSGAOUFBWM/MBBGAIL/dIWQYMBaAFOU/Djl PW+&‘Gb+a§GG/Cf5A652WMBOGAIL/dDgOWBETO
/IPaDCUNgrl gHIblprQCQrnKzTANBgkqhkiG9wOBAQUFAAOCAQEAM/8FCyPC9zXXCAZN67KCNI!
XNJ8e+LmG602IBe+IS7PwdpOgMKebgULKh1 fEBH02K7FsuWMZdPkaHaKVRh646yvazbemKNq4
LhRf13/hoUdrG5uRVmCsV03WSfgfuVfb1cZf8tDMIwCmsNXu22k9wykeHallpUmGUfbVZygqfKE2
NVQpm2FULIKWBFKXql bMtWSR.?XmDSBb/rA/AdUththdCHCphSQ /F/leBUFOUaBSERNrEEL7SS
znLnrC5pKPpWGbUNSIrhLJZHleXfwbOamaebUVvjto6bMgRe25xCsMADAGz+tMiglfmTVInxpEKB

kyvF/on/2qwtVw==
Signature algorithm: SHAIwithRSA
Issuer CN: KLASS3.SK

Issuer SERIAL NUMBER: 1

Issuer OU: Sertifitseerimisteenused

Issuer O: AS Sertifitseerimiskeskus
Issuer C: EE
Issuer E: pki@sk,ee

Subject E: pki@sk.ee

Subject CN: KLASS3-SK OCSP RESPONDER

Subject OU: oCcspP

Subject O: AS Sertifitseerimiskeskus

Subject C: EE
Valid from: Tue Apr 01 13:10:51 CEST 2003
Valid to: Wed Apr 05 12:10:51 CEST 2006

Public Key:

49:B4:F8:2F:E9
:133.'E8: 73:1A:70:
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Extended Key Usage id_kp_OCSPSigning

Authority Key Identifier E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

Subject Key Identifier CE:96:23:DA:0C:25:0D:82:BD:6A:1C:86:C8:A6:B4:02:42:B9:CA:CD

Thumbprint algorithm: SHA-256

Thumbprint: 6B:96:EA:C9:51:18:CC:85:57:43:F3:5D:FB:69:BD:6A:72:E4:3D:33:D1:77:EE:E1:0

0:E6:3A:5E:29:63:E7:25

X509SubjectName
Subject E: pki@sk.ee
Subject C: EE
Subject O: AS Sertifitseerimiskeskus
Subject OU: OCSP
Subject CN: KLASS3-SK OCSP RESPONDER
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel
Service status description [op] undefined.
Status Starting Time 2018-03-20T07:00:00Z
Service Supply Points
Service Supply Point http://ocsp.sk.ee

1.22.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.22.2 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP
Service Name

Name [en] KLASS3-SK OCSP RESPONDER (2003)

Service digital identities
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X509SubjectName

Subject E: pki@sk.ee

Subject CN: KLASS3-SK OCSP RESPONDER

Subject OU: OCSP

Subject O: AS Sertifitseerimiskeskus

Subject C: EE
X509SKiI

X509 SK 1 zZpYj2gwIDYK9ahyGyKaOAKK5ys0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel
Status Starting Time 2016-06-30T22:00:00Z

1.22.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.22.3 - History instance n.2 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP

Service Name

Name [en] KLASS3-SK OCSP RESPONDER (2003)

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: KLASS3-SK OCSP RESPONDER
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
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X509SKI

X509 SK1 ZpYj2gwIDYK9ahyGyKaOAKK5ys0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel
Status Starting Time 2016-06-30T22:00:00Z

1.22.3.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.22.4 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP

Service Name

Name [en] OCSP, KLASS3-SK OCSP RESPONDER (2003)

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: KLASS3-SK OCSP RESPONDER
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 5K ZpYj2gwIDYK9ahyGyKaOAKK5ys0=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2003-04-01T11:10:51Z

1.23 - Service (withdrawn): KLASS3-SK OCSP RESPONDER (2006)
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Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service type description len] A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses and operating an OCSP-server as part of a service from a trust service provider issuing
qualified certificates.

Service Name

Name [en] KLASS3-SK OCSP RESPONDER (2006)

Service digital identities

Certificate fields details

Version: 3
Serial Number: 1143114520
X509 Certificate @ — BEGIN CERTIFICATE-----
OHNer wMas WCQ! YDT/OQGEWJFR TE:/\gd heATeeh Mzgw Cuij\/EyZNz’ﬁnYﬂg%ggﬂei?%ﬁc%gzcgzpafh

MB8GA1UECXMYU2VydGimaXRzZWVyaW1pc3RIZW51c2VkMQow( QFEWEXMRIWEAYDVQQDEwWIL
TEFTUzMtUOswHhcNMDYwMzIzMTEOODQw Wh(NMDk Mz I3MTEOUDO W BQMD CQYDVQQGEWJFRTEI
MCAGALUECHMZOVMUZYydGlmaXRaZW\yaWlpc2tic2 L CZENMASGAL JECXMETONTUDERNMBEGALUE
AxMYSOxBU1 MZL\/NL/EQEIU1AgUkVTUEQOREVSMRgngY]KaZIhvCNAQkEFngaZlACZsuZWUWgZ
DOY]KDZIhVENAOEBBOA g fGTINOEVjj2McN3tOJBMAEV

Seivsigon AboLI6o4 +ADIOTIvVd
fO77aZIfORknyhKZCSOeBtA \gMBAAG)VzI MGA1Ud/QOM
MA0GCCsGAQUFBwWMIMB8GA. IwQYMBaAFO /D/1XPW+BGb+a§56/Cf5A652WMBOGAlUdD QWBBQU
QsudeenalSu Wury!GltfySZDANEgkqhkrGQ WOBAQUEAAOCAQEAY+Virgzrte7HDIMHGIDIOQTZ

33QcM| lyRWcxnPMZNihmaCGMpFMpYuHOfx9n
?XDb/afBMquXZml EADGGWJUMUO YTEGEUE3MBEkaPFDIYpEu5+I40V34tGSG FOpsDkobSATq
VibNpt 2AIXLrcC+YZAE1Rj5qHI9/hI0X6r63pTjUb
lZMR]GOg7ELWmddms7WBSLKK/SkbfmagShBtDKGsZstWlbedy/NOrTquUVuPnQ/wcHNgll$42m

YVChVI7TIt/5vw:
Signature algorithm: SHAIWIithRSA
Issuer CN: KLASS3-SK

Issuer SERIAL NUMBER: 1

Issuer OU: Sertifitseerimisteenused

Issuer O: AS Sertifitseerimiskeskus
Issuer C: EE
Issuer E: pki@sk.ee

Subject E: pki@sk.ee

Subject CN: KLASS3-SK OCSP RESPONDER

Subject Oou: OCSP

Subject O: AS Sertifitseerimiskeskus

Subject C: EE
Valid from: Thu Mar 23 12:48:40 CET 2006
Valid to: Fri Mar 27 12:48:40 CET 2009
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Pu bl |c Key: 30:81:9F:30:0D:06:09:2A:86:48:86.:F7:0D:01:01:01:05:00:03:81:8D:00:30:81:89:02:81:81:00:A2:93:23:C0:1E:C7:41:AF:6B:D7:9E:78:19:0C:DD:F1:93:88:D3:84:BE:38:F6:31:C3:77:84
:E2:41:30:01:2F:1B:F1:BB:36:9B:B4.FF:67:C0:10:A1:45:52:FE:0D:9C:FC:87:DC:C8:82:EE:CE:91:F0:FB:4F:32:15:79:18:11:BA:91:65:73:84:BF:E0:42:79:48:8C:06:E8:D6:5E:B9:E3:E8:CO
:A4:84:23:4F:7B:DD:55:90:C8:63:24:BA:94:A9:58:A0:07:46:E3:40:A0:2E:55:6D:46:28:5A:AE:04:3B:ED:AC:E5:7C:E4:64:C9:17:E1:29:97:12:41:EF:2D:02:03:01:00:01

Extended Key Usage id_kp_OCSPSigning

Authority Key Identifier E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

Subject Key Identifier 14:42:CB:9D:13:AA:58:68:82:52:B9:6B:AB:CA:51:88:B5:FC:B9:D8

Thumbprint algorithm: SHA-256

Thumbprint: CB:16:7D:E2:F0:5B:38:93:1A:BD:F2:96:91:1F:69:51:23:9D:0A:3B:23:62:59:76:62

:F2:25:70:EC:3E:9B:0B

X509SubjectName
Subject E: pki@sk.ee
Subject C: EE

Subject O: AS Sertifitseerimiskeskus

Subject OU: OCSP
Subject CN: KLASS3-SK OCSP RESPONDER

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.

Status Starting Time 2018-03-20T07:00:00Z

Service Supply Points

Service Supply Point http://ocsp.sk.ee

1.23.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.23.2 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name Len] KLASS3-SK OCSP RESPONDER (2006)
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Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: KLASS3-SK OCSP RESPONDER
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X5095K
X509 sK FELLnROQWGICUrlrq8pRiLX8udg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T722:00:00Z

1.23.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.23.3 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] KLASS3-SK OCSP RESPONDER (2006)

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: KLASS3-SK OCSP RESPONDER
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
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Subject C: EE

X509SKI

X509 SK' FELLNROQWGICUrlrq8pRiLX8udg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:00:00Z

1.23.3.2 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.23.4 - History instance n.3 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

Service Name

Name [en] OCSP, KLASS3-SK OCSP RESPONDER (2006)

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: KLASS3-SK OCSP RESPONDER
Subject OU: OCSP
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 SK' FELLNROQWGICUrlrq8pRiLX8udg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2006-03-23T12:48:40Z
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1.24 - Service (deprecatedatnationallevel): SK Proxy OCSP Responder 2008

Service Type Identifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer SERIAL NUMBER:

Issuer OU:

Issuer O:

Issuer C:

Issuer E:

Subject E:

Subject CN:

Subject OU:

Subject O:

Subject C:

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP

A certificate validity status services issuing Online Certificate Status Protocol (OCSP) signed

responses.

SK Proxy OCSP Responder 2008

1225186383

MIEGTCCA. QbCT: QUFADCBJIEYMBYGCSqGSIb3DQEJARYJcGtp
OHNerV/MOswCOYDVDDGEw]FRTEIMCAGAIUEChMZOVM U2VydGlmaXRzZWVyaWlpc2tic2tlczEh
MB8GAI UECXMYUZVdelmaXRzZWVyaW1pc3RIZW51c2VkMQow AYDVOOFEWEXMRIWEAYDVOODEW!L
TEFTUzMtUOSWHhcNMDgxMDI4, BITELMAKGALUEBhMCRUUX
I/AngNVBADTGUFTIFNICanZmIOCZV/(m/taXNrZXNrdXMxITAfBgNVBAsTGFNImeZm/ 2V

mitaXNOZWVUdXNIZDEIMCMGALUEAXMCUOSgURvekg TONTUCBSZXNwb25kZXIgMAWODEYMBYG
cszcsuﬁuof ARchGrpOHNerV!M//B//ANngqhk/GQWDEAOEFAAOCAOBAM//BCQKCAOEA

U Gavowkex A TDHAS 2nuqBusia yKIGECO3YUCKIGXBAWAEDZnw Xy 700+ 70DitIRAOpIaI]

WGIPC3qArSutBANOBKE FEAKPly Sty X1t TqMMOGKH]VOZIXSGHIORIUGIBIINMGERFBDOQIEXIFOF
IASEWSPOR QGAAXNLIQIfVIx)yj8ZByFrgSvILISEe9e 7+++DQ5VBLGOf/uAYEFESSWEWMiaZd/dL
RRgqzVLAUF/42RWAY(275nSTXfMDyzebakIN1T8IghTInLsOV5X00mBnDejosl7VItXaAEhamAa-+
gXBDdygocyzeOwFPbn5ZaYpUywcWLbnjKwIDAQABo4HAMIHaMA4GA1UdDWEB/wQEAWIHGDATBGNV
HoUEDDAKBAQrBaEFBOCDC TBOBINVHSAE Y TBINFOGCISGAQQBZNSEAQIWTZAIBOQIBIEFBOCCAIAZ
GthSyBOan/IHNOYWlwaW5n/HBvbG//eTAmngngEFBOcCARYaaHROcD vL3d3dy5zay5IZ59h
wZWi MnXE9D7! YWHQYDVROOBBYEFCRXW4FmM
p//GGWZ/AXUScngogbjMAkGAIUdEWOCMAA OYjKoZ/hchAOEFBOA g9EBALnugrbeM13+1506
IzIbWaH6Om 22 AIaIZCAAUO -4 1=1ILTSAICXORUUIC54CshIpVPLSY 71935 7ICKeKE +Yh
PHKFTAD3tPtgAUOprOIwiVq7Gh5MR+sMNX2TKaWTj0gd8VgeuidMB5uWSUWYCI N/KnmgoZbV+Zt0A
yEHOVGQoqucEle/PU/w/s/kDUdghUHNUTcXprIPWCEvhOz+EX3TRNkR4NREVAwT/rH\/twej
mr7RPrbtvdYBjdTppFwZVZDpGC34AMGKEL +mpVeGkK73h5V/pDvQ1rmLQn2L2Gle6n9ztghE/BBS
2YJ1hWACaoJh5IEm +6xNPyU=

rrrrr END CERTIFICATE-----

SHA1withRSA

KLASS3-5K

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

pki@sk.ee

pki@sk.ee

SK Proxy OCSP Responder 2008

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE
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Valid from:

Valid to:

Public Key:

Extended Key Usage

Certificate Policies

Authority Key ldentifier

Subject Key Identifier

Basic Constraints

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject E:

Subject C:

Subject O:

Subject OU:

Subject CN:

Service Status

Service status description en;

Status Starting Time

Service Supply Points

Service Supply Point

Tue Oct 28 10:33:03 CET 2008

Wed Nov 02 09:33:03 CET 2011

i?:FB,‘ :55:10:23:A2:08:30:61:21:17: 5F.3.
£:£0:18:10:51:2C:F3:0E:B0:32:26:99:77:FE:0B:45:18:2A:CE:F2:
7:0D:E2:68:B0:8E:D: :D5:DA:00:48:5A:98:06:BE:A9:70:43:7

B:13:1
:69:8A:54:CB:07:16:2D:B9:E3:2B:02:03:01:00:01

id_kp_OCSPSigning

Policy OID: 1.3.6.1.4.1.10015.4.1.2
CPS text: [SK time stamping policy]

CPS pointer: http://www.sk.ee/ajatempel

E5:3F:0C:9D:71:3D:6F:BC:19:BF:9A:F4:6E:BF:09:FE:40:EB:9D:96

24:57:5B:81:66:A4:9F:C6:1B:0D:FF:01:7B:B9:73:3A:60:A2:06:C9

IsCA: false

digitalSignature

SHA-256

98:C5:A4:76:60:44:DC:5C:A4:59:B4:E3:26:C4:9C:54:24:FE:FO:EA:1C:49:BD:4C:D
3:12:8B:E9:54:05:01:0C

pki@sk.ee

EE

AS Sertifitseerimiskeskus

Sertifitseerimisteenused

SK Proxy OCSP Responder 2008

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/deprecatedatnationallevel

undefined.

2018-03-20T707:00:00Z

http://ocsp.sk.ee

1.24.1 - Extension (critical): additionalServicelnformation
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AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.24.2 - History instance n.1 - Status: recognisedatnationallevel

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP
Service Name

Name [en] SK Proxy OCSP Responder 2008

Service digital identities

X509SubjectName
Subject E: pki@sk.ee
Subject CN: SK Proxy OCSP Responder 2008
Subject OU: Sertifitseerimisteenused
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 5K JFdbgWakn8YbDf8Be71z0mCiBsk=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/recognisedatnationallevel
Status Starting Time 2016-06-30T22:00:00Z

1.24.2.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.24.3 - History instance n.2 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP

Service Name

Name [en] OCSP, SK Proxy OCSP Responder 2008
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Service digital identities

X509SubjectName

Subject E:

Subject CN:

Subject OU:

Subject O:

Subject C:

X509S5KI

X509 SK |

Service Status

Status Starting Time

pki@sk.ee

SK Proxy OCSP Responder 2008

Sertifitseerimisteenused

AS Sertifitseerimiskeskus

EE

JFdbgWakn8YbDf8Be71zOmCiBsk=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2008-10-28T10:33:03Z

1.25 - Service (withdrawn): SK Time-Stamping Authority for qualified electronic time

stamps

Service Type ldentifier
Service type description [en]
Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

SK Time-Stamping Authority for qualified electronic time stamps

48765665071482659663074918749208248665

M/IEDTCCAngAwIBAg/O/K/s&xjoOAjUF/eG7WSBWTANngqhkrGQWOBAOSFADBIMOSWCOYDVOOG
EwJFRTEIMCAGAIUECgwZQVMgU2VydGlmaXRzZWVyaW1pc2tic2t1czEoMCYGAIUEAwwfRUUgQ2V)
dGImaWNhdGIvbiBDZW50cmUgUm9vdCBI DOTEYMBYGCSqGSI EDOE/ARY/CthDHNVLmV/MB4XDTEO
MDkxNjA4NDAzOFoXDTES5MDkxNjA4NDAzOFowYzELMAKGA1UEBhMCRUUXIjAGBgNVBAOMGUFTIFNI
cnRpZml0c2VicmitaXNrZXNrdXMxDDAKBgNVBAsSMAIRTQTEIMCAGA1UEAwwZUOsgVEINRVNUQU1Q
SUSHIEFVVEhPUKIUWTCCASIwDQYJKoZIhveNAQEBBQADgGEPADCCAQoCggEBA/Pa/dQKemSKCNSw
IMUp9YKQY62Q0fs9vgUnbzTRHCRBRdsabZ YknxTI14DqQ5 +/Pqw8MTkDvbenfDZGd15t40Y4tHXXo
CfRrbMjj9+DV+M7bd+vrBI8vi7DBCM59/VAj; EAU29P7T59BOBE'I’quEQCL?eZISCtF#BXO IX2ET3Z
BtZ49UARh/XP0717eRk/DtSLYauxJDPzXVEZmS|Clybclox93u8F5/08GySbD5GYMhifOjgXmul/
Vz7eROdESxCMv//RrWijYaU/LYqLZWJFOe/nU/thCHZKt GC) H7v/+Xzefea6X/caengan2
FJOUHOMHv98IWADKuUTI2fXcCAWEAAaOBQqjCBpz/ OEgNVHOBEAfREBAMCBsAWFg‘(DVR IAQH/BAWW
CgYIKwYBBQUHA gWHUYDVRUOBBYEFLGWV fmoGkWbCDIUftc9IDBic1cnMB8GA1UdIwQYMBaAFBLy

W] 7qVhy/2Qas8fElyalL1BSZMDOGA1UdHwQ2MDQWMgAWOC6GLGhOJHAGLY93d3cuc2suzWUvemVw
bINBACOy €S9 /cmNsL VIV 2Ny Y2E Y 3ISMAOGCSGSIDID! OEBCWUAAd/BAOCapCUQ.?ZwVPDEeed+5
DBhMZH-kMPPFle IXORgbizaKvHWU40HpRH8zc: ILhZbHtu94pLF

UyvrBWyIONR1 vhwhadLs 3pBGGFR6eRdh zoKAUF4B4d!oXO]4p26q1 VYULF5ZkZHXhOFNisuxako
tgCFIGtzXumjL5jBmtWel DTGEA YSa34pzDXjz8VAjP|9sVuOmK2EOgyWXUTLXF9YevrWzRLzVFqw+
qeWEV2I4af/5mVZOOTZW/A/mEL7Zr3hnfc7K5jOmMNU/ZGh‘16RB/VVYIDt+A/prKIvalZ/Xn25
4PC6i57wmH5EgO0avOUl

----- END CERTIFICATE-----

SHA256withRSA
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Issuer E:

Issuer CN:

Issuer O:

Issuer C:

Subject CN:

Subject OU:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Subject Key Identifier

Authority Key Identifier

CRL Distribution Points

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject C:

Subject O:

Subject OU:

Subject CN:

pki@sk.ee

EE Certification Centre Root CA

AS Sertifitseerimiskeskus

EE

SK TIMESTAMPING AUTHORITY

TSA

AS Sertifitseerimiskeskus

EE

Tue Sep 16 10:40:38 CEST 2014

Mon Sep 16 10:40:38 CEST 2019

7:F5:CF
247: '9:4B:1
4:9D:14:1F:49:87:

id_kp_timeStamping

B1:B0:BD:F7:E6:A0:69:16:6C:20:E5:51:FB:5C:F4:30:62:73:57:27

12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

http://www.sk.ee/repository/cris/eeccrca.crl

digitalSignature - nonRepudiation

SHA-256

1E:49:F4:97:D8:9D:43:0A:AD:53:4B:62:2D:82:BD:9B:9D:0D:4A:FD:B7:B7:D3:69:
86:C5:DF:09:81:D9:06:7D

EE

AS Sertifitseerimiskeskus

TSA

SK TIMESTAMPING AUTHORITY

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [eng undefined
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Status Starting Time 2020-09-28T22:01:00Z
Service Supply Points

Service Supply Point http.//tsa.sk.ee
TSP Service Definition URI

URI [en] https://sk.ee/en/repository/

URI [et] https://sk.ee/repositoorium/

1.25.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service Name
Name [en] SK Time-Stamping Authority for qualified electronic time stamps

Service digital identities

X509SubjectName
Subject CN: SK TIMESTAMPING AUTHORITY
Subject OU: TSA
Subject O: AS Sertifitseerimiskeskus
Subject C: EE
X509SKI
X509 sK| sbC99+agaRZsIOVR+1z0MGJzVyc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2016-06-30T22:01:00Z

1.25.2 - History instance n.2 - Status: withdrawn

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [en] SK TIMESTAMPING AUTHORITY
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Service digital identities

X509SubjectName

Subject CN:

Subject OU:

Subject O:

Subject C:

X509S5KI

X509 SK |

Service Status

Status Starting Time

SK TIMESTAMPING AUTHORITY

TSA

AS Sertifitseerimiskeskus

EE

sbC99+agaRZsIOVR+1z0MGJzVyc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

2016-06-30T22:00:00Z

1.25.3 - History instance n.3 - Status: undersupervision

Service Type Identifier

Service Name

Name

Service digital identities

[en]

X509SubjectName

Subject CN:

Subject OU:

Subject O:

Subject C:

X509S5KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

SK TIMESTAMPING AUTHORITY

SK TIMESTAMPING AUTHORITY

TSA

AS Sertifitseerimiskeskus

EE

sbC99+agaRZsIOVR+1z0MGJzVyc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2014-09-16T708:40:38Z2
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1.26 - Service (withdrawn): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2019)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA

2019)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 168600497314008997544586035080465486444

X509 Certificate @ - BEGIN CERTIFICATE——
M//EF[CCAVEQA w/BAgIOfrdGTu/TDOI cG10EjrASbDANBgkqhkiG9wOBAQsFADB1 MOswCO YDVQQG
EwJFRTEIMCA wZQVMgU2VydGlmaXRzZWVyaW1pc2tic2t1czEoMCYGAIUEAWwWfRUUgQ2Vy

P
dG/maWthG/ bIBDZW5DCngU QVdCBDOTEYMBYGCSqGSIb3DOE/ARY/ GtpQHNrLmVIMB4XDTES
MDEwMT/xMDAwMFoXDT/OMDEwMT/xMDAwMFowe/EnMCUGAl UEAWWeUOSgVE/NRVNL/OUI OSUSH/EFV
VEhPUk/UWSAyMDESMRCWFOYDVORh
VQQKDBJTSyBJRCBTb2x1dGlvbnMgQVM: C i “ ’“’"QEF oC
A O&AMHBCgKCAOEAqﬂQDl IKSL veyTb3HO/choj+ Wj’uG7czOZuOK/gwkxq2]qundrg VESZWzN
noO+. NgXqw! +yladznjntvi7HK4WNrHO94DcrexljRARkxRH/e3/0SE1FpX8B9
6/gyjeO]QYStgHYAfSMDDS}?ANYC/NpFSQN WFOnBz/5QuXD8ON1ybiVVudNALKFXTOEHPRmdFdpt
[EaipwHyLwaSDpXCtnXx| BzEzV///sMYCXN/OcX/x+ mkD97scmLhGB2 7rm/5qEPM6TueO/Gp1 TbE
h/FdEOFZgZBVPUsij?chd5G T63bOtHUM. 54TYCfW/P7NhO7pFLWIDAOABodG MIGZMAAGAI ud
DwEB/wQEAwIGWDAWBgNVHSUBAFSEDDAKBggrBgEFBQCDCDA: VHQAEI Uvt/uXDNtWugmMv
TSBvDyar YwHwYDVROjBBgwFoAUEVjaPupWHL/N qux&SquL/vL/F/kwL wY/KwYEBOUHA QEEIzAh
SGCCSGAOUFBZAthNOdHRWDISVYWIhL NerVILONBMAOGCSqGS 3DQEBCWUAA4IBAQApC2BN
UXiudCfs0l6290/zn6UftA3HjOG33vg5DI35VIZ97AfqgbE4AICzms
BveHthRLlaAHuRVmEC/GW54+nuzNFoAKlpj/EGoPvaYhud/bA/bYY1qF6nHA50/tFTOGG/xmm
19Ys. Qao CZipgdQRZ5IEJTmVE +LLBDUES70rGixxswsy
+jn0fHX8MLBDhngr/7RrXLNdKXO/bthU3vX/899KtWWfr+OdV dJc+/A3wdtTFhNdy7Ce0VIiZ
vMEXx/UtUmfF41g/y+3IXOb3h6ipk037x

Signature algorithm: SHA256withRSA

Issuer E: pki@sk.ee

Issuer CN: EE Certification Centre Root CA
Issuer O: AS Sertifitseerimiskeskus
Issuer C: EE

Subject C: EE

Subject O: SK ID Solutions AS

Subject OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject CN: SK TIMESTAMPING AUTHORITY 2019
Valid from: Tue Jan 01 22:00:00 CET 2019

Valid to: Mon Jan 01 22:00:00 CET 2024
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Public Key:

Extended Key Usage

Subject Key Identifier

Authority Key Identifier

Authority Info Access

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject C:

Subject O:

Subject OU:

Subject 2.5.4.97:

Subject CN:

X5095KI

X509 SK |

Service Status

Service status description jeng
Status Starting Time

Service Supply Points

Service Supply Point

TSP Service Definition URI

URI [en]

URI [et]

30'82.‘01:22:30:DD:06'09'ZA'BS'48'86.‘F7.’DD.’01501: :05:00:03:82:1 'UF'00'3D'82'01'UA'DZ'BZ'D]'01'00'A9'F9'7D'0F'59' :FO'EE‘DE'C' i '56:53'89' : '34:27'E5' A 'GE'
C 8245(1:75 193 EE : .'52.65 A:36:05:EA:C:

:C7:E9:A 162 E:62: 43:6
7:84.’D8.’091FC.‘3F.‘3F:B3.’61.'3B:BA.‘45.'ZF:02.‘03:01.‘00.‘01

id_kp_timeStamping

9D:4B:ED:FE:E5:C3:36:D5:AE:AA:63:2F:4D:20:6F:0F:2A:D3:27:16

12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

http://aia.sk.ee/CA

digitalSignature - nonRepudiation

SHA-256

25:D4:5A:83:4C:1E:A0:E6:69:A8:A5:88:2D:74:1C:96:18:9F:EF:C0:8F:8C:AE:9A:C
C:AB:F7:77:58:33:07:54

EE

SK ID Solutions AS

TSA

NTREE-10747013

SK TIMESTAMPING AUTHORITY 2019

nUvt/uXDNtWugmMvTSBvDyrT]xY=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2024-02-08T05:00:01Z

http://tsa.sk.ee

https://sk.ee/en/repository/

https://sk.ee/repositoorium/

1.26.1 - History instance n.1 - Status: granted
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Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name

Name [en] SK Ti/)"ne—Stamping Authority for qualified electronic time stamps (SK-TSA
2019
Service digital identities
X509SubjectName
Subject C: EE
Subject O: SK ID Solutions AS
Subject OU: TSA
Subject CN: SK TIMESTAMPING AUTHORITY 2019
X5095KI
X509 sK1 nUVE/uXDNEWugmMvTSBVDyrTxY=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2019-03-10T22:00:00Z

1.27 - Service (withdrawn): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2020)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description len] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] glgzgl)ﬂe-Stamping Authority for qualified electronic time stamps (SK-TSA
Service digital identities
Certificate fields details

Version: 3

Serial Number: 130547272137066251696452519452253092462

EESTI (ESTONIA) - Trusted List ID: EEO001 Page 129



X509 Certificate = — BEGIN CERTIFICATE-----

MIEFJCCAV6 AWIBAgIOY/ZQdFrZOEtdpFCSX//éb/ANngqhleQWOEAOSFADBlMOSWCGYDVO
EWIFRTEIMCAGAIUECowZ0VMoU2VydaimaXRzzWYyalipcaticot] czEoMCYGALUEAWWIRUUGO2Vy.
SWNNAGIYDIBDZ WS OemUgUmBvaCBOOTEYMBYGCoaGalbDOLARYICGUPOHNLVIMBIXDTE S
i ZMTIy MDAWMEOXDTIOMTIZMTIyMDAWMFowe) )_JEnMCUGAIUEAwWeUDsgVE/NRVNUOUIQSUSHIEFV
VERPUKIUWSAYMDIWMRCWEOYDVORRDASOVHFRSOXMDC YD
VQQKDBJTSyBJRCBTb2x. QVM; AAOC
AOBAMMBCgKCAQEAxdoHoD/xEAxvydsmsthHoNthsL+wEko5gnH4K8/W1r//k£/usf¥60zms
09596HYACCQOR9YItg3T3neqRZ|5GEPL5UF: XU/SS’
LNCRusUtuyO)yh uDElCHUrgywlOZAT/C+95zthqu1SgazGXTp\/UYng/nkChplo/ZCv/WFdKN
JANGBStan3xsdfUfCDWxedgL FFLeXjxo0pT2 Y+ ShFLr+PlIZRUILKXEcriixeyyZ +KLGWSLUYY
B2 +5hdOWR1pCNVgZ +hYaGZ 4 YGR) t/IA8DquKZEqAhA856\/990/DAOABD4GCMIGZMA4G 1Ud
DWEB/WQEAWIGWDAWBGNVHSUBAISEDDAKBIGIBGEFEQCDCDA VHQAEFgOUqDAKKPGRK GAYFXN
IT35pC1ChjEwHW YDVROBBgWFOAUE Y abupWHL/NBGzxESX| quu FJkwLwYIKwYBBO!
MBBGCCsGAQUFBZABh NudHRwOerYW/thNerVLDNBMAOGCSqGSIb3DOEECWL/AA4/EAQA}OEO;7
/KIOhcNDESDUVGFLUVycKIEbrGGMWnAj18508aWx 7ijXtDDImY5CxtRUI9IbjB/eyl/RtSRDVURL
ioiNeklxC/bOHXICI2VUNCVRXOBCT/andM1vV/SyBuw/ZIYSZriRnuo7/daPsQy xigREbUDLIDY,
KO4KQb4DNOCAGKDWCPA22v4nBT/4XW7qD07spW9LPVKEVSOUIMV1tznjDOIC5ZL67FdBBKKE/Cbb
NfgVLVBOYjBopct5qzTLLPB5LTmV8I281XzTEGeFxbFy+wo7VOT6K360YSd+9CnPn2M/I6VfrsCi
30vaWcq+1ggGR1kQzDsS4IN1joyZqd39

Signature algorithm: SHA256withRSA

Issuer E: pki@sk.ee

Issuer CN: EE Certification Centre Root CA
Issuer O: AS Sertifitseerimiskeskus
Issuer C: EE

Subject C: EE

Subject O: SK ID Solutions AS

Subject OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject CN: SK TIMESTAMPING AUTHORITY 2020
Valid from: Tue Dec 31 23:00:00 CET 2019
Valid to: Tue Dec 31 23:00:00 CET 2024

Public Key:

Extended Key Usage

id_kp_timeStamping

Subject Key Identifier A8:3E:0A:28:FE:91:2A:A1:9D:61:F5:CD:95:3D:F9:A5:CD:46:92:31
Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99
Authority Info Access http://aia.sk.ee/CA

Key Usage: digitalSignature - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: FD:04:12:2A:D6:30:AA:00:99:87:85:50:D8:38:EB:FA:EC:5D:0F:33:DA:03:5D:0D:0
9:76:FA:96:70:B1:72:D9

X509SubjectName
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Subject C:
Subject O:
Subject OU:
Subject 2.5.4.97:
Subject CN:

X509SKI

X509 SK |

Service Status

Service status description  [en;

Status Starting Time

Service Supply Points
Service Supply Point

TSP Service Definition URI
URI [en]

URI [et]

EE

SK ID Solutions AS

TSA

NTREE-10747013

SK TIMESTAMPING AUTHORITY 2020

qD4KKP6RKqGAYFXNIT35pc1GkjE=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2025-02-14T03:00:00Z

http://tsa.sk.ee

https://sk.ee/en/repository/

https://sk.ee/repositoorium/

1.27.1 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject C:

Subject O:

Subject OU:

Subject 2.5.4.97:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA

2020)

EE

SK ID Solutions AS

TSA

NTREE-10747013
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Subject CN: SK TIMESTAMPING AUTHORITY 2020

X509SKI

X509 SK1 qD4KKP6RKGGAYXNIT35pc1GkjE=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2019-12-03T22:00:00Z

1.28 - Service (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2021)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2021)

Service digital identities

Certificate fields details

Version: 3
Serial Number: 14216899397258675693052187771241066675
X509 Certificate @ - BEGIN CERTIFICATE-----

MIIEWJCCAOKgAWIBAGIQCTITQ Rt 9wOBAQsFADBIMQswCQYDVQQG

EwJFRTEIMCAGA1UECgwZQVMgU2VydGImaXRzZWVyaW1pc2tic2t1czEoMCYGAIUEAWWIRUUGQ2Vy
dGImaWNhdGIvbiBDZW50cmUgUm9vc dCBDO EVMBYGCSqGS b3DOE]ARY]CGprHNVLmVIMBdXDTIW
MTIzMTlyMDAwWMVoXDTI1MTIzMTlyMDAwi UGA1UEAwweU0sgVEINRVNUQU1QSUSHIEFV
VEhPUKI UWSAyMD/XMRCWFOYDVORhDASOVF/FRSDXMDCONZAXMZEMMAOGAIUECWWDVFNBMR wGQYD
VOOKDB]TSyB]R CBTD. QVMXCZA] gy AKVFMIIBI q :J

Q8AMIIBCe KCAOEA Z IFcXZ3UGPjIEXOmId McfG8F fTD
/HF 7]01Cj/de7 wTBd+5520th ya 7rT/d1 1 exeth/Zpymkqu +F&b Wa/ejinSB nyqucGGSno
WaCjCZ7 Jqob, X22r0CV TnNWO/XIaRPq/Pg
PgDAsx| YDABDnFKICEnyK5Tlr]V585/fWWBCP05]n/9 T3fSBDEOZOI4rmFCP/l/0X 'YHrGI
p/NPjQ/b(Q)dUthPkatoDrZnBFgEzp/Rufvl;VPlOCBuD Vi kuME/LOTW/DAOABoaleg/\ngMAztGA

B/w IGwi

UEDIE'fAAH5I+lCV+r
rQKE3Tk2/h8wi X/qUvUFJkwcwYIKwYBBQUHAQEE.
BSGCCSGAOUFBZAEthDdHRwOrBVYW/hLﬂN/’LmV/LDNBMEIGCCSGAQUFBZACh/ZOdHRWO/&‘VYySZ
ay5/ZSQFRV9DZX]05WZpYZFOaWQuXONIbnRyZVQSb 90XONELmRICI5/CnOWDDY]KaZIh NAQEL
)ADgg! CnGDxt WO01/rg6qIKStXW65qwNnTdW7QpY+3Q80c642 /AAOAkfcaSaqu
UmO70Mk5npeEaSAH//4&‘bdeORYRGnEquqGLSO/E/CHEduRDX/'eaabR75/L/a/59PMR6N 7Y4
SIAZCTxZvsuOwgbYzU1kJipc5mh4nSDU3qyL 7vPefgQAgLMOhMI78ZFSHGXG- BNUaHZDdIYBRd
81Facnr5+hfD2gNFPcufIDPFVinKUG9c4XuKj6V30; GBBZDSf]uSS/kﬁ/aGwaKWLpNI35h4RMb+
KL25/mDIMKRVCst901nPorgq58Bjd/zm6CptMqABripGRI8=

Signature algorithm: SHA256withRSA

Issuer E: pki@sk.ee

Issuer CN: EE Certification Centre Root CA
Issuer O: AS Sertifitseerimiskeskus
Issuer C: EE

Subject C: EE
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Subject O:

Subject OU:

Subject 2.5.4.97:

Subject CN:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Subject Key Identifier

Authority Key Identifier

Authority Info Access

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject C:

Subject O:

Subject OU:

Subject 2.5.4.97:

Subject CN:

X5095KI

X509 SK |

Service Status

Service status description

[en]

SK ID Solutions AS

TSA

NTREE-10747013

SK TIMESTAMPING AUTHORITY 2021

Thu Dec 31 23:00:01 CET 2020

Wed Dec 31 23:00:01 CET 2025

8E. : 3
: :8C:93:DD:F4:81:D3:A4:19:D2:2F:2B:98:57:0F:96:2F:F4:5E:FC:87:AC:63:4D:A4:93:4F:27:D9:5B:F5:DD:15:85:C3:F0:92:DA:03:AF:69:C1:16:00:73:A6:34:6E:7F:05:4F:8D:00:8
1:B8:35:62:76:4B:8C:12:32:CE:4F:02:03:01:00:01

id_kp_timeStamping
10:32:01:7C:00:07:E6:BF:A2:09:5F:A2:AD:02:84:DD:39:36:FE:1F
12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

http://aia.sk.ee/CA
http://c.sk.ee/EE_Certification_Centre_Root CA.der.crt

digitalSignature - nonRepudiation
SHA-256

57:2B:6C:07:B0:CD:48:48:66:1F:09:97:84:98:A7:AA:96:AC:43:AA:88:D0:C8:2B:7
7:60:D4:04:6A:70:2B:66

EE

SK ID Solutions AS
TSA
NTREE-10747013

SK TIMESTAMPING AUTHORITY 2021

EDIBfAAH5r+iCV+irQKE3Tk2/h8=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
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Status Starting Time

Service Supply Points
Service Supply Point
TSP Service Definition URI

URI [en]

URI [et]

1.29 - Service (granted): SK Time-Stamping Authority for qualified electronic time

2020-11-13T7T22:00:00Z2

http://tsa.sk.ee

https://sk.ee/en/repository/

https://sk.ee/repositoorium/

stamps (SK-TSA 2022)

Service Type Identifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer E:

Issuer CN:

Issuer O:

Issuer C:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA

2022)

9341197341178141782522153967405961574

————— BEGIN CERTIFICATE-----

MIIEW/CCADKgAW/BAg/OEWCMI/&‘eCujheREJfOMRZ/ANngqhk/GQWUBAOsFADElMOsWCOYDVOOG
EwJFRTEIMCAGAIUECgwZQVMgU2VydGlmaXRzZWVyaW1pc2tic2t1czEoMCYGA1UEAwwfRUUgQ2Vy
dGImaWNhdGIvbiBDZW50cmUgUm39vd CBDOTEYMBYGCSqGSIb DQEJARYJcGtpQHNrLmVIMB4XDTIx
MTIzMTI, MDAWMVoXDT/i‘MT/ZMTIyMDAWMVDWejEnMCL/GA1UEAwWeU059VE/NRVNUOU1OSL/SH/EFV
VEhPUKIUWSA: MD/yMRCWFOVDVO hDA5OVF/FR50 XMDc YD

VQQKDBJTSyBJRCBTb2x1dGlvbnM YTAK gk hiiGowos: QEF 0C
AO&AMHBCgKCAOEA/gszx7r/sQOC/aFmI<HH/uLWTXX]CBGZK/SBQtEYpSfKU++Tn00by6d92ch
nmin3Yk3F840x| QC409+L59aCzE

SZUKyY/f/KsMADquE254sz8YodMquHPW5p4gAev+12P2hd fOBb09+cvGCszCEtquu QHEW
7walBOMhrXMQBIOuj6qVkKUbvDN1spQcmLWGY1NooF2ljQyCPyzLSxaltlivhHNb3e dLCRuk/ZWD
lycoET/yij/wH.?GhXGAj/slthVg+GRL602Rk7VBzTc3odhPLZIPwlDAOABaAHgMIHdMAA

wiGWDA AfSEDDAKB9grBgEFBQcDCDAABY! NVHO4EFgOU5nUOr30D/UM34ksg
HzFVEQOFNchHwYDVRD/BngFoAUEv/aP WHL/NBqzx85X/qUvUF) /kwch/KwVEBOUHAOEEZzB/
MB8GCCsGAQUFBzABhhNodHRwOI8 YWIthNerV/LONBMEIGCC GAQ! Chy. adHRwOIBVYySZ
aySIZSQFRVQDZXjGaWZpYZFOBWQUXDN/bnRyZVQSbZQDXDNBLmRICIS]CHOWDOYjKaZI VeNAQEL
BQADggEBABINW9utp6qGo1QB57aGQ3tKST+f9aFmceDMZ+wOXGuQ+W/m4YKn VDmbOOEa+TkaaOn
wD70bf6hA8zV3NXFAWE/mLiy4 !anWKPS3qudZdFANthiupVgPZMthZGaXXRZZFf bik.
Jreer6Sgymv4wZku21Com1xFY52sQQdB. 2C43/cOWUIQXQX/XWDIS+ZSVNVUDRUuDh4YN5pM6WCGX
gcNOqul7vtkWS060QgmWss0I2n9rgfd+RVzjiKAr/364DCR++VCWcUjouiCgmpo50/NHUCyOBTX6
dTgOOcFAXLWQR4uOmMAPEFPpKhXoPRfZLSo1yBW8cO3EemxU=

rrrrr END CERTIFICATE—-

SHA256withRSA

pki@sk.ee

EE Certification Centre Root CA
AS Sertifitseerimiskeskus

EE
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Subject C:

Subject O:

Subject OU:

Subject 2.5.4.97:

Subject CN:

Valid from:

Valid to:

Public Key:

Extended Key Usage

Subject Key Identifier

Authority Key Identifier

Authority Info Access

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject C:

Subject O:

Subject OU:

Subject 2.5.4.97:

Subject CN:

X5095KI

X509 SK |

Service Status

EE

SK ID Solutions AS

TSA

NTREE-10747013

SK TIMESTAMPING AUTHORITY 2022

Fri Dec 31 23:00:01 CET 2021

Fri Dec 31 23:00:01 CET 2027

30'82.‘01:22:30:DD:06'09'ZA'BE'48'86.‘F7.’DD.’01:01 :01 :05.'00.'03:32:01 :UF.'00:3D:BZ:01 :0A:02:82:01:01:00:96:0C:F4: 7F.'1E.'EB:8E.'CF.'50:OE:F6.'85.'9A:41 :C7:22.'EZ:D6:4F:1C:49.'OB.'1 1:
D 89 l7 C 4 C4 38.‘8 81 6E FC C3
: 9C:C1 '8D'C1 :2D:1C:9A 'AE'40‘7E'96'EF.'06:88:04:E3.'21.'AD: 73:10:04.‘83.’AE:8F'AA'95'90'A5:1E:EC.'33.'75:52:94:1C.'98:BS:BE'63'53'EB'

: :25:0C:82. 16 F:84:73:5B:DD:E7:4B:09:1B:A4:95:9C:28:D7:27:28:E9:3F:F2:24:7C:48:C0:7D:FA:85:7E:80:27:FB:35:6E:D5:08:83:E1:91:2F:AD:36:46:4
E‘D5‘07'34'DC'DF'47'51 ‘3C‘BG'48'3F‘02‘03‘01 :00:01

id_kp_timeStamping

B2:75:10:AF:74:03:21:43:37:E2:4B:20:1F:31:58:E7:D4:05:35:07

12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99

http://aia.sk.ee/CA
http://c.sk.ee/EE_Certification_Centre_Root CA.der.crt

digitalSignature - nonRepudiation

SHA-256

27:B3:CD:A7:A2:1E:D1:09:CE:56:A0:A0:D9:95:12:CE:D5:63:64:5B:D8:C0:51:51:7
1:95:7B:6C:90:B0:C2:1A

EE

SK ID Solutions AS

TSA

NTREE-10747013

SK TIMESTAMPING AUTHORITY 2022

snUQr3QDIUM34ksgHzFY59QFNQc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Service status description [eng

undefined,
Status Starting Time 2021-12-27T22:00:24Z
Service Supply Points
Service Supply Point http.//tsa.sk.ee
TSP Service Definition URI
URI [en] https://sk.ee/en/repository/
URI let] https://sk.ee/repositoorium/

1.30 - Service (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2023)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
2023)

Service digital identities

Certificate fields details

Version: 3
Serial Number: 67205934710543798222704146034089873665
X509 Certificate @ - BEGIN CERTIFICATE-----

MIIEWJCC/ IQMo9kZ98qZ 1 F AT/ 9wOBAQsFADBIMQswCQYDVQQG

EwFRTEMCAGATUECaWZOVMaUSVydGImaXRzZW\yaWipe2ticot]czEoMCYGATUEAWWIRUUGO2Vy
deimaWNndGIvbiBDZWS0cmUgUmovdCED0T EVMBYGCSqGS 3DOEJARYICGtpQHNTL mVIMB4XDTly
MTIzMTlyMDAWMVoXDTI4MTIzMTlyMDA UGATUEAWweUOsgVEINRVNUQU1QSUSHIEFV
VERPUKIUWSAYMDIZMRCWEQYD VORhDASOVFjFRSUXMDCONZAXMZEMMAOGAJ UECHWDVENBMRSWGOYD
VQQKDBJTSyBJRCBTb2x1 VMx YTAKVFMIIBI)
AQBAMIBCGKCAQEANef: 51HXAHAVoc7labGuHXp4/rX1cCQhDa/thr >dPiFF6 y+8EAOEzP22Lkr
IXPVybrep3kodxFidaVwdib0ScEEYyLE1gbbtrBdvTXeQIB2IHGZSGHISUNBID/IFvCe/SIAE
S08dRVSX48KRRe8VIAWGEIfXb+8lyff8y0VIcfSveNLIQXKYNB+TxQOf/5+PCTIFezdplzw8p0Z
SlddUzldx2beyspNhAijulcgy/bMULscv8)7YbFKZ4TmsUZHZuQc59MjaljderiwtV/tLBrg30gR
SnDa101+aukiMNOX3FS 76y XIPnwte2I3H 0GrEG YetoyipOK8cOXdwIDAQABoAHgMIHAMAIGALUd
EB/WQEA gNVHSUBAfSEDDAKBG. D Uu

TR73sWFYH5L+mH3
/RDDUA/C7 j wch!KwYBBOUHAOEEZZB/
MBSGCCSGAOL/FBZAEthDdHRwOerYW/thNerV/LDNBME/GCCSGAOUFBIACh/ZodHRwO/&‘vaSz
ay5lZSQFRV9DZX] WZpY. VBLMRIci5jcnQwDQYJKoZIhvcNAQEL

BQAD, COXx Ume/er/5NlN3f7/V426xyTHXIxaxTh3T6ML VOBECxa99/aKTG6, 21N6m/w
E3GSnLVDL5077th/Ras/ylj‘UU;Z&‘ZnDGL4L+L‘1j/W+n5dy6ntUn5DHZth3LanxWLLfyRme
DIEXVHhU65gn2syAUrZ/alzufY++iX0yoWYaMKhgfyz848r+nh-+sK2pVp5rvT57D7x5+xFWDeyLQ
heOHMXy ClyyiIoCha + 364 0QUYBYRMWSA0 L BE 4 TAHIXGUANS iSOGV OdNCtb whoasdaYyujaud
emGCDHKa63iPSXhuD2c/AhiqSesCuRsRCEVNI/ILC51137Q=

Signature algorithm: SHA256withRSA
Issuer E: pki@sk.ee
Issuer CN: EE Certification Centre Root CA

Issuer O: AS Sertifitseerimiskeskus
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Issuer C: EE

Subject C: EE
Subject O: SK ID Solutions AS
Subject OU: TSA
Subject CN: SK TIMESTAMPING AUTHORITY 2023
Valid from: Sat Dec 31 23:00:01 CET 2022
Valid to: Sun Dec 31 23:00:01 CET 2028
Pu bl ic Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9D:E7:EC:D4:7C:40:1C:05:68:73:B2:1A:6C:6B:87:5E:9E:08:AD:7D:5C:0B:D
8:43:6B:F9:62:74:3A:E8:74: :BE:F0:40:10:13:33:F6:D8:B9:2B:AF:13:D5:C9:BA:DE:A7:79:28:77:11:63:E1:A5:70:E2:2E:90:DD:CF:04:63:22:C4:D06:06:DB:B6:B0:78:BD:3C:5F
5 4:B2:8F:. :C9:11:4: 88:0C: 3, 9F:5D:B :27:DF:F: 21:C7:D2:BD:E
:24:Ci :EC:F8:A4:8C:F0:F2:9D:19:48:87:5D:53:39:5D:C7:66: :CA:4D:84:08:A3:BB:57:20:CB:F6:CC:50:BB: +C8:FB:61:B1:4A:
! .083':%%;?;5519:70:55:5F:ED:2C:1A:EO:DC:EA:91:E6:70:EA:D4:E8'BE.6A:EQ:23:30:134:17:DC:54:EB.'EE:25'ES:_?E:7C:2D:7B:69:77:FE:41:AE:10:

Extended Key Usage id kp_timeStamping

Subject Key Identifier B9:34:7B:DE:C5:9F:60:7E:4B:FA:61:F7:FD:10:F4:50:09:42:ED:E8
Authority Key Identifier 12:F2:5A:3E:EA:56:1C:BF:CD:06:AC:F1:F1:25:C9:A9:4B:D4:14:99
Authority Info Access http://aia.sk.ee/CA

http://c.sk.ee/EE_Certification_Centre_Root CA.der.crt

Key Usage: digitalSignature - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: AF:1F:E6:65:62:A3:A7:CE:B9:9A:41:E5:B0:9B:6D:C4:67:49:03:6F:64:1B:2D:ED:1
7:FE:44:75:F2:2B:E6:CO

X509SubjectName

Subject C: EE

Subject O: SK ID Solutions AS

Subject OU: TSA

Subject 2.5.4.97: NTREE-10747013

Subject CN: SK TIMESTAMPING AUTHORITY 2023
X509SKI

X509 sK'I UTR73sWFYH5L+mH3/RDOUAIC7eg=
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Service Status

Service status description [eng
Status Starting Time
Service Supply Points

Service Supply Point

TSP Service Definition URI

URI [en]

1.31 - Service (granted): SK Time-Stamping Authority for qualified electronic time

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.

2022-12-31T22:00:00Z

http://tsa.sk.ee

https://sk.ee/en/repository/

stamps (SK-TSA 2024E)

Service Type ldentifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer C:

Issuer O:

Issuer 2.5.4.97:

Issuer CN:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA

2024E)

168860431470254928716508813509924923249

rrrr -BEGIN CERTIFICATE-----

MIIDjzCC; QfwIWDTXOI is TA jOPQQDA gYDVQQDDAIT
SyBUUOEgQOEgMjAyMOUXFZA' VBgNVBGEMDkSUUkVFLTEWNZQ3MDEZMRSWGOYDVOOKDBJTSyBjRCBT
b2x1 dG/vbnMgOVMXCZAngNVEAYTAKVFMB4XDT/ZMTAWMTEXMZEIOFOXDTMWMDOWMTE XMZEINIow
aDE/M AlUEAwwaUOsgVEINRVNUOUlOSU5H/FVOSVOgMjAyNEUXFZAVBgNVBGEMDkSUUkVFLTE

QYDVQQKDBJTSyBJRCBTb2x1dGIvbnMgQVM) IBgNVBAYTAKVFMFkwEwYHKoZI
Z/DCAOYIKDZ/Z}UDAOCDOQAEE/EST/Ol MsNdMX7X2fCAkHYLZZHZ4/t4pSa4rX5KEvobanI 6kk
ZBldEASZ+OSSrSERVDKAFbCESOZSIUBfE ‘OCA 1UdIwQ' DTO17eZ3wiQ

WARIGENZIrSPMGYGCCSGAQ! FBwEEBFDWWDAnggrEgEFBQconYnaHRGcHMGLyQ]LnNerVlLlNL
XIRTOVIDQSyMDIZRSSKZXIUY3/OMCEGCCSGAQUFBZABh VodHRWOIBUb2NZCC 5zay 12 S 90c2Ew
9Z4GA1UdASEICEKzCBKAY GBACPeQECMIGEMDSGCCe GAOUFBW/BFlgodHchzovL3d3dy5 a2lk
€295dXRpb252LmV1L2VuL 3]l a3 RvenkoaHN FBOCCAJA6DDhUUIUGY2VydGIm
aWNhdGUgaGFzIGjIZW/lgaXdeWVk/GF/Y29yZG/uZyBDbyEOOlAr/HEvbGUeTAWEgNVHSUBAfBE
DDAKB KBAQrBGEFBOCDCDA AGM 92a190C2FfY.
Y3jsMBOGA1 udngowssm5prmrrk£ony/vn yZ/SSXXEUKUzAOEgNVHOSBAfSEBAMCBsAw
CngKole/DEAwlDaAAwZO/wGO/wcH/vgwaanrgDana04BXZ/EOpoTrPOthpDXuB4TF eq0/
;stxnrAPus/A,EA+5Rae1Zeo:/DTngqgsjkyTMoKx75vgso:ewYo;LVpFHGK/nECZauF:cso

rrrrr END CERTIFICATE-----

SHA256withECDSA

EE

SK ID Solutions AS

NTREE-10747013

SK TSA CA 2023E
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Subject C: EE

Subject O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject CN: SK TIMESTAMPING UNIT 2024E

Valid from: Sun Oct 01 13:31:58 CEST 2023

Valid to: Mon Apr 01 13:31:57 CEST 2030

Public Key:
Authority Key Identifier  54.78:c0:34:CE:D7:87:99:DF:08:90:C0:04:7D:18:F3:73:96:BD:CF

Authority Info Access https.//c.sk.ee/SK_TSA_CA_2023E.der.crt

http://ocsp.sk.ee/tsa

Certificate Policies Policy OID: 0.4.0.2042.1.2
CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/
CPS text: [TSU certificate has been issued according to NCP+ policy]

Extended Key Usage id kp_timeStamping

CRL Distribution Points http://c.sk.ee/sk tsa ca 2023e.crl

Subject Key Identifier F4:E6:94:D1:89:34:E4:90:E0:F2:36:7C:99:FF:9E:B1:5F:C5:0A:53

Key Usage: digitalSignature - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 84:E0:29:3A:C6:DE:1C:3C:D1:B4:20:A3:C8:45:3D:27:9D:29:27:50:3C:32:64:59:5

8:35:17:D3:5D:9A:A6:45

X509SubjectName

Subject C: EE

Subject O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject CN: SK TIMESTAMPING UNIT 2024E
X5095K

X509 5K 90al0Yk05JDg8jZ8mf+esV/FCIM=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Service status description [eng undefined

Status Starting Time 2023-11-07722:00:18Z

Service Supply Points

Service Supply Point http://tsa.sk.ee/ecc
TSP Service Definition URI

URI [en] https://sk.ee/en/repository/

URI [et] https://sk.ee/repositoorium/

1.32 - Service (granted): SK Time-Stamping Authority for qualified electronic time

stamps (SK-TSA 2024R)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en]

Service Name

Name [en]
2024R)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 72101065433466638175204307345381995791

X5 09 Cert|f| Cate rrrrr BEGIN CERTIFICATE--

MIIG+2CCBOOC Njdo++yE3RYvac/itjs1D: w 9YDVQQD
DAITSyBUUOEGQOEGMjAyM1IxFzAVBgNVBGEMDK5UUKVFLTEWNZQ3MDEZMRsWGQYDVQQKDBITSy B/
RCBTb2x1dGlvbnMgQVMxCzAIBgNVBAYTAKVFMBAXDTIzMTAWMTEXMzMwMIoXDTMwMDOWMTExMzMw
MVowaDEMCEGAIUEAWWaUOSQVEINR YNUQU1QSUSHIFVOSVOGMIAYNFIXFZAVEGNVEGEMDISUUKVF
LTEWNZQ3MDEzMRswGQYDVQQKDB)TSyBJRCBTb2x1dGlvbnMgQVMXCzAIBGNVBAYTAKVFMIICIAN
BgkqhkiGIwOBAQEFAAOCAG8AMIICCgKCAgEAoON1 wOAzSATOU&‘anBFn+25(+16ijW7KmHGRVMN
HIAAZASWAXT7XATDMRIGICGZaENU]OZ2ENNSYwjufcnMBEBahSCigmendUbjgWAXAFjuzuD33m,

L7UZF 28 Vtiba] VXMBoeIXFISa TYm SWnkNKAWNIGG +QPyIMZRIAG G ImKGUNXDBIzm WcBoAPU
7YHWIWCm g+d/kHSDaxNNLCMIdMAylo/BKUqunbOFZ4 gPSht2LvMmm: lW7ArXHW/+//G/L9RGX/u
nliHCHVBUYGR7L9pzI2GLWFw8b! VPsTubxb733x/+5)JbkyjLUO2TQ2/|scmFIIZp
RgcmumgNngVEm/bm i wszc+LAG, Pyx/DfDWLu;_SgB.;CNuRECUCCIEM/!{A?UEDI\}SBYS

j 5N sRudp)
WMSB+FPqN/HXLOmde]A5ZEfU3aEZXn)<P5daZ"53PARXgCZKpoRPNBHqulaMTakZVDUT/UngsR

JJLWNGOXE YyxYl IrduGYFA/fTMrPGCn+XXnJUx128gyh5AK7p1
KnjnjyhEBuaEDmFIORthS/YSP/+/D+A95UCAWEAAaOCAaowggGmME&GAlL/dleYMBaAFPZStFT[
uXdgODHYIWEENVKepIZMGYCCCsCAQUFBWEBBFowWDAZBagBaEFBQCAOYNaHROCHMGLyojLniNir
LmVILINLXIRTQVO! MDIZUr5kZX/uY3/0MCEGCCSGAOUFBzAEhhVodHRwDerbZNZcCSzay5/

0

2590c2 WgZ4GA1UdIASBIjCBkzCBKAYGBACPegECMIGFMDsGCCsGAQUFBwIBFi9odHRwczovL3d3
dy5za2lkc29sdXi prZSZLmVlLZVuL3]CGQZaXRankaHNhLZBGngngEFBOCCAjAGDD UUlUg
Y2Vyd igaGFzIGJIZW VK ﬁYz9yZG/uZyBobyBoolAr/HBvbG//eTAWBng
HSUBAf EDDAKEggngEFBOCDCD BgNVHRBELDAGMCi i8vY) Szay5/25925190

FY2FMjAyM3Iu Y3]SMBOGA1UdDgOWBBSUR4OUCUCShpn/hL1th57TB+DNTAO (?] NVHQB8BAFSE
BAMCB AwDOYjKDZI VcNAQEMBQADggIBAKGSNmtz7gwFeQwxMeZtSd2g1PhL610T8N33igry2NA8
F51kaRjAd+0WENvm NROSHEp26+Y!FYu/j&‘bfprDLopx/ll/DX+qu35herz7/bX/j nh751
UKTLHl]GCSEGQRPD(ZhZG/Ug\/WU uUQF770Dum+tePuqgBPrvfGfIHw 'bPKEMOtRZL/BiL5md6/
t)VW80Be2nOA4075dK4+D1GJdEeudCV)i9bF5ndNkwXK+EVX8G h4XSMTCSCCB7HaT3/me/WO[
YdTG5dTfeAolpkeuuCcu+1DMp OkaKfEEpmztOWgAxO7zr9HK1nqPNngejVTu/LcwEKEIpqOPED
jCVOmUPBC3IY5T DOxnt3xrbsn58VHﬂhszqumrwvan/VPtDMuX/r/WDu3/rp3 [5imMGGi3KF

351Yq 7tFAnFCx5eFIrlbGmATekFRgxgHv/YNu2b+Ft+yWvygrdY1F)+ 4BnWEr5W3056

/7Y5fsTbEU9]SX]/03WSFanH/BWﬂpUZ/wklHIEKEanHSekCEg/1M4ngEL6XMp6}OYY ‘mZnhYAtV
ruUMS5ijmKu2/rhDCI0Y9a8eg8XKB/gEmBT|Ux3L2FBD150kUvvhg2hYBF7nuDK1Q8AXGiYVSIXT
mi3edkinjM/vgZy1ldWG1IDytkzOuCom

rrrrr END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer C: EE

A time-stamping generation service creating and signing qualified time-stamps tokens.

SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA
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Issuer O:

Issuer 2.5.4.97:

Issuer CN:

Subject C:

Subject O:

Subject 2.5.4.97:

Subject CN:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Authority Info Access

Certificate Policies

Extended Key Usage

CRL Distribution Points

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject C:

Subject O:

SK ID Solutions AS

NTREE-10747013

SK TSA CA 2023R

EE

SK ID Solutions AS

NTREE-10747013

SK TIMESTAMPING UNIT 2024R

Sun Oct 01 13:33:02 CEST 2023

Mon Apr 01 13:33:01 CEST 2030

30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01 1 0:03:32:02:CIF.'00.’30:BZ:DZ:UA.’DZ:BZ:DZ:UI.'00.'A2:89:F5.'C1.'DD:33:48:04.‘DO.‘53.'CA:CS:9F:C1.'E7.'FE:60'6D'F8.'BE:98:27:25:
EB ZA 61:1 CG 45 :53:0D:84:. 807%0 D8:0D:FO:E1: 7A FB 5C E9:351:19.'45:88:24:19:68.‘43:54:2%‘ C.F6: :7 :79:6. 4' 2. 6E: 7| ng E2'107:CO.'60:87:9 520 2.6E:A. FCB 96553:81:6531 7:00

:E
A:59. 4:5B:9D. 6:D3:F5 :F8. 2C:E£9:98:99:D2:40:E F:53:7, 19:E. C:04: 6:84

EA:2C:9D:68:31:36:A4:66:F0:EE:4F:FB:9B:1A:0B:11:8C:! 92 F0:36:A4:31:7D:: 9D 9B:82:E3:DB:, F5 DF . 5D CZ C6:. 32 C5:85:9C:F3:92:DA: 64:5D:1F:F5: 47AD DB:86:61:F0:3F:7D:33:. ZB 3

C:60:A7:F9:75:E7:25:4C:75:67:C8:32:87:90:0A:EE:9D:4D:2A:72:67:27:28:44:06:E6:84:0E:61:65:D1:1C:89:87:98:D8:E4:FF:FE:94:3F:80:F6:C5:02:03:01:00:01

FD:B9:B4:54:ED:B9:77:60:D1:B1:ED:26:25:84:12:15:4A:7A:92:19

https://c.sk.ee/SK_TSA_CA_2023R.der.crt
http://ocsp.sk.ee/tsa

Policy OID: 0.4.0.2042.1.2
CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/
CPS text: [TSU certificate has been issued according to NCP+ policy]

id_kp_timeStamping

http://c.sk.ee/sk_tsa ca 2023r.crl

AE:47:83:AE:70:E7:2C:86:99:FF:84:BD:69:2E:D4:BB:4F:CF:8E:35

digitalSignature - nonRepudiation

SHA-256

63:B3:7B:65:60:C9:AA:F7:23:75:5C:CE:A7:C4:EA:94:32:DD:B7:A5:06:F3:4D:C6:1
4:43:45:3B:B2:92:D8:4A

EE

SK ID Solutions AS
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Subject CN: SK TIMESTAMPING UNIT 2024R

X509SKI

X509 SK | rkeDrnDnLlaZ/459aS7Uu0/PjjU=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description  [en] undefined.
Status Starting Time 2023-11-07T22:00:00Z
Service Supply Points
Service Supply Point http://tsa.sk.ee/rsa
TSP Service Definition URI
URI [en] https://sk.ee/en/repository/
URI let] https://sk.ee/repositoorium/

1.33 - Service (granted): KLASS3-SK ORG 2021E qualified certificate for electronic seal

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity
and other attributes verified by the relevant registration services.

Service Name
Name [en] KLASS3-SK ORG 2021E qualified certificate for electronic seal

Service digital identities

Certificate fields details

Version: 3

Serial Number: 42010896843128761610373496924326336500

X509 Certificate @ = — BEGIN CERTIFICATE-----
MIID/'DCCAquAleAgIOH55B1c4ZTj1hWvEFaROXQDAKngqhijPOODAzBmMOSWCOYDVOOGEW}F
RTEbMBKGAIUECgw5U0sgSUQgU29sdXRpb25zIEFTMRcwFQYDVQR hDA5OVFjFR$0XMDCUNZAXMZEh
MBEGAIUEAWWYUOSQSUO U295dXpr25 IFJPT1QgRzFFMB4XDTIxMTAwWNDE) ;XMIoXDTM2MTAw

IDEyMTgxMlowZzELMAKGA1UEBhMCRUUX! zAZBgNVEAoME/NL/EIEIFvaHVO‘:aWgucyBEUzEXMBUG
AlUEYQWOT/RSRUUtMTAiND wMT] IEIE| yBPUkcgMjAyMUUW
deOBgthijPUIBCgUrgDOAI NIAAT5UvaY266yX5dk/0gGOVy4WlMFX/WgXW_?qQaququDU
YUPRHEM/fTUIIXY5P( erEhdqu UdP/UbeOs6M60TptGU9 ng7/Y9U<4pr/P +/3/ z1JHMqq3
JCktyUWjggi VHSMEGDAW. AngNVHO4EFgOU
//nn/EN4/+w5w4Sac4D/l0 alCgWDgYDVRDPAOH/BAODAgEGMBIGA1UdEWEB/WOIMAYBA BCAQAW
bQYIKwYBBQUHAQEEY TBfMCAGCCsGAQUFBzABhhRodHRwOIi8vb2NzcC5zay51ZS9DQTA7BggrBgEF

BQCcwA oYvaHROcDovL2Muc25uZWUvU0tf5URfUZQstREDZSZXUPTlRfRzFFLmR/c/S/an? wLwYD
VROfBCgwJjAkoCKgllYeaHROcDovL2Muc2suZWUvUOt1 'FOHMUUUY3/sMFAGA1UdIARIMEcw
RQYEVROgADA9MDsGCCsGAQUFBwIBFi9odHRwczovL3d3dy5za2lkc29sdXRpb25zLmVI1L2VuL 3)I
cGQzaXvankvOlBTLzAKngqhk/OPOODAWOB/WAwgYCCOXO/W72bO/ZIOZprngST/FqBPOE/NO
YbWV+TSenzGfqT6aQjHTZImigRQeEXwI7kXLSD3wN/g9ILQIOk1d. 0OVtVzjr+43e8l
Fl4Cot5wPywcmlI042EtuAT1S)710kIU0aQZ6ZPj3pnl+5wX+265753MznY97AdwpGVEADKE=

rrrrr END CERTIFICATE-----

Signature algorithm: SHA384withECDSA

EESTI (ESTONIA) - Trusted List ID: EEO001 Page 142



Issuer CN:

Issuer 2.5.4.97:

Issuer O:

Issuer C:

Subject CN:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Subject Key Identifier

Basic Constraints

Authority Info Access

CRL Distribution Points

Certificate Policies

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject 2.5.4.97:

Subject O:

SK ID Solutions ROOT G1E
NTREE-10747013

SK ID Solutions AS

EE

SK ID Solutions ORG 2021E
NTREE-10747013

SK ID Solutions AS

EE

Mon Oct 04 14:18:12 CEST 2021
Sat Oct 04 14:18:12 CEST 2036
30:76:30:10:06:07:24:86:48:CE:3D:02:01:06:05:28:81:04:00:22:03:62:00:04:F;52-F2:5 363 6E-86:C0: TE:5D:00:83:AC.BC/63:AF CB:85:85:30:55:E3:5:05:D6:DE AF.5AA9:3D:72:88

:43:94:CA:E3:E7:1E:D9:BF:7D:35:22:21:76:39:3C:25:6F:88:18:5D:AA:E6:D4:74:FF:D4:F5:BC:4E:B3:A3:3A:A1:3A:6D:19:4F:52:26:04:3B:25:8F:6D:2B:81:DB:A4:93:E4:F8:9D:C8:CF:52:4
7:32:AA:B7:24:29:2D:C9:45

86:74:4F:3A:EB:38:F2:B0:A7:EE:ED:B9:85:9B:9D:83:09:45:31:6B

FC:89:E7:FC:43:78:FF:EC:2C:C3:84:A8:A3:80:E3:23:48:1A:D4:28

IsCA: true - Path length: 0

http://ocsp.sk.ee/CA
http://c.sk.ee/SK_ID_Solutions ROOT_GI1E.der.crt

http://c.sk.ee/SK_ROOT_GI1E.crl

Policy OID: 2.5.29.32.0
CPS pointer: https://www.skidsolutions.eu/en/repository/CPS/

keyCertSign - cRLSign

SHA-256

EC:57:02:F3:9E:83:5E:12:DA:BE:D3:F3:19:E3:41:1E:78:37:74:98:C2:11:A7:E1:DC
:5C:37:6E:F1:74:C3:81

SK ID Solutions ORG 2021E

NTREE-10747013

SK ID Solutions AS
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Subject C: EE

X5095KI
X509 SK /Inn/EN4/+wsw4S004Djl0galCg=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.

Status Starting Time 2024-10-17T01:00:00Z

1.33.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.33.2 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description  [enj

undefined.
Criteria list assert=all
Key Usage [ nonRepudiation ] ¢y o
Policy Identifier:
|dentifier [ODASURN T rn;0id:0.4.0.194112.1.3
Description Any certificate that is issued under the CA/QC Sdi certificate and

that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy Policyldentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.33.3 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description  /en) it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ] true

Key Usage [ nonRepudiation ] false
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Description

1.33.4 - Extension (critical): Qualifiers [QCStatement]

Qualifier type description  [en;

Any certificate issued under the CA/QC Sdi certificate and is
issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all
Key Usage

[ nonRepudiation |

Description

1.33.5 - Extension (critical): Qualifiers [QCForESeall

Qualifier type description  [en undefined.
Criteria list assert=all

Key Usage

[ nonRepudiation |

Description

1.33.6 - History instance n.1 - Status: granted

Service Type Identifier

Service Name
Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject O: SK ID Solutions AS
Subject C: EE
X509SKI

true

All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

true

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

KLASS3-5K ORG 2021E

SK ID Solutions ORG 2021E
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X509 sK1 /Inn/EN4/+wsw4S004Djl0galCg=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-02-08T05:00:41Z

1.33.6.1 - Extension (critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.33.6.2 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description  [en;

undefined.
Criteria list assert=all
Key Usage [ nonRepudiation ] ¢y
Policy Identifier:
|dentifier [ OIDASURN ] urn:0id:0.4.0.194112.1.3
Description Any certificate that is issued under the CA/QC Sdi certificate and

that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy Policyldentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.33.6.3 - Extension (critical): Qualifiers [QCForLegalPerson]

Qualifier type description  fen) it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ]

true
Key Usage [ nonRepudiation ] /¢
Description Any certificate issued under the CA/QC Sdi certificate and is

issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.33.6.4 - Extension (critical): Qualifiers [QCStatement]
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Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Description All certificates issued under this CA/QC service that have

nonRepudiation bit set exclusively are issued as qualified

certificates
1.33.6.5 - Extension (critical): Qualifiers [QCForESeal]
Qualifier type description  [op; undefined.
Criteria list assert=all
Key Usage [ nonRepudiation ] 1o

Description

1.34 - Service (granted): KLASS3-SK ORG 2021R qualified certificate for electronic seal

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [en] KLASS3-SK ORG 2021R qualified certificate for electronic seal

Service digital identities

Certificate fields details

Version: 3

Serial Number: 104631294886120067599766131374780892342

X509 Certificate @ — BEGIN CERTIFICATE——
MIIGszCCl EjugAleAg/OTrdEH/kVROFh WvLs8/Tt E('/ANBgkqhk/GQWGBAOWFADEmMOswCOYDVOO
EwJFRTEbMBKGA1UECgwSU0sgSUQgU29sdXRpb25zIEFTMRcwFQYD! ORhDASOVFjFRSUxMDc[)NzAX
MzEhMB8GA1 L/EAwaUOs gSUQgU29sdXR, b252IF/PT1 QgRzFSMB4XDTI; él/ ‘MFoXDTM2
MTAWNDEyM/YyMFoWZzELMAk A1 LIEE CRUL/szAZBgNVEAoMEINLIEIE/FvaHVOa ucyBBUZEX
MBUGAlUEYOWOT/RSRUUtMTAS yBPUkcgMjAy
MVIwggliMAOGCSqGS| UAA4ICDWAWg /KADICAOCVSCEZz+x5h2xE03R4 IFijszuRk

HXs0xI gVHNh GBWZhEN/dtLBH/PVTlPDEauE)lsmSgIN/M/rstdbuYVBquXlEf+1//g0M KaLEObIw
9z/BXhBgRDMXjGdqlv24MnPx5110gTb2G7pBauks \/TIOKWnCMlCVCBAAEZW/XHRGNVB7B/CACBEU
9/DA4hZZ1/my0Z+d+Fdh2YN( ngWEIBS 3UV016QMas2g8mL5vsp/0Viy4dHAX5Gw+XwUmU+HKqdt
HfD/WDz[TdUafOPdrbtofl/vl/9Ft 9CpBXxL/PdgC798VnK3/saUWGw/Kth?coT+6u/GSvERGCe

yL qDZ7Zp7i YCFWIQVoCyQKTjvZxtOIxAcVavvgXa+v
XXSESyO YF7ka5PZB5/X9]mX70HBHEPE1CLarXYA)MLLP 3FqtMiX2wVqv5HEFKUEBQ6XgmCcQW
Mbjl51xHBrMOD51ah0s. 3W9bq6NT/BsHsz+fSFC/R/ 4Jq70F N ymAOhD4+rbrlxgpk13W1 iA2mL
yPT5Bwa2fEGMX[WXF/7y2ETZXN/mW3 C QHRYe, XSQ/ngllXIR TCZAOMkw8Z8E56PyXbNn

HGAOMg YQ7yXFXzESEJaJ7mBZI5 A hZPH wwwIDAQABo4IBWj CCA wHwYDVROjBBgw
;zﬁ’ Lé/gZEg}i/Cpprmdt/B/jpa/L wolsOw OYDVRUDBE YEFOLGph/goLUSo Wgsel EabZHyK Y2MA4G

WOl AGAQ GCCSGAQUI
BUCWAYYUaHRﬂCDovLZQ]CSALl(25LlZWUVODEWDWYIKWYBBOUHMAKGLZhDdHAﬁLyQ/LnNerV?LINL
XOIEXINvbHVOaW9uc. 195T09L/XOCXU/SKZX/UY_?/UMC&GAlUdeO MCYwJKAioCCGHmMhOdHA6LY9j
LnNILmVILlNLXl PTlRfRZFSLmNyb BQBg| NVHSAESTBHMEUGBFUdIAAWPTA7ngrEgEFEOECARYV
aHROcHM6Ly93d3cu HNvI HVOaWQuCgSIHSQ/brQyZXBv(Z/Ob.?jSLDN IQUy8wDQY]Ko.

rﬁ’ 074rBXo+wQnCh nbtpWZSdngqMKtEhDj’hAvy7527odXThZ/9fLPquw9
CI5NSeGz6e5HGc25804kYzhymMLF7Hyne2S50Vvij25XMtXOR23MGC4Yn1ogZXNPlaZULvty/1Uz
SLbédGandeWTEPjPSkXHSICM7DZM2W fAjPRW90WThSZAh6CS/KN//7TO]YMDYknOPTESIUV3
3YiB7xL5wV/9ymoMO03IvZ0ewOktY1YNsfrdeb3FfcFmCiXMRmPYbdncxBvyzLXxHoZtZJq2y3SHp
Pb1fgWv+LQC6+c3YeEYYyzNVwCgpdOpvr3QU6imr2H8elcKCe5unD+gJFZC4+ITcF56RLQ/uzddw
ez+QYjWylg9ZEwfvZZ0OqoWzvhxNIgr2yUs8cPV6rK3I+STVvS4BgwsGQIVrbddwlINHDVHbO3h6z
Sk/qL/hYcAHWCHzptb/HSGDVs/SSmZ/kn/rx!BMuDXPIShZPosaVq 7dI+2Sl/rpDTwyPlfnwdV8

VKS6mB1yc7HZpn29ESpIBT! qOB17It QC avUnmDALqZq2qBg878WF
SEDSBTE X2 Fa N9hu/2YzqG af 3GHZ1gNiikXYeUwygZmaqOj8tbX+thc

E+XU/HSLWIHR

----- END CERTIFICATE-----
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Signature algorithm:

Issuer CN:

Issuer 2.5.4.97:

Issuer O:

Issuer C:

Subject CN:

Subject 2.5.4.97:

Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Subject Key Identifier

Basic Constraints

Authority Info Access

CRL Distribution Points

Certificate Policies

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

SHA384withRSA

SK ID Solutions ROOT G1R

NTREE-10747013

SK ID Solutions AS

EE

SK ID Solutions ORG 2021R

NTREE-10747013

SK ID Solutions AS

EE

Mon Oct 04 14:26:20 CEST 2021

Sat Oct 04 14:26:20 CEST 2036

g :97:B3:

2:99. 0D:62.0. F4:F9:05. 'DI:F. C4:5. 13:CD:7. F8:F8:2, 07:45:87:97:B. Bl :62:5E:24:72:4C:26:40:D00:C9:
30:F1:9F:04:E7:A3:F2:5D:B3:67:84:7E:80:38:C8:3B:4B:56:10:EF:25:C5:5F:31:12:10:96:89:EE:60:59:97:98:CF:83:8B:7F:15:38:73:3C:79:FO.

D:6.
03:01:00:01

95:0D:B7:64:18:C2:A6:9B:66:76:D8:FC:FC:9A:5A:24:BC:28:D6:CD
E2:C6:A6:18:E0:A0:B2:49:F2:85:A0:B1:ED:44:F1:BD:87:C8:A6:36
IsCA: true - Path length: 0

http://ocsp.sk.ee/CA
http://c.sk.ee/SK_ID_Solutions_ ROOT_GI1R.der.crt

http://c.sk.ee/SK_ROOT_GIR.crl

Policy OID: 2.5.29.32.0
CPS pointer: https://www.skidsolutions.eu/en/repository/CPS/

keyCertSign - cRLSign
SHA-256

B6:82:82:50:C1:9C:96:10:4A:AA:F3:09:28:C4:0C:CE:D2:61:8F:B5:55:C5:E9:B5:1
4:A1:7C:13:7C:8F:56:BA

SK ID Solutions ORG 2021R
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Subject 2.5.4.97:
Subject O:
Subject C:

X509SKI

X509 SK |

Service Status

Service status description [en]

Status Starting Time

1.34.1 - Extension (not critical):

NTREE-10747013

SK ID Solutions AS

EE

4samGOCgsknyhaCx7UTxvYflpjY=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.

2024-10-17T01:00:00Z

additionalServicelnformation

AdditionalServicelnformation

URI

[en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.34.2 - Extension (not critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description  [enj

Criteria list assert=all

Key Usage

Policy Identifier:

Identifier

Description

undefined.

[ nonRepudiation ] true

[ OIDASURN ] urn:0id:0.4.0.194112.1.3

Any certificate that is issued under the CA/QC Sdi certificate and
that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy Policyldentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.34.3 - Extension (not critical): Qualifiers [QCForLegalPerson]

Qualifier type description  [en;

it is ensured by the trust service provider and controlled (supervision model) or audited
(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage

[ nonRepudiation ] true
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Key Usage [ nonRepudiation ] £ /ca

Description Any certificate issued under the CA/QC Sdi certificate and is

issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.34.4 - Extension (not critical): Qualifiers [QCStatement]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] 1o

Description All certificates issued under this CA/QC service that have

nonRepudiation bit set exclusively are issued as qualified
certificates

1.34.5 - Extension (not critical): Qualifiers [QCForESeal]

Qualifier type description  [en; undefined.
Criteria list assert=all
Key Usage [ nonRepudiation ] ¢y
1.34.6 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name

Name [en] KLASS3-S5K ORG 2021R
Service digital identities
X509SubjectName

Subject CN: SK ID Solutions ORG 2021R

Subject 2.5.4.97: NTREE-10747013

Subject O: SK ID Solutions AS

Subject C: EE
X509SKI
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X509 sK 4samGOCgsknyhaCx7UTxvYflpjY=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-02-08T05:00:37Z

1.34.6.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSeals

1.34.6.2 - Extension (not critical): Qualifiers [QCQSCDStatusAsInCert]

Qualifier type description  [en;

undefined.
Criteria list assert=all
Key Usage [ nonRepudiation ] ¢y
Policy Identifier:
|dentifier [ OIDASURN ] urn:0id:0.4.0.194112.1.3
Description Any certificate that is issued under the CA/QC Sdi certificate and

that is issued as a QC (i.e. containing a QcCompliance
statement) and having its Certificate Policy Policyldentifier OID
set as 0.4.0.194112.1.3, is to be considered as supported by a
QSCD. They are issued for digital stamping according to eIDAS
regulation

1.34.6.3 - Extension (not critical): Qualifiers [QCForLegalPerson]

Qualifier type description  fen) it is ensured by the trust service provider and controlled (supervision model) or audited

(accreditation model) by the referenced Member State (respectively its Supervisory Body or
Accreditation Body) that all Qualified Certificates issued under the service (RootCA/QC or CA/QC)
identified in "Service digital identity" and further identified by the filters information used to
further identify under the "Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the issuance to Legal Person ARE
issued to Legal Persons.

Criteria list assert=atLeastOne

Key Usage [ nonRepudiation ]

true
Key Usage [ nonRepudiation ] /¢
Description Any certificate issued under the CA/QC Sdi certificate and is

issued as a QC (i.e. containing a QcCompliance statement) is to
be considered as issued to a Legal Person

1.34.6.4 - Extension (not critical): Qualifiers [QCStatement]
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Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Description All certificates issued under this CA/QC service that have

nonRepudiation bit set exclusively are issued as qualified
certificates

1.34.6.5 - Extension (not critical): Qualifiers [QCForESeal]

Qualifier type description  [op; undefined.

Criteria list assert=all

Key Usage [ nonRepudiation ] 1o

1.35 - Service (granted): EID-SK-Q 2021E qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [en] EID-SK-Q 2021E qualified certificates for electronic signatures

Service digital identities

Certificate fields details

Version: 3
Serial Number: 161893725775996041986690601031977427171
X509 Certificate @ — BEGIN CERTIFICATE--
MIIDizCCAuygA W/EAgIOech&OtIquh Wu 7911Bg4zAKBggqhkjOPQQDAzBMMQswCQYDVQQGEwWJF
RTEbMBKGAIUECqwSU0sgSUQGU29sdXRpb25ZIEFTMRCWFQYDVORRDASOVFJFRSOXMDCONZAXMZED

9sd,
MBSGAIUEAWWYUDS?SUD U295dXRpb25zIF|PT1QgRzFFMB4XDTIXMTAWNDEYMDKkwNFOXDTM2MTAw
NDEyMDkwNFowaTELMAK( A1UEEhMCRL/UszAZBgNVEAnMEINL/EIE/FvaHVDaW9ucyEEL/zEXMEUG
A1UEYOWOT/RSRUUtMTASNDCWMTM jD UQtUSAyMDIx
RTB2 d RXH/EqukZ/thFE/YTAU79CeOht/CvdME5
AaGKUGDblox+ssirWmh5mCkbpyWJmsiqYhn3qyKmfmCdmjB09rOdKwz522D1m+UWFDQnwKVD/LBFi
fq2WMJQOj60CAVowggFWMB8GA1UdIwQYMBa AF/ZUTZIIOPKWp+7[uYanYMjRTFrMBOGAlUdD QW
BBTolOaPYRI99x/BLk/8FI8tC4LYHDAOBgNVHQ8BAfSEBAMCAQYWEGYDVROTAQH/BAgwBgEB/wIB
ADBtBggrBgEFBQCBAQRhMF8wIAYIKwYBBQUHMAGGFGhOdHAGLYIvY3NwLNNrLmVILONI MDSGCCSG
AQUFBzAChi9odHRwOI8vYy5zay5IZS9TS19JRFITb2x1dGIvbnNfUKIPVFIHMUUUZGVyLmNydDA
BgNVHRBEKDAMMCSglqgAghh50dHRwOI8vYy5zay51ZS9TS19STO9UXOCXRS5jcmwwUAYDVRO BEkW
RZBFBgRVHSAAMDDWDWY/KWVEBQUHAQEWLZh dHBz0i8vd3d3LnNraWRzb2x1dGlvbnMuZXUvZW4v
cmVwl A4GMADCBIAJCANCDgGXZtAk}GVulLDyXKPqe7DIW
D/kDVGGR3005YXB4FDm9X5/C/KUSOLu

3Wly
7ezlIxciQkKV40ODVK: +fo/PEa3C/3Sbhsg OnUO/DandSsyDuxA YzXJQD3XqzO+ OpYFquDuX s/Ek—

----- END CERTIFICATE-----

Signature algorithm: SHA384withECDSA
Issuer CN: SK ID Solutions ROOT G1E
Issuer 2.5.4.97: NTREE-10747013
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Issuer O: SK ID Solutions AS

Issuer C: EE

Subject CN: SK ID Solutions EID-Q 2021E

Subject 2.5.4.97: NTREE-10747013

Subject O: SK ID Solutions AS

Subject C: EE

Valid from: Mon Oct 04 14:09:04 CEST 2021

Valid to: Sat Oct 04 14:09:04 CEST 2036

Public Key: O 42 1000 a0 04 20,0139

1:62:7E:AD:96:30:94:0E:8F

Authority Key Identifier 86:74:4F:3A:EB:38:F2:B0:A7:EE:ED:B9:85:98:9D:83:09:45:31:6B
Subject Key Identifier E8:94:E6:8F:61:12:3D:F7:1F:C1:2E:4F:FC:14:8F:2D:0B:82:D8:1C
Basic Constraints IsCA: true - Path length: 0

Authority Info Access http.//ocsp.sk.ee/CA

http://c.sk.ee/SK_ID_Solutions ROOT_GI1E.der.crt
CRL Distribution Points http://c.sk.ee/SK_ROOT GIE.crl

Certificate Policies Policy OID: 2.5.29.32.0
CPS pointer: https://www.skidsolutions.eu/en/repository/CPS/

Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 3B:35:5E:9B:66:4D:F0:FA:3F:CC:92:22:72:5A:94:11:D7:22:07:E3:18:AC: 9E:F1:02

:8B:21:1F:E0:3A:10:52

X509SubjectName
Subject CN: SK ID Solutions EID-Q 2021E
Subject 2.5.4.97: NTREE-10747013
Subject O: SK ID Solutions AS
Subject C: EE
X5095KI
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X509 5K 6/Tmj2ESPfcfwS5P/BSPLQUC2Bw=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
Status Starting Time 2024-10-17T01:00:00Z

1.35.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.35.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  /enj it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation | true

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.35.3 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
Service Name
Name [en] EID-SK-Q 2021E qualified certificates for electronic signatures

Service digital identities

X509SubjectName
Subject CN: SK ID Solutions EID-Q 2021E
Subject 2.5.4.97: NTREE-10747013
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Subject O: SK ID Solutions AS

Subject C: EE
X5095KI

X509 SK1 6/Tmj2ESPfcfwS5P/BSPLQUC2BW=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2024-10-17T01:00:00Z

1.35.3.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.35.3.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  /enj it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true

Policy Identifier:

dentifier [ OIDASURN ] urn:oid:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Policy Identifier:

dentifier [ OIDASURN ] urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.35.4 - History instance n.2 - Status: granted
Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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Service Name

Name [en]

Service digital identities

X509SubjectName

Subject CN:

Subject 2.5.4.97:

EID-SK-Q 2021E

SK ID Solutions EID-Q 2021E

NTREE-10747013

Subject O: SK ID Solutions AS

Subject C: EE
X509SKI

X509 SK1 6/Tmj2ESPfcfwS5P/BSPLQUC2Bw=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2024-02-08T05:00:01Z

1.35.4.3 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.35.4.4 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  /enj it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] true
Policy Identifier:
Identifier [ OIDASURN ] urn:0id:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Policy Identifier:
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Identifier [ OIDASURN ] urn:o0id:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have

nonRepudiation bit set exclusively are issued as qualified
certificates

1.36 - Service (granted): EID-SK-Q 2021R qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name len] EID-SK-Q 2021R qualified certificates for electronic signatures

Service digital identities

Certificate fields details

Version: 3

Serial Number: 74648445287730236357292690862873975317

X5 09 Certlfl Cate = BEGIN CERTIFICATE-—-

MIIGtTCCBJ2gAwIBAgIQOCIEgffi3n9hWvHCGo8aFTANBgkghkiGIwOBAQWFADBMMQswCQYDVQQG
ijFRTEbMBkGAlUECgW U0sgSUQgU29sdXRpb25zIEFTMRcwFQYDVQRhDA5OVFJFRSOXMDCcONzAX
MB8GA1UEAwWwYUOsgSUQgU29sdXRpb25zIFJPT1QgRzFSMB4XDTIXMTAWNDEYMjEyMIoXDTM2
MTA WNDEyMjEyMlowaTELMAKGA1UEBhMCRUUXGzAZBgNVBAoMEINLIEIEIFNvbHVO0aW9ucyBBUZEX
MBUGA1UEYQwOTIRSRUUtMTA3NDcwMTMx/DAIBgNVBAMMG 1NLIEIEIFNvbHV0aW9ucyBFSUQtUSAy
MDIXUJCCAilwDQ Y/KOZ/IWCNA QEBBQA Dgg/PADL‘CAgoL‘gg/BAMWﬁerCsL/zKKXHy7el T/8tzpQzc
EDt8IhIf]53+KELujxXOhdVk550Pvv3YObSvXjhvGpaaOOMRXxwQCBxXFv5qQ3ZGtvc8UydBpxpKi/
VHI3CUAXmPitj 7/Cx7cH 7+2TOYyE41 RTZbRpsszZLM lckjaSD+CeESt aSZ/23L W/MXbegtmOo
orU68fq82HUOquv5 NZN/OdshDEZeDR veEBkATyp4 CTZL‘/yUKS/erszDAtvuZhA ul6w84b
7 t7)gY> r1Y8imr+3T4byRZIL3
HK4/33qo+4/czs,y7ubMprzsnchGFx59mD/aonzu sgp/auéslsjmoomsxs o/soagxxr
/nbJzgROs/KrrCUI20d4j0e79PT532wVeQhWc8+ethQdOsjLEV/1tRA5SqLGIBmv/+IPRVPAIK86
kS110P/PWKVU2kH5loaYmhzIqLTp/irOyFjS+0T50cf8UuBFazomdhPHNcy6PmaOQnV7rE9ZOFiV
FiZLPfcSBmnCW9Zeeq05kvljbDmjnjmYihyQwcOQrdiln458bPPFm1 8gxlvvn8mjAr/823 7WNEAD
GSZH/4XL1+LSdOTHljDOKw/nzVGc/&H/SCy,?trx/ 7UBVmSMNZAgMBAAG/gfiFaM//B VJAfBgNVHSME
WZT/ Fg yViDntwvVH12J+c6YD1YYw
DgYDVRGPAOH/EAODAQEGMBIGA] UdEWEB/WO/MAYEAfSCAOAWbOY/KwYEEOUHAOEEYTBfMCAGCCSG
AQUFBzABhhRodHRwOIi8vb2NzcC5zay51ZS9DQTA7BggrBgEFBQcwAoYvaHROcDovL 2Muc2suZWUv
UOthURfUZQSdXRé]bZSZXUPTlRfRZFSLmR/ClS/CnOWLWYDVROfBCgW//AkDCK 1lYeaHROcDov
L2Muc2suZWUvUOtfUK9PVFIHMVIuY3JsMFAGAL UdlAR/MEcwROYEVROgADA MDSGCCSGAOUFBWIB
Fi9odHRwczovlL3d3dy5za2lkc29sdXRpb25zLmV1L2Vul 1BTL.
QWOBAOWFAAOCAQEAGLWE39b3tLZ/KY]E/R55D9hP2VyROS\/QthKNa+DrVXVvagRKEu1LOUbyS+

[

Bu3h04HtzxS+smrLKVTCK7cQ) XjCknzalpgl5Z4R:
7Iv3N700FCWIDtK/PINGNXICC/BKNSGarjolp: undsTBdBlPHNTodZoLZhrRGKO/63AhWa4NCX
RIU9972KL ,k ARDKI FSe7SD: /YbDOpN+PKvyumlderOEDyu2w1/+quz/k
RDIFE57IH SD. NGLCtFs2jDiQCex]

f8FWW40h/HquAnz4Yb4ShWKN6ATe45q/ao7ee+rzz5/hh WwM OOyLTeka+ PLoSTqj1 VankRYLe
ynKDAEN4brXPOKzenSGUS5Ywk 0TVfM4L7m5xYrsDyr+4PYWQ+RrThthUXHISEIKFOxVBchdC
qn/09TXedtzxUsxMbDrgkNz9B. vQcCTX5UrzBEzp7vd
0YM+Lexde+ZuCnl/hOwDezTUBTnO/WA/TqB+YrEVycGKgrOka+DKh/MTL/qnuaSQVW7oMEquFU
ILImHvppaa+1Aks=

————— END CERTIFICATE-----

Signature algorithm: SHA384withRSA

Issuer CN: SK ID Solutions ROOT G1R
Issuer 2.5.4.97: NTREE-10747013

Issuer O: SK ID Solutions AS

Issuer C: EE

Subject CN: SK ID Solutions EID-Q 2021R
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Subject O:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Subject Key Identifier

Basic Constraints

Authority Info Access

CRL Distribution Points

Certificate Policies

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject CN:

Subject 2.5.4.97:

Subject O:

Subject C:

X5095KI

X509 SK |

Service Status

Service status description

[en]

SK ID Solutions AS

EE

Mon Oct 04 14:21:22 CEST 2021
Sat Oct 04 14:21:22 CEST 2036

30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:CC:3A:C2:02:C2:B1:4C:CA:29:71:F2:ED:ED:53:FF:CB:73:A5:0C:DC:10:3B:7
C 22 12:. 1F.27.9D.FE.28.42.EE.BF:15:CE:85:D5:64‘E5:2A:UF.'BE:FD:DS:39'BA.'AF:5E:38:6F:1A:96:9A:3B: 3:11.'C7.'04:02:07:11.'6F.'EE:A4:37:64.GE:EF'73.'C5.'32:74:1A:71.‘A4:A8:BF:54:7

FHRs s
:22:4F: :38:FF: iF : :C7: E66:8E:42:75:7
BACAF:50:38.58:95 1626 4B:3DF7:12:06:69:C2:56-D6:5E:TA-AD: 30:02-F0:63:6-30:80:OF 3098 .8A"1C-00-C1:C 3:90:AF 88/88:9F BE 7C-6C:F3:C5:98:5F-20Co55:55:0FC0:80.00.2
F:FC:67:7E:F0:36:D0:03:19:2D:87:8F:8C:5D:F8:B4:9D:41:31:E2:24:33:8A:C2:59:F3:54:67:3F:F0:72:39:08:2D:ED:8B:18:BB:53:CB:E6:48:C3:77:02:03:01:00:01

95:0D:B7:64:18:C2:A6:9B:66:76:D8:FC:FC:9A:5A:24:BC:28:D6:CD

A5:6F.E2:7E:4C:95:88:39:ED:C2:F5:47:D7:62:7E:73:A6:03:D5:86

IsCA: true - Path length: 0

http://ocsp.sk.ee/CA
http://c.sk.ee/SK_ID_Solutions_ ROOT_GI1R.der.crt

http://c.sk.ee/SK_ROOT_GI1R.crl

Policy OID: 2.5.29.32.0
CPS pointer: https://www.skidsolutions.eu/en/repository/CPS/

keyCertSign - cRLSign

SHA-256

08:9D:D3:35:25:CC:B9:96:C5:F1:DE:BE:DD:C1:7F:1B:3C:0C:4D:F1:7C:9A:99:3A:
32:CA:05:57:01:47:BF:03

SK ID Solutions EID-Q 2021R

NTREE-10747013

SK ID Solutions AS

EE

pW/ifkyViDntwvVH12]+c6YD1YY=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

undefined.
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Status Starting Time 2024-10-17T01:00:00Z

1.36.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.36.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ]

true

Policy Identifier:

Identifier [ OIDASURN ] urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.36.3 - History instance n.1 - Status: granted
Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [en] EID-SK-Q 2021R qualified certificates for electronic signatures

Service digital identities

X509SubjectName
Subject CN: SK ID Solutions EID-Q 2021R
Subject 2.5.4.97: NTREE-10747013
Subject O: SK ID Solutions AS
Subject C: EE
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X509SKI

X509 SK1 pW/ifkyViDntwvVH12J+c6YD1YY=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2024-10-17T01:00:00Z

1.36.3.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.36.3.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description  /enj it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation | true

Policy Identifier:

Identifier [ OIDASURN ] urn:0id:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Policy Identifier:

Identifier [ OIDASURN ] urn:0id:1.3.6.1.4.1.10015.18.1
Description Certificate Policy for Qualified Mobile-ID
Description All certificates issued under this CA/QC service that have

nonRepudiation bit set exclusively are issued as qualified
certificates

1.36.4 - History instance n.2 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service Name

Name [en] EID-SK-Q 2021R
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Service digital identities

X509SubjectName

Subject CN:

Subject 2.5.4.97:

SK ID Solutions EID-Q 2021R

NTREE-10747013

Subject O: SK ID Solutions AS
Subject C: EE

X509SKI
X509 SK |

pW/ifkyViDntwvVH12]+c6YD1YY=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

Status Starting Time 2024-02-08T05:00:20Z

1.36.4.3 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.36.4.4 - Extension (not critical): Qualifiers [QCStatement, QCForESig]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage

[ nonRepudiation | true

Policy Identifier:

Identifier [ OIDASURN ]

urn:oid:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Policy Identifier:

Identifier [ OIDASURN ]

urn:oid:1.3.6.1.4.1.10015.18.1

Description Certificate Policy for Qualified Mobile-ID
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Description All certificates issued under this CA/QC service that have

nonRepudiation bit set exclusively are issued as qualified
certificates

1.37 - Service (granted): EID-SK-Q 2024E qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name len] EID-SK-Q 2024E qualified certificates for electronic signatures

Service digital identities

Certificate fields details

Version: 3
Serial Number: 207522722449406181056781318964182753780734497934
X509 Certificate @ - BEGIN CERTIFICATE-----

MllDrzCCAngAwlBAg/U]kaBCOVOOUDhVceUsEstB‘jaFMWCgYIKoZIZ/OEAWMWZ}ELMAKGAlUE

BhM CRUUXGZAZBgNVBADMEINL/EIEIFNVDHVO&W9 cyBBUZEXM IEYQWOTIRSRUUEMTA3NDCW
MM, yBS ogwschTAern NDAMDIWODMONTEAFWOS
OTAZMjkaDMDNTdaMkajDAngNVBAMMGlNLIEIE/FvaH\/DaW9ucyBF5UO[USAyMDIDRTEXMBUG
ALUEYQUOTIRSRUUIMTASNDC WM T yBBUZELMAKGAIUE
BhMCRUUWGIAQBgC hk/OPO/EBgUrgOOA/gNrAASSquCchWsTWm/TSelZTHV8+92muF2Lr85509
SkFEIVAk/bQBE/chDS BQQng ZXEGVY Spn3TINbOIB4gAMbCIK TOAGHZ6CHOHY 0CULY GX26Sax
ECDAGAQH/AGEAMBBGALUAIWQYMBaAFIZOTzrr
OPKwp+7tuYanYMJRTFrMGDGCCsGAOUFBWEBEGEWXzA7BggrEgEFBchAoYvaHRDcDaszMuc25u
ZWUVUOLSURIUZ9sIXRRD 252X IPTIRIRZFFLIRIcISicnwiAYIKWYBBQUHMAGGEGhOGHAGLY
Y3NwLnNrLmVILONBMHAGALUdIARpMGCwBgYEVROGADBGI EgNVHSAWVJBUEggngEFBOcCARZ/aHRO
cFMeLyg3d3cuc2tpZHNybHY0aWouCySIdSIyZXNVIX)ZXMY 2VydCIma WNGGIvbilwcmFida)

Z512dG EnQVMCBGALUGHQOMCY WK mhOJHAGLy9jLnNrLmVILINLX1JPTIRRZFF
LmNyb ng HO4E] Oudk e AR 4gTZw: qv p H1TkwDgYDVROPAQH/BAQDAGEGMAOGCCGG
5M49EAMDAAGMADCB/AjCA/BfoYanplWB[pFerh/Pr/tsebecthgESQK//rv/bslPE/FecssTy
VLY00IOXVDOKOEUPQ +OxjPbNX 5 2GmWoAKIBIZTFQqK4XPWVOQIBMr2GIFCTWOVS4MY/jMMBMGNZ
283¢Q+ PTjhy 2kt EdIMGWEI RGIUh2gbUnvB1 LybHhnc=

Signature algorithm: SHA384withECDSA

Issuer CN: SK ID Solutions ROOT G1E
Issuer 2.5.4.97: NTREE-10747013

Issuer O: SK ID Solutions AS

Issuer C: EE

Subject C: EE

Subject O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject CN: SK ID Solutions EID-Q 2024E
Valid from: Tue Jul 02 10:34:58 CEST 2024
Valid to: Wed Jun 29 10:34:57 CEST 2039
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Pu bl |c Key: 30:76:30:10:06:07:2A:86:48:CE:3D:02:01:06:05:2B:81:04:00:22:03:62:00:04:92:D2:A7:42:4D:CA:B0:B1:35:A6:FD:34:9E:D5:94:C7:57:CF:BD:DA:6B:85:D8:BA:FC:B3:CA:20:F2:41:7C:9
5:50:24:FD:BF:41:10:87:21:01:29:41:F7:D8:16:6E:36:5C:5C:41:95:63:9A:67:DD:39:F1:6C:E2:01:E2:00:1F:6D:CA:E4:4E:80:06:1D:9E:82:9D:01:F2:D0:2B:B5:C8:6C:76:E£9:28:31:1A:22:
13:EC:6E:9A:58:A8:15:8D:1C

Basic Constraints IsCA: true - Path length: 0
Authority Key Identifier 86:74:4F:3A:EB:38:F2:B0:A7:EE:ED:B9:85:9B:9D:83:09:45:31:6B
Authority Info Access http://c.sk.ee/SK_ID_Solutions ROOT_GI1E.der.crt

http://ocsp.sk.ee/CA

Certificate Policies Policy OID: 2.5.29.32.0
Policy OID: 2.5.29.32

CPS pointer: https://www.skidsolutions.eu/resources/certification-practice-

statement/
CRL Distribution Points http://c.sk.ee/SK ROOT G1E.crl
Subject Key Identifier 76:45:07:67:EE:25:7F:EE:20:4D:9C:2C:A9:57:B1:9E:9F:87:D5:39
Key Usage: keyCertSign - cRLSign
Thumbprint algorithm: SHA-256
Thumbprint: 95:C4:E7:E2:B5:C2:61:7E:87:74:42:F4:27:61:46:F8:89:5C:EE:8B:AA:33:34:0E:FA:
03:E4:5A:66:D6:2D:25
X509SubjectName
Subject C: EE
Subject O: SK ID Solutions AS
Subject 2.5.4.97: NTREE-10747013
Subject CN: SK ID Solutions EID-Q 2024E
X509SKI
X509 sK | dkUHZ +41f+49TZwsqVexnp+H1Tk=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description  fap] undefined.
Status Starting Time 2024-10-17T01:00:00Z

1.37.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI len] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures
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1.37.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig, QCQSCDManagedOnBehalf]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by

the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ]

true

Policy Identifier:

identifier [ OIDASURN ] urn:oid:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-1D

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.38 - Service (granted): EID-SK-Q 2024R qualified certificates for electronic signatures

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description len] A certificate generation service creating and signing qualified certificates based on the identity

and other attributes verified by the relevant registration services.

Service Name

Name [en] EID-SK-Q 2024R qualified certificates for electronic signatures

Service digital identities

Certificate fields details

Version: 3

Serial Number: 529793211993959716961095331453823380568895105180

X509 Certificate @ — BEGIN CERTIFICATE——
M/IGZTCCEMGgAw/BAgIL/XMy/zAHaMH/hVHlAuerE/qujwwDOYjKoZlhchAOEMBOAWZ/ELMAkG
AIUEBhMCR: UU OWOT/RSRUUtMTAS
NDcwMTMXxI NLIEIEIF IZ/BST()QL//Eo(U/AeFWDyNDA3MD/ DQwI
FszDTAZM/kaDC ji EFSL/OrUSAyMD/DU/EX
MBUGA1UEYOWOT/RSRUUtMTABNDcwMTM BUZELMAKG

AIUEBhMCRUUw( gllMADGCSqGSIb3DQEBAOUAA4ICDWAng/KADICAODaker/OLVm (KO+CE2I7[Z
5axekITqL10C41 W2uNeBVax+L/Uva1YWQthygL/X/MsgLvagG@O 5C650mi K/u/FdDWe/cWOS

baTl+MjUH2qsEz4s, yeran/ZSE IF/vZgWmtSlehAvFacyoO AMdw1v/Lxiaq/L8gN,
ihQsz19TqICPAByharQOffCPoj/keHCiy 7h) LGAnaL7KW65V H5. STCNNBOHEpTN5f7GZIfBE
XriX) yechFAuO/y 569 7YpSOZHBza59kEL \jcpAUzzhY75C! FeOXpSl V/erlySthqh +9Tw22ZISIB

bO10/PzxqrjHUITp+p4LA YI/SN.?UlsRu4m513y0va4Aprzyj7'l/7E‘quy1 /ngO/o/ng 0SVsd
D8A8jAjplz+crrZFljh/YBMEN+/xck5xrgcQol ’v
5gqq6ilmgq 70m90/4X6Hz7V11//9wVR YkVcOTExtkdYHh/wMmAKxR 7/UnM7b9rCq9aliu4xy+9Lp4)sf
ZiR33a6+VrVoD: 1 ) i0BXJzbmgt3ImCGUuxnwllOHeK/T1IKWuC
ROYC OwIDA CAXYWEGYD

SVNCOROYq7zayi9 -245bApJbUF WEg
VRDTAOH/BAg WBGED/WIBADATBGNVHEMECDA WgssvobgiGMKmmzzzzpzsm/okvc/ W TBtBg0rBgEF
BQcB; OUHMA GLZhOUHA6Ly9/LnNILmVILlNLXO ‘1NvbHVOaW9ucl

XG(XUISkZXIuY_? DMCAGCCSGAOL' 3zABhhRodHRwOI8vb2NzcC5zay51ZS9IDQTBWB NVHSA
MAYGEFUdAAWXOYDVRDgMFYw\/AYIKWYEBOUHA EWSGh0dHBzOIi8vd3d3LnNraWh zbledlebnMu
ZXUVCmVZbSVyYZVZLZNIEanZm jYXRpb24tcHJhY3RpY2Utc3RhdGVtZW50LzAvBgNVHREEKDAI
nglqAEhh.EDdHRWD!BVYySZayS [ZS9TS19STO9UXOcxUi5jcmwwHQYDVROOBBYEFFPw5z2. SSYA/
y5pflcofkxd EB/w WFAAOCAGEACNJHFWFKDPGm
PKZ]VY+ZN1RZIgRqCXXCXZA+2rLb2/VUYtLOOBth0Vy2WA7AlEF4dqfugl073c4Nq6wCZB3d (o
g6XD6eKqUd)+/GpuebbALedntk7kabc lh/De5Lx0u+Jbk
A1UXf4ne§ZX/ZBrCH5PanIde7ta7xggSu/4lRf 65N2£/vxczu54ExTMl/Hﬁ/jTBquehovaA
e80kaceLB60Gh3nMpOrpbY4ra0iZiU/ZpMXxE, rquqSCdeY76YjOQAkU7PZUW442 5PWsMDKxf
BZ5XEWdBfikZ3p5P50de55/ZMj23dH/SX rcQ4TiyKssL
xWHad4ah/AUn0dXRxVHs+87zAUWX1nASVd) CU+/pekUL/FCf21r59/’6203w7d50b803T0cg1MZZ/
Xk ImJfpzcBSh8/ewT2IQR/M2SzBDMjwE9SzN/bR8CCFQUGE7UwIXrRz/IvizHXUKG +uexK83bgel
hdqGqUp77T7H5VtQIHYIYD/IN/wiMaCpVdEuTUYnNxRZs36k2/d20ZTBLELxOmCj10c1ylQJ3CnP
0510X0eoHCmMI9c6YIVIo4AHGCcOy4HKnqjncdBkQ3RNde0zgG4jMeSLgVHxCm1eTl=

----- END CERTIFICATE-----
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Signature algorithm: SHA384withRSA

Issuer CN: SK ID Solutions ROOT GIR
Issuer 2.5.4.97: NTREE-10747013

Issuer O: SK ID Solutions AS

Issuer C: EE

Subject C: EE

Subject O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject CN: SK ID Solutions EID-Q 2024R
Valid from: Tue Jul 02 10:40:24 CEST 2024
Valid to: Wed Jun 29 10:40:23 CEST 2039

Pu bl |c Key: 30'82.‘02:22:30:DD:D6:09.'2A:BE:48:86.‘F7.’DD.’01:01 :01 :05.'00.’03:BZ:DZ:UF.'00:3D:BZ:DZ:UA:DZ:BZ:DZ:UI.'OO:DA:92:67:36.‘95.’82:D5;9A:47:l7A:3E:Eg;9C:DA: 7B: 73'ES'A6L'bSE'90'84'EA :2F

7: 1:0A:25:CB: 64
AA., B 62558C72FE'D2E9
6:7C:25:23:41:DE:2B:F
4'F5'29'65.'82:51:53.‘42.’39:13:98:AB:BC:DA'CA:ZF:7E:A1.'DB.'A4:7E:85.'88:17:65'12.‘6C:DA:49:6D:41.'7F.'BZ:95:68:7C.'DC.'05.'90:5F:C§:AB:29:46:35.’02;03:01:00:01

Basic Constraints IsCA: true - Path length: 0

Authority Key Identifier 95:0D:B7:64:18:C2:A6:9B:66:76:D8:FC:FC:9A:5A:24:BC:28:D6:CD

Authority Info Access http://c.sk.ee/SK_ID_Solutions_ ROOT_GI1R.der.crt
http://ocsp.sk.ee/CA

Certificate Policies Policy OID: 2.5.29.32.0

Policy OID: 2.5.29.32

CPS pointer: https://www.skidsolutions.eu/resources/certification-practice-

statement/

CRL Distribution Points http://c.sk.ee/SK_ ROOT GIR.crl

Subject Key Identifier 53:F0:E7:34:89:60:02:42:CB:9A:5F:D5:CF:49:93:1F:1C:0D:9F:57

Key Usage: keyCertSign - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: C6:62:44:D2:9C:F8:03:3B:1D:4A:6F:16:D8:B0:F9:DB:7B:27:CD:AB:CE:5A:D0:CO0:
5E:FF:70:ED:A1:25:72:35

X509SubjectName
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Subject C: EE

Subject O: SK ID Solutions AS
Subject 2.5.4.97: NTREE-10747013
Subject CN: SK ID Solutions EID-Q 2024R
X5095KI
X509 SK1 U/DnNLIgAKLLmMI/Vz0mTHxwNn1c=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.
Status Starting Time 2024-10-17T01:00:00Z

1.38.1 - Extension (not critical): additionalServicelnformation

AdditionalServicelnformation

URI [en] http://uri.etsi.org/TrstSvc/TrustedList/SvcinfoExt/ForeSignatures

1.38.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig, QCQSCDManagedOnBehalf]

Qualifier type description  /en) it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by
the Member State (respectively its Supervisory Body or Accreditation Body) that all certificates
issued under the service (CA/QC) identified in 'Service digital identity' and further identified by
the above (filters) information used to further identify under the 'Sdi' identified trust service that
precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Criteria list assert=all

Key Usage [ nonRepudiation ] ¢y,

Policy Identifier:

Identifier [ OIDASURN | urn:0id:1.3.6.1.4.1.10015.17.2

Description Certificate Policy for Qualified Smart-ID

Description All certificates issued under this CA/QC service that have
nonRepudiation bit set exclusively are issued as qualified
certificates

1.39 - Service (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2025E)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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Service type description len] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA

2025E)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1067760983616137905293662930508182078

X509 Certificate @ — BEGIN CERTIFICATE----

MllD;DCCAxOgAW/BAgIOAMZkr!ZnOfSa XSmRMFyP/AKBggqhkjOPQQDAJBAMRgWFGYDVQQDDAIT
SyBUUOEGOOEGMjAyMOUXF sAVBGNVBGENDKS UURVEL TEwNz03MDEZMRSWGOYDYQOKDBI TSy BIRCBT
b2x1dGIvbnMgOVMszA]BgNVEAYTAkVFMB4XDT/1MD/ ODIyMDAWMFoXDTMXMDMyOTIXNTK1OVow
ADEMCEGAIUEAWWLIOSgVEINRVNUQUI QSUSHIFVOSVOaM)dyNULXF ZAVBgNVEGEM DKSUUKVPLTEw
IDEzMRswGQYDVQQKDB|TSyBJRCBTb2x1dGIvbnMgQVMxCzAIBgNVBAYTAKVEMFKWEWYHKoZI
Z/OCAOYlKaZ/z;UDAOCDOgAEz/AkUsCAdrrZ/wUE[FKSXDPuBEW/I/TkSQvaPGOhOtQ YkwyS8X
Sd2i2BiLK2t /89E30PYAt32/n oy SFCKOCARgWagGRMBEGAL UdiWQYMBSAFFoYWDTO1 762 5wi0
WARIGPNzIr3PMG GAQU UFBwEBEFawYiAyBagrigEFB0cwAaYmakROcDoyL 2Muc2suZWUvLof
VFNBXONBXZ/WM/NFLmR/cl5/cnOw/AY/KWYBEOL/HMAGG
BgNVHSAEGZYwgZMw gZAGBgOA/3cBA/CBhTA7ngngEFBOcCARYvaHROcHMSLyQSd_?CuCZthHNv
bHV0aW9ucy5Ids9ibidyZXBvc2l0b3/5L3RzYS8WRGYIKwYBBQUHAGIwOgw4VFNVIGNICcnRpZmij
YXRIGRACYBIZWVLIGIZC3VIZCBhY2NvemRpbmcqdGEqTKNOKy BWD2XpYSKuFg YD) VROIAGH/BAWW
gYIKwYBB OUHAWgWMWYDVRDfBCwWK/AaaCa%jIYiaHROCDDvL2MchsuZWchZt'deNhXZNthIw
M/NILmNbeAng HOAEFgOUeansiWaBbFRphkphoMAC/QDT6pdwDgYDVROPAQH/BAQDAGLAMACG
ClaGSMAOBAMCALCAMGOCMDRGKGSKTNINGy g XV WE ST AGKINIEQBITNILN Y2+ 21V 5 BNTE
fIQHFODqG7AIWIZXcVbx1IxcKm1LH+DyF1Te3NfhcpkWuPC8hymZej2 WXGL2FWzChUkwma5z1 C2]G

Signature algorithm: SHA256WithECDSA
Issuer C: EE

Issuer O: SK ID Solutions AS
Issuer 2.5.4.97: NTREE-10747013
Issuer CN: SK TSA CA 2023E
Subject C: EE

Subject O: SK ID Solutions AS

Subject 2.5.4.97:

Subject CN:

Valid from:

Valid to:

Public Key:

Authority Key Identifier

Authority Info Access

NTREE-10747013

SK TIMESTAMPING UNIT 2025E

Fri Feb 28 23:00:00 CET 2025

Sat Mar 29 22:59:59 CET 2031

30:59;30,’13:06:07:2A,'86:48:CE:3D:02101:06:08:2A:&‘6:48:CE:3D:03:01107:03:42:00:0416&20:24:DZ:CD:SOJ76:BA:FG:&‘F:05:04:54:52792:56;33:EE:F0:15:AZ:D4:84.‘E4:F3:D3:EF:BC,’F1:
8E:84:EB:7D:B5:89:30:C9:2F:17:49:DD:A5:D8:18:8B:2B:6B:6A:FF:C7:84:DF:43:D8:02:DD:F6:22:78:DD:CB:C1:42:F!(

5A:18:C0:34:CE:D7:B7:99:DF:08:90:C0:04:7D:18:F3:73:96:BD:CF

http://c.sk.ee/SK_TSA CA_2023E.der.crt
http://aia.sk.ee/tsa
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Certificate Policies Policy OID: 0.4.0.2042.1.2
CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/
CPS text: [TSU certificate has been issued according to NCP+ policy]

Extended Key Usage id_kp_timeStamping

CRL Distribution Points http://c.sk.ee/sk tsa ca 2023e.crl

Subject Key Identifier 79:A9:FC:89:66:BC:6C:54:69:86:4A:61:A4:C0:02:FD:00:D3:EA:9E

Key Usage: digitalSignature - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: A5:8C:1C:6E:68:39:01:13:AB:CA:60:69:86:BC:F2:96:56:20:FF:40:D7:71:41:7F:9D

:90:98:84:26:75:09:09

X509SubjectName
Subject C: EE
Subject O: SK ID Solutions AS
Subject 2.5.4.97: NTREE-10747013
Subject CN: SK TIMESTAMPING UNIT 2025E
X5095K
X509 sK1 ean8iWa8bFRphkphpMAC/QDT6p4=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [eng undefined.
Status Starting Time 2025-02-14T03:00:00Z
Service Supply Points
Service Supply Point http://tsa.sk.ee/ecc

TSP Service Definition URI

URI len] https://sk.ee/en/repository/

1.40 - Service (granted): SK Time-Stamping Authority for qualified electronic time
stamps (SK-TSA 2025R)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA

2025R)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 80574331000109160208716269652937869854

X509 Certificate @ — BEGIN CERTIFICATE-----

MIIG+TCCBOGgAwIBAgIQP/4NOwuQs 78n+nWRxQEKHjANBg QWFAD, gYDVQQD
DAITSy!I BUUOE%ODEgMjAyMl/XFZAVEgNVBGEMDkSUUkVFLTEWNZO}MDEZMRSWGOYDVOOKDB]TSyBj
RCBTb2x1dGIv YTAKVFMB4XDTI1MDIyODlyMDAWMFoXDTMxMDMyOTIXNTk1

Iy
OVowaDEjMCE( GAlUEAWwaU sng INRVNUQU1QSU5HIFVOSVQgMjAyNVIxFzAVBgNVBGEMDK5UUKVF
LTEWNzQ3MDEzMRswGQYDVQQKDBJTSyBJRCBTb2x1dGIvbnMgQVMxCzA|Bgl NVBAYTAI(VFM//C/]AN
BgkghkiG9wOBAQEFAAOCAG8AMIICCGKCAGEA/iPASMPUVPVkoY4zKjDlaZsQABLCOEYSO) 0
AGFXRWFAQPDIPtBBhiACU3MnjIL WSGOqOMIIPkkaEl whCvszQHOTcaSyPillGzeH, ybeyOpp
2qf0432H25lkhsUUmI1 +EV3deY/O/ZSBI’RmSRXyGTerMtAaEZngKZOTE QTGOE]O/T/XBZ/QE
tsuldZ5i+d39qBg2w6 7CEN+IXzIkQ/REJ2iZmN8AIQU2HD]IzYgGm9IXIC/V8LWEKEhbHgX/TcL
n4 +a4nlOaquu xWKhVsDAemGupFS6ruxrdStaCxemTIfOul pGs500e2wPICZNqDAXd+HuAe9bLO
gCNPvOcaquC!NGFdXLoZEyUgAyFrngMLlZHfG/OfEhhfXC/lFWukua +FfRL9/av17m5Q
TlPEZTK7IOF 04/7 1 Ink , OR3GGLu qHE/p3CODPV
qROtOIfEOW. 172 sz5PDNNWwi MQdle
VWup+ ZWGKDP+HTCZR/sStp+34Hy2b+nn+nOm/H_?ldTNSFaOBJLTCrSuA/EbWSLGO/U7oRyFXN v4
7n1/1ldlyKa0Ky+KDYCGTaDH;bdN94 TXtMCAWEAAaOCAagwggGkMBEGA1UdIwQYMBaAFP25tFTt
uXdgObHtJ/iIWEEh VKepIZMGOGCCsGAé’UFEw: BBFgwVjAyBggrBgEFBQcwAoYmaHROcDovL2Muc2su
ZWOv UOerFNBXDNBXz/WM/NSLmR/CIS/CnOW IAYIKWYBBQUHMAGGFGhOdHA6LY9haWEuUc2suZWUv
dHNhMIGeBgNVHSAEgGZ! é] é 0BAJCBhTA 7ngngEFBDCCARYVaHRDCHMELy93d3Cu
c2tpZHNvbHV0aW9ucy5ld: 9/[719yZXBvc2I0 3/5L.. Rz SSWRgY IKwYBBQUHAgIwOgw4VFNVIGNI
CanZm// YXR//thCyB/ZWVUIG/ZC_?V/ZCEh Y2NvemRpbmcgdG8gTkNQKyBwb2xpY3kwFgYDVRO!
AQH/BAWWCGYIKw! YBBDUHA g MWYDVROfBCWWK/ADaCa g/1YiaHROcDovL2Muc. ZSUZWUVCthdHNh
X2NhXz IWMjNyLmN VHQ4EFgQUZzYZ Vol gDU5EDerLS4RCMI CwalwDgYDVROPAQH/BAQD
AgbAMAOGCSqGS/b_?DOEBDAL/AA4/CAQB/aNYngWSFImHkYZvaaBdrBYpy/ PLMf&‘WMLSeL4RK+y
hD: 4T+rchanPVVECBSkIQ+ESP]/ASVXXKRbslnMBlXBDrquf/QONSBS+qu3Z’nyLhChX/ HXW
Q83tFxC5W5FU3ILB. +07BX; 0
myMIwlU+EX5L ngDheXKWuCZXW/ng[NYN WFpOVT9UIO4PnUS. 7)(/99YrUdeDp4b5/t/hKL85Wl<
pwk/C9jocKVNN2/020f39bhgkbYvGMRzdEoYaoyXfzKChM2bKwVrYMFshwCrYF7PxG8/8wbY/CLX
Qsr5s0HQZv1d1. 85A57ot+HSBy56Xjaoell/n2h800t7§/hDU59d1 KGCKSYGcAk3yalGphkmT82MRz
Y6SmwiNMt7AceZ9XEFNW8h7Ddcs9rXqyjLaTwvNvtd/E8dM1vqU3kivjdx3EukbDIWZ3RndnayzP
zdI35csgN/d4AP50hf51VIMGF6e 7rROYZHMehnFlde4tQPQgg)jVOr+cu318naC0q/tznIM7) LpT
VFXVGLAPiNvphalMU/W/6 TudK50aEXQfoQusmUMF gpq7YQ dxV7K8
zu8bL3zMOGcdmt3kvGAGEzrsyJGNRA==

Signature algorithm: SHA384withRSA

Issuer C: EE

Issuer O: SK ID Solutions AS

Issuer 2.5.4.97: NTREE-10747013

Issuer CN: SK TSA CA 2023R

Subject C: EE

Subject O: SK ID Solutions AS

Subject 2.5.4.97: NTREE-10747013

Subject CN: SK TIMESTAMPING UNIT 2025R
Valid from: Fri Feb 28 23:00:00 CET 2025

Valid to: Sat Mar 29 22:59:59 CET 2031

Pu bllc Key: 30:82:02:22:. 30 OD:OG 09:2A:86:48: 86 F7: OD 01: 01 01:05:00:03:, 82 02: OF 00:30: 82 02 OA OZ 82 02 01: 00 FE 23 CO E4 C3 D4DEC F5: 64;1 :8E:. 33 2A 30 68 69 9E 10 03: C2 CZAO 46
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Authority Key Identifier FD:B9:B4:54:ED:B9:77:60:D1:B1:ED:26:25:84:12:15:4A:7A:92:19

Authority Info Access http://c.sk.ee/SK_TSA CA 2023R.der.crt
http://aia.sk.ee/tsa

Certificate Policies Policy OID: 0.4.0.2042.1.2
CPS pointer: https://www.skidsolutions.eu/en/repository/tsa/
CPS text: [TSU certificate has been issued according to NCP+ policy]

Extended Key Usage id_kp_timeStamping

CRL Distribution Points http://c.sk.ee/sk tsa ca 2023r.crl

Subject Key Identifier CD:86:55:A0:88:03:53:91:0E:8A:F1:4B:4B:84:42:30:8C:C2:C1:A2

Key Usage: digitalSignature - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: BB:CE:70:37:AB:2D:A3:EA:1D:7A:2D:95:4A:E1:CA:DE:A1:27:DB:11:40:06:27:ED:

67:1B:89:FC:30:E4:BB:42

X509SubjectName
Subject C: EE
Subject O: SK ID Solutions AS
Subject 2.5.4.97: NTREE-10747013
Subject CN: SK TIMESTAMPING UNIT 2025R
X509SKI
X509 5K 2YZVolgDU5EOIiVFLS4RCMIzCwal=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Service status description [en] undefined.
Status Starting Time 2025-02-14T03:00:00Z
Service Supply Points
Service Supply Point http://tsa.sk.ee/rsa

TSP Service Definition URI

URI len] https://sk.ee/en/repository/
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2 - TSP: GuardTime OU

TSP Name

Name [en] GuardTime OU

TSP Trade Name

Name [en] VATEE-101114112
Name [en] GuardTime AS
Name [en] Guardtime

Name [en] Guardtime OU
Name [en] VATEE-11313216

PostalAddress

Street Address [en] Tammsaare tee 60
Locality [en] Tallinn

Postal Code [en] 11316

Country Name [en] EE

ElectronicAddress

URI [en] mailto:info@guardtime.com

URI [en] https://www.guardtime.com

TSP Information URI

URI [en] https://quardtime.com/library/tsp

2.1 - Service (withdrawn): TSAO

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name
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Service digital identities

Certificate fields details

Version:
Serial Number:

X509 Certificate

Signature algorithm:
Issuer O:

Issuer CN:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:
Subject CN:

Service Status

Service status description [eng

Status Starting Time

rrrr BEGIN CERTIFICATE-----

MIICwDCCAagCAQEwWDQY]JKoZIh! VCNAOELBOA wj/ENMAsGAl UEAXMEVFNBMDEVMBMGA 1UEChMMR3Vh
cmRUaWI1IIEFTMB4XDTEXMDQyOTA5MTUXNVoXD’ 5MTUXN Vo W& IASGA1UEAXMEVFNB
MDEVMBMGAI UEChMMR3VhCmRUa W1 l/E."TM/IEI/ANEgkqthGQWOEAOEFAA CAOBAMIIECQKCAOEA
ceqQ1DNnslvmj7AsSFgFR4g0U30t8aLmIVT3c/OrVN8PaQ4zuCIGFOXTM6mplnQRQVEES
rYk/]ZQ/SW44KD54P71TC/8MYUXONL/AWD/ vm}CEk\/HV COW75A/5ngDbCEFG]MCOzZVDTLC /0
thxSaFyEAZkTOYWVZa 7DthDVEjthh Wai 8DmH+AGRx/5/3stV8W/X1 Xy 90y Wunth/DNb5+
WPppI) 7v4PAhu2FwY2t6H|887KTWeVDi

\/t wKq D Wjdm/BG/PaQSH/kal t5L/n8NlXHD/DAMm9MAOGCSqGSIb3DOEBCWUAA4IBAQBI[30I
5lzoldRcl YbWRLPr//SnNcmdLFfOVb jifh/BcQV4G9claNtimuaw75Kq0eVuMaD1GBzn3gNSA7UF
PCURL5XLEL/TNdO4ht+SLKVuFe W7AgRSl S)/MILINrQei 7quR TYrijdTGFby ysoQVkHsto ws
ntG1TECDxNfutS40K)Q' M/79pCWt99C t2M1snilRFIsCgeYgwP6l g OfwH| ,ZeX42VMmvLUFdk
uijBgW8phGP5yxDWGWHKY/I+XDTZB25IBbYcgDpQUS1KOINGR. SC/DSUrng/gl LBrbPIMakNXg/
EWh74KkDeDDE8BNSZFnh/cr2azvcXqtlG

rrrrr END CERTIFICATE—-

SHA256withRSA

GuardTime AS

TSAO

GuardTime AS

TSAO

Fri Apr29 11:15:15 CEST 2011

Tue May 29 11:15:15 CEST 2012

30'82.'01:22:30:DD:06'09'ZA'86'48'86.‘F7.’DD.’01501 :01 '05 '00'03‘82'01 'UF'00'3D'82'01 :0A:02:82:01:01:00:D9:62:AA:A 7:00:1C: 7A.‘A4:35:UC'D9'EC.'ZZ:FQ:A.?:EC.’OE:12:1 6:01.’51:E2:DD
;. °3:B4:8 !

EC: FF:] -'29 0T LB D0 AB S O AB 80D
EAD'S4'7B‘BB'F8'3C OB SE D8:5C:18:DA:DE:87:8F:CF:3B:29:35:9E:54:35:1A:46:C5:6D:C0:AA:AA:0D:62:5D:98:90:46:FC:F6:BD:E
:C9:BD

SHA-256

OA:AC:8E:BE:46:47:50:B0:AE:71:48:38:C5:5D:8B:E9:C6:6D:E3:89:78:FA:75:D7:F
C:EB:AD:66:9F:FB:0C:E1

GuardTime AS

TSAO

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.1.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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Service Name

Name [en]

Service digital identities

X509SubjectName

Subject O:
Subject CN:

X509SKI

X509 SK |

Service Status

Status Starting Time

TSAO

GuardTime AS

TSAO

FYIbyUnpkQO13KX4X2hiUVTAjj8=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2011-04-29T12:15:15Z

2.2 - Service (withdrawn): TSA1

Service Type Identifier

Service type description [en]
Service Name
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer O:

Issuer CN:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

TSA1

M/ICWDCCAagCAOEWDOV/KDZ/hVCNAQELEC AIUEChMMR3Vh
cmRUaW1/IEFTMB4XDTEXMDQyOTEXMDMzOFoXDTEyI MDU{OTEXMDMZOFOW]/ENMASGAIUEAXMEVFNE
MTEVMBMGA1UECHh| MMR3VhCmRUan/lEFTMHBIjANEgkqh iGIWOBA EFAAOCAOEAM/IECQKCAOEA
31eYUjKfILPKTkMUrjeOofT57Njjd+5WUmrsTRDGJsW6CWN/rM405B4EbXdrxeKR5TXqvTc8UKB
vb70cOTEYAEIyByAQJLOwApOllOEanA/7kpyeWvaMqueVyAxecR+gytstdRXlEUlg7valXp
CngA 4vKyk: Dzh1, g WYNOPﬁnQBAICYWG
szpcqw+e4ch§6qolgkaLsPN/n/GCkak/Oshb/ezzBlWrSZ/TélNA |Sev+M7U04j6bCB3
NXJWM7AqLxn+2zC1xVqihB+N9mOYmNkjQIDAPHNMAOGCSqGSIb3 DOEBCWUAA/IIBAODUXshm
AIKX+fP MrkaOlmSFrScTuLW4jaxhh(WSWOLTnIOHZSIW(quISI7(7u4folaOISbLfb
aZQDPGGeG//SNPvtLDXLYWS/gmaCY/4OEO+OBOSbH/YgXJW/ZhanL‘DXY} BVQq7giX+1 kb4087Bc
Z| NdBBT2jnxTirGzHRbcQ3Q
WX/U(TO+ZBf/WU/fq6b )J/REUHWrrmYGéb[ZUZlWUUUSb+EZZUVNNA]u//5+ng(8g9FL/tySZ(T
R+S5adzUIH36mdCE1uGHVDI3L07SIHNja

)
S

s
=5

----- END CERTIFICATE-----

SHA256withRSA

GuardTime AS

TSAI
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Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:

Subject CN:

Service Status

Service status description [eng

Status Starting Time

GuardTime AS

TSA1

Fri Apr 29 13:03:38 CEST 2011

Tue May 29 13:03:38 CEST 2012

30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:0C:87:98:52:39:1F:F4:B3:CA:4E:43:14:AE:37:8E:A1:F4:F9:EC:D8:C9:77:EE:

:52:6A:EC:4D:10. 5:BA:09: E:34. D:77.6B:1 1:E5:35:EA:B :B8.. D:BE:DO: 0:01:22:CB:CC:B8:F6. C0:0A:50:E3:40:76:C
:BC:C2:F( 03:1 0:CA:DB: D4:57:97:AD. 1:Al E9:0A:A F8:BC:AC:A4:C7:DF:5. :2B:C9:AD:02:9D:1E
:B7: 0:C2:FF:B4: D:C0:DB:86:F9:4A:21:37:F7:90:F3:87:54:7D:37:5A:60:5D:66:0D:38:FA:A7:F7:C0:35:71:85:86:03:46:F0:6B:21:F3:A5:CA:B0:F9:EE:18:71:1E:AA:43:58:32:91
:42:EC:3C:D9:67:20:60:A4:6A:48:8E:B2:16:E5:7B:3C:C1:D5:6A:D2:CE:24:FA:94:D00:23:35:27:AF:F8:CE:D4:A3:88:FA:6C:20:77:80:54:6B:BF:53:57:25:63:3B:02:A2:F1:9F:EC:C2:D7:15:6
A:8A:10:7E:37:D9:B4:62:63:64:8D:02:03:00:F1:E7

SHA-256

63:19:72:50:FC:E3:63:CC:39:28:15:3E:76:4C:F2:39:AE:85:1D:2E:00:8C:F8:FA:68:
6A:4C:60:2A:6F:13:0B

GuardTime AS

TSAI

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.2.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject O:
Subject CN:

X5095KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

TSA1

GuardTime AS

TSAI

45sv4BLKD1el+RtP/815VdyGgmc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2011-04-29T14:03:38Z
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2.3 - Service (withdrawn): TSA1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] TSA1

Service digital identities

Certificate fields details

Version: 1
Serial Number: 1
X509 Certificate @ — BEGIN CERTIFICATE-----
MIICwDCCAa: CADEWDOY]KDZIhVCNAOELBOAVVJ/ENMASGAIUEAXMEVFNEMTEVMBMGAIUEChMMR3Vh

CmRUanl/E TMBAXDTEWMDOWOTASM 1zMzN| MDUWOTASMZMZNFDW/]ENMASGAlUEAxMEVFNE
'MBMGA1UECI hMMR_?VhCmRUanHEFTMH /ANngqhk/GQWUEAO \OCAQ8AMIIBCgKCAQEA

X77CtL5rKHF355WUV5uBEI/PF3hj56j+ W54dKIFj4; EOXkX/7j7yM/DMf_?GkZ[unTEZDISGKDPC

s//955V8dY7y+yCT7bRT467yf/22qTrFybH/XquGS!vangY\/szDhesgVHZ7 //devZeWOOSc
WcBOZTrépZxEuX7b24luq TL GOQUE( gU/PKXAXod

5pr5HWESD7/AmZPONarSngB+per0q05/7FrsgijOX/DhyF9BA7u281/5CL60WdV 7

91yyuX3. D o sc VUAA BAOAAYWPU

IEP/zBsSxszWTaCS/ONF/DbfYOYKO 5439rGl

UD6+9x/ j4FLSSUPSSH_%pXZ/IAdlLXKWXUNDUE/rPTthSDBkk]HVWCMth7GNDdIEABbW SSIEJZ

N5026UVU927VPO+ﬂ quC3quschhpOWanD4Y 73K06H+jEFn6anOGLIV5WM/KDa tvLStQui
/OwlgK8KkyEm2c, ,}: 1eJYEwvcsv
6DyVD6UISA2e an/A4KquCmWZm0KY
rrrrr END CERTIFICATE---—

Signature algorithm: SHA256withRSA

Issuer O: GuardTime AS

Issuer CN: TSAI

Subject O: GuardTime AS

Subject CN: TSA1L

Valid from: Fri Apr 09 11:33:34 CEST 2010

Valid to: Mon May 09 11:33:34 CEST 2011

Public Key:

D5:9C:BB:AD:15:6C: 73:5E:9F:F8:83:02:03:00:E1:E3

Thumbprint algorithm: SHA-256

Thumbprint: 9B:36:C8:D5:0F:48:1F:3E:B7:91:54:0A:0A:9E:B2:C5:A0:24:46:1E:AA:FB:99:01:E4
:53:2F:52:0D:E8:92:78

X509SubjectName

Subject O: GuardTime AS
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Subject CN: TSAI

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
Status Starting Time 2016-06-30T22:00:00Z

2.3.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service Name

Name [en] TSA1

Service digital identities

X509SubjectName
Subject O: GuardTime AS
Subject CN: TSA1
X509SKI
X509 5K nslinN9Nggjuait7/oodYeuYG8E=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2010-04-09T12:33:34Z

2.4 - Service (withdrawn): TSA2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en]
Service Name

Name [en] TSA2

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

A time-stamping generation service creating and signing qualified time-stamps tokens.
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X509 Certificate

Signature algorithm:

Issuer O:

Issuer CN:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:

Subject CN:

Service Status

Service status description jeng

Status Starting Time

MICWDCCAagCAQEWDOYKoZIhVCNAQELBOAW)IENMASGATUEAXMEVENBMIEVMBMGALUEChMMRS YN
cmRUaWIIEFTMEXDTEWMDQXMIAINTIYOVOXDTEXMDUXMASNTIVO VoW ENMASCALUEAXMEV NG
MJEVMBMGA1UEChMMR3VhcmRUaW1IEFTMIIBIANBgkghkiGIwOBAQEFAAOCAQBAMIIBCGKCAQEA
p430 ICK/vdyzsz95rX4IISE3MyVDkrPcDWKdVM/UOK/stMKxK9308601 Vues 4Q0Fe/zm9HA/bO
(FGINehGpI+CUIST3eq32j2viy17UsONZCIUONIKUGUUILCXGIEM Y qx XUIRAhWaJESZ10GZLcd
1$F9xjylHRSSryngpOQpO//PP5/UIgEsUESMOU3ALPV:5X/gMpY]AOShZC/S+r5yOlCpB.?y Ny
GHu/I+wbTw8b6C2pUngcUacaemjctKhtfGhNS W2g90A8k2c05Qii7+V04HE
LBrdeLaeVuNDg/E/zquthSEZAPrW/Wij‘wlDAK/zMADGCSqGS/bBDOEBCwUAA4/EA QCCHTCM
SEYOLINNSEMpOG6F6ZUPa7B4BIEVIPIZOKIPUGRIWXYSCPICMOLmMM2FC N OMYWEVYINET 1415k
82 DCGC%ABdYIjﬁ?PanMZO H/IQhTiP6rZ1gIB1sty. ei]ybaAvezmSCo@lbd STIQEV7DP
CYagyEwDAGCIhlgyKWEDTXcKK FIP7huDWC2YaDbCaaxex NOC OKTMOTDZKI712]2 + qrBcgP/a
AESZIfPOIvzObbrRpnmwowwgNvYT3p3il ZirriwHryQh8HIKU4AWXmHtuMDCVKVQQOrxpCQUEITPI
Bloly 2MaXKROCewAq X510 YPIXH

rrrrr END CERTIFICATE-----

SHA256withRSA

GuardTime AS

TSA2

GuardTime AS

TSA2

Mon Apr 12 09:52:29 CEST 2010

Thu May 12 09:52:29 CEST 2011

30:82:01:22:30:0D:06:09:. 7:0D:01:01:01:05:
8:8F:71:05:8A:76:F3:3F:3B:42:BF:B2:45:CC:2B:12:BD:DF:4F:0

it
5:7B:AL:2E:

SHA-256

47:F6:61:FF:2B:CF:97:2B:BC:69:A3:17:C8:C1:13:D1:A2:62:21:19:2B:CA:8F:62:EC
:6E:08:76:D8:3B:DD:1F

GuardTime AS

TSA2

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.4.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

TSA2
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X509SubjectName

Subject O: GuardTime AS

Subject CN: TSA2

X5095KI

X509 sK1 aj+TWPM70pTB+VvFnEQk4DETK8Hk=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2010-04-12T10:52:297

2.5 - Service (withdrawn): TSA1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en]
Service Name

Service digital identities

Certificate fields details

Version: 1
Serial Number: 1

X509 Certificate @ = — BEGIN CERTIFICATE----

MIICWDCCAagCAOEwDOﬂKoZIh\/CNAOELBC j 1U Tl 1UEChMMR3Vh
cmRUaW1IIEFTMB4XDTEyMDUwMzA4NDEW| MlDXDTEZMDYWMZA4NDEWM1DW]]ENMASGAIUEAXMEVFNB
MTEVMEMGAJUEChMMREVhCmRUanUEFTM/IE/jANngqhk/GQWOEAOEFAAO AQ8AMIIBCgl K AQEA
OAJITCSISJSE7VV9€8XDGWCKa/7k]TXuaeWpC WULgIfyU2YSawqwb1PZbM9AT00i4Dz44tCG1o0K
VvWFe7AU3GSSCIK4Y3+jrhKZEOhySn1yl1DMdnl+Iv844R/IqS+XEKvPOCc2LLNnTOBnmz618
G/UhZcQMjWX/XfNyfgym/dyT3ssw/RabL//ksquMsa957ar81vtmEGZrzsLl/C/6/8U6N7Etv3h
eALX/mcdWplpWn8uxAGUI8KqskF1itQ04BOU3P60QkOWSsLFBNCeQ2R) +HCHPEdXU(TleM0/meT7l
FuS7YZjC5fqza+CoiSPKBMJioU+28KG1qOFC1QIDAOW/MAOGCSqGSIb3DQEBCWUAA4IBAQBftgb
fS/IWSSEwch/70904e/Pme6205M+SX40/h&cTV/XOpquEjmlaFWaunKaAKNrnger;anj’U
9Wam) ]ZaU3xmtf+t9rHWnstBE+/RdeNI/vOyEH-faSCENaFxtPRquaphx/fYC+/dCth+ IHUKx
ZfltWthBFNXGﬂ# tt0gbmHBVMOQJOA, GKI/DZruj3C5YrCRZZa/+D9/SOV’FIQ
KSCV//g//vF/vyu/uEXAnqdlS/Equfoch 'HgJ/dxUf7DxeqpPz/8s+VOCD

x%ﬁggggtiig}gqqummsown VnY(
rrrrr END CERTIFICATE----
Signature algorithm: SHA256WithRSA
Issuer O: GuardTime AS
Issuer CN: TSA1
Subject O: GuardTime AS
Subject CN: TSA1
Valid from: Thu May 03 10:41:03 CEST 2012

A time-stamping generation service creating and signing qualified time-stamps tokens.
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Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:
Subject CN:

Service Status

Service status description [eng

Status Starting Time

Mon Jun 03 10:41:03 CEST 2013

30'82.'01:%5:30:DD:06'09'ZA'86'48'86.‘F7.’DD.’01501 :01 '05 '00'03‘82'01 'UF'00'3D'82'01 'UA'OZ'BZ'D] '01.'0O.'DO.‘OB:E7:0B.‘CD:6C.'8E:CF:35:56.‘FF:SE:F1 '7D'C6'59'62'9A '8F'59'09'4F'15‘

:8B:FCE. 22'A4'B 9:D. .'EE DQ.‘ DE'CB'

BD:07:B6:A B: .98:41vEE.AF,3B 14.86.29 7Av23.C5.'3Av37,51.2D.BF:78, C:78. .02.D7.FEv67v1Dv5A.99.69:5A 7F.2E.C401,94.97.‘C2. A:B

3:94. 3'45'AC‘ZC'SU'4D'09'EA.'36:46:3F:87.'70.'73:54:77:15:64.4F.57.BC D0:86:£6:39:3E:F5:16:E4:8B:61:98:C2:E5:FA:B3:6B:E0:A8:89:23:CA:04:C2:
62,A1.4F.BE,FG.A1.B5,AE.E1.42:D5J02.‘03.00.EC.2

SHA-256

29:BB:E7:D4:C4:C7:FE:60:F0:78:49:63:FE:50:B8:E6:6F:D1:34:4D:E3:FC:79:5A:3C
:BD:35:92:4D:9C:BD:1A

GuardTime AS

TSAI

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.5.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject O:
Subject CN:

X5095KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

TSA1

GuardTime AS

TSAI

QdnoWaDRXvOdBJZ4GSjbfUW5bjs=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2012-05-28T07:45:00Z

2.6 - Service (withdrawn): TSA2

Service Type Identifier

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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Service type description [en]
Service Name

Name [en]

Service digital identities

Certificate fields details

Version:
Serial Number:

X509 Certificate

Signature algorithm:
Issuer O:

Issuer CN:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:
Subject CN:

Service Status

Service status description [opg

Status Starting Time

A time-stamping generation service creating and signing qualified time-stamps tokens.

TSA2

MIICwDCCAagCAQEWDQYJKoZIhvcNAQELBQ, 1UEChMMR3Vh

cmRUaW1IIEFTMB4XDTEyMDU! M/EyMTMlM1DXDTEZMDYWM/EyMTMlMlow]/ENMASGAlUEAXMEVFNB

MEVMBMGAIUEC MMR3thmRUaW1//EFI'MIIBI]ANngqhklGQWDBAUEFAAUCADSAMIIBCQKCAUEA
gbOYOThEhCRr61/nP365dD+V4s/uOCehCt9Mj+nyerc/evehMaCEq7mUju/DyV5pCNosH7g

-mV8DXKAH. qKiwO10K12z50CN7rA9C7PBO8gk/sC

LFa(GW%YtDCZﬂ'aY5/94AEanIIA62hT3PZ7SdDIkCL56p9 DthZdO G58GBZawF+pfS2dz| W kKx

WiV/IMzZahRdaXUF7vCGsXDsVHqS3AhL7ZbIGCRVXOT} g+RCyRBquZ/PeaBHWCVMXSjFHLhVSVK

HT )j3IA6WVIOCIGUIhcz7h373WCKtgwGx7U+tQIDAMRFMAOGCSq GSbSDOEECWUAAdlBAOCdF/Sn
KGgaC W5/7+5MTMILeCuEGZ3W35(AWLY4KP04pS7VIquXCVH3br/52dC9gUGOh 12hRIEh

CT92VIL QU y 7K55L‘gfl<AﬂU7+/prL'IN/OLXfD
gCDRK2X3$7EAhlmquSRHLQmstlsBL jUMzi2xzO| ijl 2)3).

RwHI FdksrY6u6 ﬁ, QZEEEqurkSZRYBVDCGNUHWQpr95OPZ47IITq91qu+]67FIEZheHT
Utnglech19158615M72 6rAeS8Kq19

----- END CERTIFICATE-----

SHA256withRSA

GuardTime AS

TSAZ2

GuardTime AS

TSAZ2

Wed May 02 14:13:53 CEST 2012

Sun Jun 02 14:13:53 CEST 2013

F7.‘GD.‘01:061.'01,'D d H

30,‘82.‘01.‘22:30.'0D.’05,‘DQ.‘2A:E6.’48,‘86.‘ 5:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:89:68:1B:39:83:93:84:48:42:46:2E:B5:96:73:F7:19:27:43:F9:5E:2C:8E:E4.:0
:7E:CB:. AC:47: 2 06 6. 5 A5 D3:2. 7E: 36 8E: 72 6 9C; 7:D4:A9:4B:48.7 ‘6A:

2C:5 B:0¢ 4:3 5F:78:00:46:A7. :3A:
IA:42:B1:5A:25: 7F.94vCC,D9,6A.14.5D:69.‘75:05.‘EE:F0.‘86:81.’70:EC.‘5417
:E1:BD:2B:CA:1D:3A:63:DE:20:3A:59:52:0E:08:91:94:96:17:33:EE:1D:FB

g : 6B:59:
A:92:DC:08:4B:ED:96: :24:55:5F: :83:£4:42:C9:10:6A:13:5D:A2:3D:E6:BC:. 1Dv57.15.33 .....
:DD:60:8A:B6:0C:06:C7:B5:3E:B5:02:03:00:C4:45

SHA-256

2E:5A:DB:83:B7:70:57:A6:3F:15:02:DC:83:F8:11:3C:08:F7:B1:15:77:13:77:22:2B
:BE:33:C2:35:82:E9:F5

GuardTime AS
TSA2

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z
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2.6.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject O:

Subject CN:

X509S5KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

TSAZ2

GuardTime AS

TSAZ2

wDEee81dyol53elLTZ4EIUd60/QE=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2012-05-28T07:45:00Z2

2.7 - Service (withdrawn): TSA1

Service Type Identifier

Service type description [en]
Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

TSA1

MIICWDCCAagCAOEWDOYJKDZIhVCNAOELBOAWJ/ENMASGAIUEAXMEVFNEMTEVMBMGA]UEChMMR.?Vh
TMBAXDTEyMTA (OTE3MzEOM10XDTEzMTAXOTE3MzEOM1ow/jENMASGA1UEAXMEVFNB
MTEVMBMGA1 MMR3! VhCmRUan/IEFTMI/BI/ANngqhk/GQWUBAOEFAA ICAQ8AMIIBCgKCAQEA
+OA6jsb8QE/mi L 3RPZFW40+/ RiGhpVWtaPSNgJAulemrld4sS) é) 'M5BPsK6tVj2walLNucmEuR
t63r6H91E7EEg/s/EDx/aaREH)/rXMgpathtzéXéCg73Eb0va+5e hEVka/WHthtqﬁahdezw
DQCUmFBf!bQUfj OT7s
jONb 0IC5q] OIPDXMKELZSWW]finCt/]h/ZQSZXEnywMBQYb4/vdwVVaa9Rk3GZkauDjeP1 +F
KDXA/mNR p2knECl/OBZVXLGUZ7meDdL/U+WGW/DAKKPMAOGCSqGS/b3DOEBCWUAA4/BAOCR63M7
AlbYO vaSryLbBK7fC4+2TBEQCXCSPYVXthMrOMdLUVXa/lbDYBbUD/CSGMLLMD
u11vV(ACRjOC04 7YT:
b4Nu. 9/‘fAUYqu250VkaZPTO7W1VWHOW/+7KeRL3V/oY6/ANPGeKCNURWthEesZkyaERyEXHES/
uv3iUGOIPTAp5h8T7RV0xjIDxnz6BcRMSxxpFhyaUJHaA8ELKQXqHx1jjz0Ycri/AdIM21F3wc5U
q6855rm1STGythhxYFkrgx/dgLU7jeXc

rrrrr END CERTIFICATE-----

SHA256withRSA
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Issuer O: GuardTime AS

Issuer CN: TSAI

Subject O: GuardTime AS

Subject CN: TSA1

Valid from: Fri Oct 19 19:31:43 CEST 2012
Valid to: Sat Oct 19 19:31:43 CEST 2013
Public Key:

Thumbprint algorithm: SHA-256

Thumbprint: DF:73:40:56:91:11:B0:FD:56:E6:06:09:21:AD:E0:1D:CE:4C:B6:61:46:12:2C:BB:6
F:1F:0D:73:7A:CE:6A:B3

X509SubjectName
Subject O: GuardTime AS
Subject CN: TSAI

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.7.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service Name

Name [en] TSA1

Service digital identities

X509SubjectName
Subject O: GuardTime AS
Subject CN: TSAI
X5095KI
X509 SK I ud+kp6DnUMOIuSAw)VgTsm7g84Y=
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-10-19T16:31:00Z

2.8 - Service (withdrawn): TSA2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
Service Name

Name [en] TSA2

Service digital identities

Certificate fields details

Version: 1
Serial Number: 1
X509 Certificate @ — BEGIN CERTIFICATE-----

MIICwDCCAa CADEWDOY]KDZIhVCNAOEFBUAW{%ENMASGA]UEAXMEVFNBM]EVMEMGAIUEChMMRSVh
cmRUaWI1IIEFTMB4XDTEzMDUXNTEYNDA1MVoXDTEOMDUXNTEYNDA1IMVow/JENMASGA1UEAXMEVFNB
M/EVMBMGA1UEChMMR3thmRUaW1IIEFTMIIE'I/ANngqhklGQWOBAOEFAAOCAOSAMIIBCQKCAOEA
mkagC /j5DTDVCRFQy9AubKiWtzINczYGFG4UulYrtNpY7| hOruthS);]BZGMWCXDXdZICEEZEFC
UuPjhTF1 SSmWAinqEFfdaKtW/EhYM4N8NKBBGHgD RYKW5NY++. an/t+KoxhszRbaAvPZSkbON
ré6trgSe9DUXE1WJ632LAvCOPGAd4L1 UERXnemnh55N/mOWV4EjmMPHCZZ/p MfBCg/ V7
dVRkGr/EHszERdehneT3IODMDV +70L 1niOyXi 6KlebE 'mL8QTpQuopfhaAbuk. 4g
050BK3xYKZJCUHWL+yH65Sw7ddgGNtBId7vtdpwIDALY! MADGCSQGS/b3DOEBEOUAA BAOA//F/h
75+4WvKgeTr7CH) rfgf!/GLaSCaQ3uq5 kmsbaplraFqlgOkCqug.?jx5Dthch93V/qu 6qC8IA
VXZV]DVWUXOISTH IXK5hXUJMWIXZ gTEq Kvl? ry fStmVg5vehW504bg2UnjjiL20Y0
+X9€e/D8nQRpel8zVNAYYk2elAr3nNDrcR/KREE] ughV/K2F4 55R4UrN02P7XTaINd WRUq3CJZE
kAZH/PRXE_?kUDLSOp7aWUEDKOOHZIEVO/COH/IKST/ZUHEOTIU!MBBCPHmeHAslZleFFfltOm
AX000XBsw8L3cOX5BiopaTnMzMw7Pwfc

Signature algorithm: SHAIWIithRSA
Issuer O: GuardTime AS
Issuer CN: TSA2

Subject O: GuardTime AS

Subject CN: TSA2

Valid from: Wed May 15 14:40:51 CEST 2013

Valid to: Thu May 15 14:40:51 CEST 2014

Public Key:

Thumbprint algorithm: SHA-256

Thumbprint: 42:F3:F8:41:86:22:BE:86:BB:19:8F:13:91:33:02:B7:11:DD:39:1D:2F:34:E5:10:38
-AE:D3:7C:C6:01-B5:AB
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X509SubjectName

Subject O: GuardTime AS
Subject CN: TSA2

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.8.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service Name

Name [en] TSA2

Service digital identities

X509SubjectName
Subject O: GuardTime AS
Subject CN: TSA2
X509sKI
X509 sK1 D3QyCIOLQEFZ0QcjGfxJDWFGZyY=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2013-05-15T11:40:51Z

2.9 - Service (withdrawn): H1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] H1

Service digital identities

Certificate fields details
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer O:

Issuer CN:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:

Subject CN:

Service Status

Service status description jen;g

Status Starting Time

MlngCCAZdCADEWDOYJKDZIhVCNAOELBOAWITELMAkGAlUEAXMCSDEXE]ADBgNVBAaTCUdlYX/k
dGItZTAeFwOXMJExMjYxMjl1MDhaFwOxNDEyMjYxMjl1MDhaMCExCzA|BgNVBAMTAkgxMR
VOO W/H WFyZHprWUngE/MAOGCSqGSIb3DOEBAO AA/IIEDWAngEKADIBAOCG/dP v50A0BNH
ZvWix4KWgbAVbJiQailx2TgmRrimtAi7ogQ. fjjb NKQUvpL/913tMH1bIL2
PXYkaRExU//FEDoBvOEA TX390/cTn+GO/noh9/hzj’/aSe yp4 2AyFow/g71zvECI/kT8G+0c
ljida WK/M7qbm?gseB//5[5kuEFZSlIyLZEXjr4lj0TSuCaR7E'T3yWULC3FA Xj aGOXiQxkmTd6
QfKe):

VIITU:
rzz7ZH[42/ATqLBRmb/gqvaAgMac 7MwDQYJKoZIh chAOELéOADggEEAEbanEBgArTuTDE+ opw
NONZ6FdtQ102tR1gWMcNGgKKICc1dvQpTCsUD5X4RL26pEOaNy9IB6HFa2vNIS4Z0z7LAbxKWn9D
wSTHZVCBmDZz7cTl A(EJPEYaVd+f2CYk55P4FnIWr0df TTgxIWyFURIp5TLC4vgu2FvJRuQU3LTBCp
dbi5WwVSxxgS5VCzpEc5qUC7kZFGBV/aze6CAxUoE2nWrK3udj/8RUOSpUyaeF +f40EAKR/xMKvd
1xuWjl09rRyOD71h7WhfmNAJDHYZVRVthI6XBJbv+DMOKkjpltfeFUHyvZm9eXEZnUh+KS8Vp/406
2VA+rNwVée2QgaaVu7M=

rrrrr END CERTIFICATE-----

SHA256withRSA

Guardtime

H1

Guardtime

H1

Mon Nov 26 13:25:08 CET 2012

Fri Dec 26 13:25:08 CET 2014

30:82:01:22:30:0D:01 '/“Z" 7:0D:01:01:01:05:00:03: 2:01'0F.'UO.30:82:01'0A.02:82:01'01.‘00.‘BA'SD:D_?:EQ:BF:QA'00:D0:13:47:70:54:D5:66:90:7C.OB:4S:C6:66:F5.A2:CE§

SHA-256

15:9A:F6:4E:07:C8:5A:08:E4:01:79:87:1C:BA:36:2B:48:16:23:02:83:3C:C8:94:DE
:Al:F5:23:CA:51:D8:86

Guardtime

H1

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.9.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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Name [en]

Service digital identities

X509SubjectName

Subject O:

Subject CN:

X509S5KI

X509 SK |

Service Status

Status Starting Time

H1

Guardtime

H1

zQ97Xa7ocnzmMZDaA9ZAuQVArp0=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2012-11-26T12:25:08Z2

2.10 - Service (withdrawn): H2

Service Type Identifier

Service type description [en]
Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer O:

Issuer CN:

Subject O:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

H2

MI/CgCCAZdCADEWDOYjKDZIhVCNAOELBOAW/TELMAkGAlL/EAXMCSD/XE/AQBgNVBADTCUdlYX/k
dGlt. TAerDxM/ExM/VxM/OwNDZaFWOxND yMjYXxMjQWNDZaMCExCzA/BgNVBAMTAkgy MR
VQQKEwIHdWFyZHRpbWUw: gE/MAOGCSqGSIb_?DOEBAO UAA4IBDWAwgGgEKA0IBAQDGUFzXDISBKWQj8
/UCZLfIBeCHHG3+YY A3FwiZfdNjIbRep! Rdwgp Qx8pORNbvcZC5eP7TnOLz8tCA95jBCILXOOMEK
Le/dbchERrVNNZEMp/CsLEfoDr ZzPcgjUABVNREZj+rLqYkUwt6P2qt3uwCT/Ymm6D25UG373
TX/058+7+8YIftspEowUPZt1E232Z: pTrObeerSrqu4V1+efOPOZ 0B/h71hkmw0+/zuW)9vjTU
h53sde86AqDf8s3q6G1FbVEH9iIn/8XZipam95fZx+kRCeBQ/Yitw+IYeLcGFQKOJOuZugMo3HnF
CJfNkd27uAl Ym/QSESVOCypngMBbrstO Y/Koz/hchAOELEO \DggEBAHR1TVGVIuBLeTtrflzX
densczEudLu.?G 0dTKcwTvBeGB4YEnaBp69vKT2/boNbdeZ0Pm6ft7PQYRzQg5v8NVIgmYwq8pA
xNhry ICOynoW7mnRbool KV025Cf4Vd/Wdf/p(r/G/9F1WX3MZ5rN KTPW6sXrMReXojfFf/2Y
WAVdWPhAT/[ VnXthkNanXvkgP/PMctEPO/E/Ze/wWm+DjVFHOy8/1d4+38rvh25ruChXX I/p
45/H7xpAndHO1gpKEuID)y6q5eWBcNgvHVI7UTXSDEIURCOCS690Q2yz725dW1Z/m1W/67 ToYjof
Qwvhc14CrhQkDO5pRAA=

rrrrr END CERTIFICATE-----

SHA256withRSA

Guardtime

H2

Guardtime
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Subject CN:
Valid from:
Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:
Subject CN:

Service Status

Service status description [eng

Status Starting Time

H2

Mon Nov 26 13:40:46 CET 2012

Fri Dec 26 13:40:46 CET 2014

SHA-256

70:B4:CF:67:63:7A:00:BF:D2:D1:B5:F2:21:ED:99:65:1E:51:4E:BA:6E:7B:5E:68:95
:90:F3:4A:08:5D:AF:CA

Guardtime

H2

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.10.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject O:
Subject CN:

X5095KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

H2

Guardtime

H2

4wZ8QgdniapOmVc)7mqsZKvwOjA=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2012-11-26T12:40:46Z
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2.11 - Service (withdrawn): H3

Service Type Identifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer O:

Issuer CN:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:

Subject CN:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

H3

MIICHCCAZACAQEWDOYKOZINVCNAQELBQAWITEL MAKGATUEAXMCSDMXEAQBANYBAOTCUALY Xk |
IGIZTACF WONM X VXM ZAWMTZaFWOXNDEY MY MzAWMTZaMCEXC2ABgNVEAMTAKGz
VQQKEWIHAWFyZHRpbWUwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQD! oAU S3FO
AGK CMTdCZUoHCcOHV7EPquFmwea01gSUnDfA/zFUcudvgYRtaw6!6rAZPLC+quIOW7F/eVpROA
uKypYGhie2IEd2FAQLDI
mLICe+fy5H/Ythud7wnZUhYPw7DsYL/+5quh9dNXNSD4ngLDDZg/D49G§53f52pkgdzl</WpZH/
hftiTDLDI2NBOHYWoqE|ZZGSM+RUKMxPeRiHz6g0GCqoXp/WjeXyd5uiPATOX8KsvAQQDTBrBs8D
FbFIL7MOEzM+vvV2PdFdUObRAGMBDskwDQY/KoZIhvcNAQELBQADGGEBAL/Invma9hUUj7tcZAKK
NIZm2bktdojguWeFUbf7m ZrSLw3sq8smwFkishS DIV/dapas)CdsKmGL KIS TIBM/TAuzr1g2
OrBGMArhZKYNnYKuTHeXetL FqtyBxdMKGIObmhTi1 YNACKomnysaus|BefsKKFXFTCWQ1TOELS
VN/SZ/c/owVdB0Zb TIo/kydFwER VKU 30+ DDI/BtIcGXSApDBY X +uFqDOUdUITZEXQY7 VX7 ZS
/2r1055Zm UCbgADFYO(tDLKLIXEESE 41W4n559L+dXIaStAR3USJmx WXWMSsalF/VynylVLL/MMw
07mVgQGUs2IK81ghXsY=

rrrrr END CERTIFICATE----

SHA256withRSA

Guardtime

H3

Guardtime

H3

Mon Nov 26 14:00:16 CET 2012

Fri Dec 26 14:00:16 CET 2014

30 82 01:22:30:0D:06: UQ'ZA 86'48 86'F7'DD 01‘01 01 05 00 03:82:01: UF 00 30'82'01 0A:02: 82'01 01 '00'D5'92 64'53'1F'EU‘25'DE 71 '4E 00'69'02 31 '37 42:65:4A:07:09:C3:87.. 57'
F :

he: :
76:3 CC:4F: 79 18 871 CFAE? 28:19:CA:A8: 5E 9F D6 8D:E5:F2:77: QB ‘A2:3i B4.‘DU'5F 2:AC:BC:04: 10 OD 30:6B:06:CF:03:1

: :C3:
0:A2:A1:09:65:91:92:33:E- 65.2F 53 UE 13 3
3 3E:BE:F5: 76 3D:D1:5D:53:46:D1:1 02 03:01:0E:C9

SHA-256

6B:4B:AB:47:33:0A:3D:39:08:3B:B9:4D:30:43:A2:EC:79:63:B1:A6:06:2E:F9:75:7
D:21:C9:61:9F:32:F7:70

Guardtime

H3
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Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

Service status description [eng undefined

Status Starting Time 2016-06-30T22:00:00Z

2.11.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service Name

Name [en] H3

Service digital identities

X509SubjectName
Subject O: Guardtime
Subject CN: H3
X509SKI
X509 5K d8R/IqsIVchhyESZTyjfFalkaYM=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2012-11-26T13:00:16Z

2.12 - Service (withdrawn): H4

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en]
Service Name

Name [en] H4

Service digital identities

Certificate fields details

Version: 1

Serial Number: 1

A time-stamping generation service creating and signing qualified time-stamps tokens.
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X509 Certificate

Signature algorithm:

Issuer O:

Issuer CN:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:

Subject CN:

Service Status

Service status description jeng

Status Starting Time

MIICHCCAZACAQEWDOYKoZIVCNAQELBQAWITEL MAKGALUEAXMCSDOXEIAQBGNVBAOTCUA Xk
TAeFWOXMJExMjYxMzA3NDdaFwOXNDEyM]YxMzA3NDdaMCEXCzAJBGNVBAMTAKGOMRIWEAYD
VQOKEWIHAWFyZHRpbIVUWAQEIMAOGCgGSIbIDOEBAQUAAYIBDWAWGGEKAOIBAQDNVtvh7152gF Ye
svea/zRU/Iby SKWNZtiE zuL [20agsUEVHIKpAA/G ]+ UPDIEWPECKBErDGRgeN +K L abiTr
Xh/TSSQiHoZTAYION TICAXAK: ARy NWIMDKUSShXCC-+ DMA5S thOLshP/le/CDrKUb
ENJCYEIUTINIbSPI3I45CaYnWgANWUZMFYCuuwSI6N + BILWRASHNLWHF 3nVibCCltyol 7aNdoa
336061/t UgEN KUBrcFstosGOnGho 7AGIcQeku3 oKL
819ocYINhUKeXordC1C/XPsf gMEWGEWDOV/KnZ/hchAOELEO EEAGAdaaNSZy/EWVBH+hLT
+LXFILKmEXaqRKRIyPtuerCRAmKjIHw8lgIVB1UD Uydﬁ'NlLL04k6rwcpZX/ahuvIGUcwrdf 12/l
+ayMOBeCHEy ViSudkgiWSFxWDLA IUSrsTm -+ Oni IQHI
tOnO L+ ve7Co06l mankerndvkgjyot7699wWfRerYzYokzelLoonmysW/+Ekrs‘F66XmRWHou
YLgo5tL5D+006H2tfeiKQ5PO0+2zDLwQ)JYjvITCVKUAR 7/sH1v6/B4nXuvch82gaAzIfHK3EPET
Q7CBC3cw+uZ7qkggdly=

rrrrr END CERTIFICATE-----

SHA256withRSA

Guardtime

H4

Guardtime

H4

Mon Nov 26 14:07:47 CET 2012

Fri Dec 26 14:07:47 CET 2014

SHA-256

83:C6:70:99:FE:9A:31:4D:5F:D0:E9:42:BB:55:AF:C1:DA:90:A3:24:AD:86:90:86:6
9:96:C0:14:CE:F2:BA:22

Guardtime

H4

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.12.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

H4
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X509SubjectName

Subject O: Guardtime
Subject CN: H4
X509SKI
X509 sK1 g4Rp4hbka/wb/X1201eSDeWB078=

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2012-11-26T13:07:47Z

2.13 - Service (withdrawn): H5

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en]
Service Name

Name [en] H5

Service digital identities

Certificate fields details

Version: 1
Serial Number: 1

X509 Certificate @ = — BEGIN CERTIFICATE----

MllCt/CCAZdCAOEWDOYjKoZIh\/CNAOELBOAW/TELMAI(GAIUEAXMCSDUXE/AOBgNVBADTCUdlYXjk
dGItZTAeFwOXMJExMjYxMjUzMjjaFwOXNDI Sj UzMjjaMCExCzAJBgNVBAMTAkg1MRIWEAYD
VQOKEWIHdWFyZHRpbWUwgg| E/MAOGCSqG b3DOEBAOL/AA4/EDWAngEKA 018, OCszmpH/ZG/rbB
XYUHHSTgSkSEQthI+]g[keakYOE'LZvth TZ/XX3AbN5aag/WnMgxPDBCyTYcA7XzsWell

+2zbLi cpQzEYdeQs4Bi39HbAvtIHYOFQjdck5HOCCail o/VjxX4b5y1dczjiXN5n7p kBl
/YXXult4h/41bdZKWZS]/KXEGWL//Cm/ZderPZYW&S aYk++dbO+UKSpRKKIQZV +, rmpSU/mW/OoNG
\//frmb]7s+rvaQd/quVST/537uFY6TOK//W3040nEdSZe.?alePC51 7yTM 1QaUOrNy/pojan7
FkhvLcVilduQILuAcl Du7gaOAgMBMMCWDOYjKDZIhI/CNAOELBOADggEBADndrk/PCTqGVmbIT]FW
mY//LngbU/hSoHHf2+kw66MZ/77LFch+CY5 z5M1pljsXQe+a+Kkrvpc9YKkvxnT81ttiSduRuj
CNw2ISrYfFVP91Hzxh6hI2mnRSF6LOLs) NbZCaSj/kHd]PuFdnY7WUIOZKFmt/6T/5qudB705H50+

SLuCJKc gkofXg55X41]M+ZU Wf5/hS/QUUaPiW18s450Zmi bUOXsoGsVmrBNuuQei
kPPdE300Af+40DB82 udUZOK/ZI‘SWEQp+e/AbkLKq/VfdlLXU5XeLf/EBg/V/SXRUECHVZLDmeW
Jq1wDjHh5NHN7Z81221=
rrrrr END CERTIFICATE-----

signature algorithm: SHA256withRSA

Issuer O: Guardtime

Issuer CN: H5

Subject O: Guardtime

Subject CN: H5

Valid from: Mon Nov 26 13:53:22 CET 2012

A time-stamping generation service creating and signing qualified time-stamps tokens.
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Valid to: Fri Dec 26 13:53:22 CET 2014

Public Key: 30:82:01:22:30:00:00:09:24:86:48:86:F7,0D.01,01,01:05:00:03:62,01.0F-00:30,62:0L:08.02:82.01:0L:00:03,36:69:A%:1E.36,45.FE.BOFC.CS. 85,01, 1F 94 E04N:44:04:F6:09:15:97:
Oceagi o : : 3 o
DEAACOE 03 FC;

. - 108:03-EF:9D-6C-EF AE - SA-CA51:92: 5FAD-0A:94:04-A5:BC-23:3A:83:74:56:37-EB:9 A -
BC:1. 8F:A :E5.E. 15:8E:93:38:AF FF:5B:73:88:3A:BB:44:77: CC DE:DD:A8: QE _?C 2E:75:EF:24:CC:F0:84:. lA :50:EA:CD:CB:FA:68:8D:A9:FB:16:48: 6F 2D: C5 62 D5:
DB'90'20‘58'80'70'38‘85'81 ‘A4'23'02'03‘Gl‘3D'C7

Thumbprint algorithm: SHA-256

Thumbprint: B7:4A:36:77:23:80:EF:97:B7:DB:1B:40:35:5B:9B:41:4F:B7:93:F6:D0:ED:9C:48:7
8:BE:E4:82:91-5C:6E:5F

X509SubjectName
Subject O: Guardtime
Subject CN: H5

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.

Status Starting Time 2016-06-30T22:00:00Z

2.13.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service Name

Name [en] H5

Service digital identities

X509SubjectName
Subject O: Guardtime
Subject CN: H5
X5095KI
X509 SK | 1y2GEphAgIOiKD3RaFtEl/53A00=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2012-11-26T12:53:227

2.14 - Service (withdrawn): H1

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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Service type description

Service Name

Name

[en]

[en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer O:

Issuer CN:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:
Subject CN:

Service Status

Service status description

Status Starting Time

[en]

A time-stamping generation service creating and signing qualified time-stamps tokens.

H1

MIICUCCAZ‘!CAOEWDOV/KOZMVCNAOELBOAW/TELMAI(GAIL/EAXMCSDEXE]AOBgNVBAoTCL/dlVX/k
Gl ZTAEFW X E ODQINI FwOxNzAxMDkwODQ1NDNaMCExCzA/BgNVBAMTAkgxMRIWEAYD
g—gEVMAOGCSqGSijDOEBAOUAA4IBD WAW, ggEKADIBA DLKt3SY|Hx+Y0z
pr/433/9k23EtR7VxLy+FD qumA/Cmakan/nRyl9FM+kchlM92 ySnneN+nOyykfab/jDu
L2CIh) TVIQVHXNNSsijOurOiWu5eXui6N6 T+
RBPp3YFeh/0(!th7gLY6kH/VVaH33/?$W5WQprZB7]WUQZGdHID3aBW5jwhEh5lDlswfl7Ddbh
PZaygsXpoVRyW1T5PzDDR1+qoWHoak/oN9JONXMEAVyswpytQOrckOIbnXhfA7va2WLQ8+Gulm7w
KunSZWtng'PbyV07rP4L/Ang IB4EEwDQY]KoZIhvcNAQEL LEOADggEBA/SZGHCEe75qBB$p507G
+PGFZY: SMVHSbSnlu/\/aDNDbe/ dOCK+YIthXZVMO{ BVIHFWs¢ exlw).fdmststYPB
Xa;991abN6nPSCz$pdth unyﬁ/LAFuN/qshlSstATA Ly yZv7L2P/5Vc/X bchhNaq
lTeTKXLqungSXlflRGN///rdSDlTE'T+PF] cJfc5GTuRunaTeGVIe+QGIrvOfWXA
quEZhh/l79KFIXD7;151IPVSRrXHVWdTE]MQBHS]Md/yELE/OQTIQQW+UYZZCROSSOYng7aXA1m
'mv/W60TQr2pkCl7GDM=

----- END CERTIFICATE-----

SHA256withRSA

Guardtime

H1

Guardtime

H1

Tue Dec 09 09:45:43 CET 2014

Mon Jan 09 09:45:43 CET 2017

22:30:1 0D:05:09.‘2A:E6:48:86.‘F7.‘GD.‘ﬂl:Ol.'01,'05.'00.‘03:82.’01,'DF.'DO.‘_?D:EZ.’DI,'DA.‘UZ:EZ.’DI,‘DI.‘DO.‘CB 2A:DD:D2:60:91:F1:F9:8D:33:43:2A:63:E3:7D:E3: Ffi 4D 'B7:06: D4 7B 57
CB. 0:22:0A, :FF:9l F:76: E3 71 EZ 9. 15 9D 8:84. 0:84: B C

: : 78. 7:95. 3:E 5E:86:5D.

5! 1:EE:35:94:F7:61:9D:1F: .'F7.‘68:1C.’39,‘Z7.'08.‘44:85.’22,‘34.‘D6'CA:A3J70.'SE.‘CE:75JBB.‘7B:3D:96.’BZ.‘82.‘C5:EQ.’A1.‘54.‘7

...... 37: D2v 74. .'73:04:01:5C:AC‘C2'9C'A 43:4A:DC:90:E2:1B:9D:78:5F:03:BB:DA:D9:62:D0:F3:E1:AE:22:6E:F0:2B:0A:AE:4B:6C:2D:AA
:2B:CE:EE:B3:F8:2F:F0:1F:02:03:01:E0:41

SHA-256

13:E9:AE:D9:0A:7D:57:15:8B:3A:B9:74:FB:AF:2E:C6:0F:13:FE:45:62:7F:DA:B0:61
:EE:0D:39:80:72:1A:C8

Guardtime

H1

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z
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2.14.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject O:

Subject CN:

X509S5KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

H1

Guardtime

H1

Eh8iaw0jrxBIx9MGEmtinpGmxyM=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2014-12-09709:45:43Z2

2.15 - Service (withdrawn): H2

Service Type Identifier

Service type description [en]

Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

H2

MlngCCAZdCADEWEA)/’OYjKDZIh\/CNAOELBOAW/TELMAkGAl L/EAXMCSD/XE/AQBgNVBADTCUdl YXJk

X
VOOKEW/HdWFyZHprWUngE/MAOGCSqGSIb3DOEBAOUAA4IBDWAngEKAoIBAOCBD/Fnaqsa7DbL
fS65DN8Mj225/ZcmY2NbwfGy12xX+1FpE; Jq6Ys Bh2Usg 'mR
xGrAZPVuufychVGy+voY/stjUkP&qudwrOhLPL/HTszMKHIYv\/Ea434dHK/SK2nWWkaVqE02
hITU/uSv3ZAX64F +7iullraefdZ0QC6ucdOsxAFwC3FEH+HfPpV2rb6nhsBu8hxIGWOqDHoCcd.
YOH2+7n/BE1pmOCKUTOj1tKU2Nw! UrEvWfRnanyx+szf9PmtNRr/TDyththquth A7+EGf
5/GK!‘G]L1XLEGXWnb3WZESPDAgMEHWMWDOY/KoZ/thNAOELBO \D9gEB; LXmXSOOthD//CmedEn

ImOGYIBd9s/3TtWXak+4c/emPttrkPetWIDnSHyW2leuO6nel Ut\/KSXVETr/qbXOYan_?
3284qWLerAYthKfZZPEuUka0+p3wKH61 gs ‘gimQuu6w0O9IM1 + +MSwi lng]BUJBEPCg
QrPZnlAbBPpju2NBb241ep+a0lonKQRO+Kcsl| MszLtOxEmlqnpq4deO/+N//mj'EVc CIslvSD
37tUBQIbEpvv70rXbv37xvY9CrdJRWrrjrRO6n1d2NSxdagHjwobdBgPCQXGqroMxUNLOEprVmib
RNvWkxmj4wd6PYKfnaQ=

rrrrr END CERTIFICATE-----

SHA256withRSA
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Issuer O:

Issuer CN:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:

Subject CN:

Service Status

Service status description [eng

Status Starting Time

Guardtime

H2

Guardtime

H2

Wed Dec 03 13:20:06 CET 2014

Tue Jan 03 13:20:06 CET 2017

C:14:AC:

4B:D6:7D:19:i
:C3:02:03:01:1D:63

SHA-256

93:45:FE:3F:75:62:EE:16:26:44:FD:0C:F9:2C:32:78:5E:1C:7D:AF:EB:BE:91:87:12:
0D:09:D9:99:78:F2:DC

Guardtime

H2

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.15.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject O:

Subject CN:

X5095KI

X509 SK |

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

H2

Guardtime

H2

EYQKYMAHRbAfOQdxvZ2qxd7XipQ=

EESTI (ESTONIA) - Trusted List ID: EEO001 Page 195



Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Status Starting Time 2014-12-03T13:20:06Z

2.16 - Service (withdrawn): H3

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] H3

Service digital identities

Certificate fields details

Version: 1
Serial Number: 1
X509 Certificate @ = — BEGIN CERTIFICATE-----

MlngCCAZdCADEWDOYJKDZIhVCNAOELBOAWITELMAkGAlUEAXMCSDMXE QB NVBAOTCUdlYXjk
TAeFWOXNDEyMDQwOTI4MTFaFwOxNzAXMDQwOTI4MTFaMCExCzA[/BgN! EAMTAkgzMR/wEAYD
VOOKEW/HdWFyZHprWUngE/MAOGCSqGSIb_?DOEBAOUAA/IIBDWAngEKA IBAOC155VKLBC]6NRM
FmMZxyBy/kK( 'mD: 5;7 24aX01A9LvYaM/In8b
ZE9HI55w1 RTWZbUp 22///Lx/q3x6bM2mwME/ERkWPK/OEZBmOlXOX GhEeRDSOqLXDen3AXn03L
gxpibK7jHekfX1aT2G35c2zDcZmif86bQiFSxPxI/x)XijcswX3XI1CoEdoyiOhyYIl1756QKzI
/y ZXy4W7FCzk5g]aX+r e9snndPg/ZnPzKLHJowNyPzobhGOR7W7eG/S7Bp: XMTEGSa/A.?B
w8Bp8t6mNNExg) fqKQArAgMBb5cwD! OYKoZ/thNAOELEOADggEBACyCZSs4D(VR9FVRRL/Ce
XAU42pV/OZ+n/AqL/ K657aHNbnnQKqtBdoW4N/Gf6Pxz27B7PB1cIplqgmKzvVewKfwh+37XoC
IX enoLzwALGNOwPne3dVB1Jf8DMEMtECB5ktZMd/BI8fgc6VIYBDnDXa+qul3hbTHYuWVOdloks
IOoNU9twcABN14E0ASEwfalZpXps9LQgjVx609pZwDFRQo3igzY4qKxpivUDOxyrjjsh5UebldL
12K7g!FubrenuOUReIVFUSZVmNsAdFFZyVSCXdUdULO+WXCn/jCUIAYZIBCEM7OZ/UXmUCCL7n0q
PmmXKk/oEIdqPLZQqR3

$
'o\

Signature algorithm: SHA256withRSA
Issuer O: Guardtime
Issuer CN: H3

Subject O: Guardtime

Subject CN: H3

Valid from: Thu Dec 04 10:28:11 CET 2014

Valid to: Wed Jan 04 10:28:11 CET 2017

Public Key:

9.7
F3:28:81:C9:A3:03:72:3F:3A:1B:84:6D:11:ED:6E:DE:1B:F4:BB:06:9C:4C:4C:41:B7:6A:50:37:05:9B:D5:DA:09:95:0F:0F:01:A7:CB:7A:98:
6F:97

Thumbprint algorithm: SHA-256

Thumbprint: 4F:72:A3:3C:38:42:1F:78:82:A0:A9:97:83:72:2F:E9:BB:CD:68:09:0D:8E:4D:02: 7E
:C0:63:94:3B:FE:B8:33
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X509SubjectName

Subject O:

Guardtime
Subject CN: H3
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description [eng undefined.
Status Starting Time 2016-06-30T22:00:00Z

2.16.1 - History instance n.1 - Status: undersupervision

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service Name

Name [en] H3

Service digital identities

X509SubjectName
Subject O: Guardtime
Subject CN: H3
X509SKiI
X509 5K QirOC5zp/hiyOrBngKibCdrnyZ4=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
Status Starting Time 2014-12-04T10:28:11Z

2.17 - Service (withdrawn): H4

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [en] H4

Service digital identities

Certificate fields details
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Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer O:

Issuer CN:

Subject O:

Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:

Subject CN:

Service Status

Service status description jen;g

Status Starting Time

MlngCCAZdCADEwDOYjKDZIhVCNAOELBOAWITELMAkGAl UEAXMCSDOXE/AGEgNVBAoTCUdl YXk

OTQ! TQ ExC:
VOOKEW/HdWFyZHR b WUngE/MAOGCSqGSIb_?DOEBA OUAAAIBDWA ngEKADIBAOngOHSbeXQr/C
[EGtJIVYP9/SF26 W

KW7gdHj i Zy /4 v
jP‘//kjsdlz/ fG;/Z%QFqu/CGR WmfW/ossruhungz.«ynsIZs7Vru9 lbk/OyAgrvki‘scbdyELFE
1yOL: nEp

IPgFYs3PCifQteLEDsYLdxK#
YNwVdg A /6I2NmYBth8L9aTdEX5P+ 5A/+pB§r NGZ9v/rﬁ/VERL5qb8ﬂl/&lgglhe/wg
MMTdﬂsfoBn]Dr6/CA/d37DAgMEmstDOYjKoZlhchA%ELBO )ADggEBAHhS8! HNR29mMguKbY
15b6EnhIsOVWx/F3oDe+gfZ3] p+A SXHPqZG8+e0BwDZh0QykZ3g8etSBL4yOEUI5PEhIlECuny++N
qFItHheyUXFFJih5qCqP8w+qise Egnl/RH/cumNXMtOHZUeW\/h(?G43N Ic/60dW2g20tjUKjQ3Wtb
NP9Znx+0kruUAzOrWpYNOV5PQESFXrrsslykYb6ou3xThvmkowHddyl3x/koUd1nfra5YUAY9hzf
FfUC8SdR: 80505y+5w/+d5006/91dR1EyNKthEglOEWbZBGGRXbAYDOGEUXGNEQX+V29KQD+I(&U
XfZ+t2f6/ZWEuEanaB:

rrrrr END CERTIFICATE-----

SHA256withRSA

Guardtime

H4

Guardtime

H4

Fri Dec 05 10:40:35 CET 2014

Thu Jan 05 10:40:35 CET 2017

1:F9:AD:BA:F1:F6:BF:C2:91:6E:E0:74:78:C4:1A:D2:65:55:83:FD:FE:

30:82:01:22:30:0D:06:09:. 7:0D:
1‘7B'3C'16'5A‘Dl‘23‘SE'EF'3E‘29'23'BI :D2:3F:1D:F1:96:F3:34:05
7 E 5 82:3. 99 1 C

C1:76:E9:6D:32:31:5B:F2:10:0A:70:5C:99:3D:

SHA-256

BE:7A:89:43:E1:6A:F9:37:C8:D3:C8:37:B8:60:E4:F7:65:9E:BD:D8:74:F3:B0:9E:F9
(AB:A7:14:5D:7C:A1:FA

Guardtime

H4

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.17.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
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Name [en]

Service digital identities

X509SubjectName

Subject O:
Subject CN:

X509S5KI

X509 SK |

Service Status

Status Starting Time

H4

Guardtime

H4

2zNKmjgO3GbRjbtLb/2gxC95Ydg=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2014-12-05T10:40:35Z

2.18 - Service (withdrawn): H5

Service Type Identifier

Service type description [en]
Service Name

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer O:

Issuer CN:

Subject O:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

H5

MlngCCAZdCADEWDOYjKDZIhVCNAOELBOAW/TELMAkGAlL/EAXMCSDUXA{AOBQNVBADTCUdl YXJk
dGlt: TASFWDXNDEyMDg OTAzNDdaFwOxNzAxMDgwOTAzNDdaMCExCzA|BgNVBAMTAkg1MRIWEAYD
/HdWFyZHprWUngE/MAOGCSqGSIb3DOEBAOU \A4/1BDWAWggEKA0IBAQC60wohNDbrmyAL
/ GYRFg8sBizryJup1HDV/YJvhVAo7jté3nrzuxqnADeqlzeek2GuYugh5LbYRRBEeBtXE3ss
/ab!cSTLKP Zj1hz|+ 5W395rbYebOUwust/+ELIc/O9TpngAM5eXaSw2p/9085rHVszXOScSEEG
)ZTmWMY80WHeYDFr+v7N520r19GMyTc8Yo
RBDfW/0/LBYrcGlyDXuSngaLD+Xrb633Dn 7WR§WDOE ChgtaWbEDBWDCEEM%/ZDLfBSEXYOSNBR
MCcVXZjDZv5k7+1Qaozgj0q7AgMBa rkaOYan /hchAOELEOADggEEAanyr vxyDEfoDaErx
1VaZpUcZrWsifiBc3jK3h3PvFTu. YQS T9ke 9 UUNEXIp7IQEoZ
9/N1H4VCGSCVZWBOU 668qw2Pru( de deV Oﬁ(HuZpﬁDErdPB[jVVZDR5
y+ ghTClUpT+4+EOBrDPmse/atv5a9d/ z_?RM/b/R+K/9005nBYpPEO/uvDT11rfWSfr?/DOeD
0OVeG9OFfN0j26L/sChV5uZxRMs/mvIIRibHqXU0+0eOGCCsZGb6YN27nLFh5TUdqtGRbjuu3f/8tY
NLa7Gb/il6afpO8nRXc=

rrrrr END CERTIFICATE-----

SHA256withRSA

Guardtime

H5

Guardtime
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Subject CN:

Valid from:

Valid to:

Public Key:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject O:

Subject CN:

Service Status

Service status description [eng

Status Starting Time

H5

Mon Dec 08 10:03:47 CET 2014

Sun jan 08 10:03:47 CET 2017

B E8:87:5.
34.E. EC:DE:7/ :2
BB7Q.DD.'09.FE.59v18.16.0F.47.A3.UA.1F.6D.5966.C4.0C.1C.28. 73:A6:8C:F3:26:43:2D:F0:6C:13:16:10:4A:7F:11:30:27:15:5D:98:C3:66

SHA-256

03:8F:EA:97:61:37:87:0F:61:22:53:0B:37:2E:5D:14:28:18:3E:96:1E:BE:EE:3D:FA:
CF:50:ED:A2:44:89:79

Guardtime

H5

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2016-06-30T22:00:00Z

2.18.1 - History instance n.1 - Status: undersupervision

Service Type Identifier

Service Name

Name [en]

Service digital identities

X509SubjectName

Subject O:
Subject CN:

X5095KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

H5

Guardtime

H5

i8kh3VDj6émI46T]OBxYTItfimzM=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

2014-12-08T10:03:47Z
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2.19 - Service (withdrawn): Guardtime KSI ajatempliteenus

Service Type Identifier

Service type description [en]

Service Name

Name [et]

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject E:

Subject CN:

Subject O:

Subject L:

Subject ST:

Subject C:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Guardtime KSI ajatempliteenus

Guardtime KSI timestamp service

13303434141265161953998710116

rrrr BEGIN CERTIFICATE-----

MIIFeDCCBGC Xwd+2! SqGS/b3DOEHCWUAMEWXCZA]BQNVBAYTAk]F

MRkwFwYDVQQKEXBHbG9iYWxTawdul 5L 'DVQQDEXIH wadull WxpZmll

ZCEDOSAXMB4XDTE5MTAWM/EyMDIyMlnXDT/wMTAWM/EyMD/yMan a/XCZA/EgNVEAYTAkVFMO4W

DAYDVOOIEWVIYX]QUTEOMAAGA1UEBXMHVGFsbGlubjEVMBMGAlUEC MMR3VhcmR0OaW1/IEFTMRUw
'ZHRpb

WUgQVMXKTAnBgkqhkiGIwOBCQEWGNB1YmxpY2F0aW9uc0BndWFyZHRp

b%%Yggzﬁg)%nggVDVORhEW9 OVRFRSOXMDEXMTOXMT/wggE/MAOGCSQGS/b3DOEBAOL/AA4/EDWAW
ggEKAO) yFMyxPaDs
WB/RpK155PV1Vel b50L7D7A+62075XdA4]E {FVVP#-ITIK/CXS Q/x7Bb7r9w. PHZmelZEXAkI
yW2H9jjBav2TSD5sLW1/ANfg0GIc1QgCOniZc2dKMC: XLVBSgVSa4P/ZlRGO+/CHszOhEIrmpr
0e9MFfyB22eQfskKgXedopNLF8Ix3iHE9bp75yrhmuOrFG32vDbdgQTGi ijRCBODrdyVOlUKWUa
YPnhAryZXXgnri7PlddFib7aE3MQDHEmMW4VPKIfTX2r4HyFA; MBAAGJgg/BMIIB 3/TAOBgNVHQ8B
Af8EBAMCBKAWgYUGCCsGAQUFBWEBBHkwdzBABggrBgEFBQcwAOYO: RDCDOVLEN/YEVyZSSanQ/
YWxzaWduLmNvbS9jYWNIcnQvZ3NxY2Exc2hhMmcOLmNydDAzBggrBgEFBQcwAYYnaHROcDovL29j
C3AuZ2xvYmFsc2Inbi5jb20vZ3NxY2Exc2hhMmcOMFKGAIUdIARSMFAWQwYLKwYBBAGGM: ngaIWEW
NDAyBggrBgEFB OcCARYmaHRDcHMELij‘dScuZvaYmFch/nb15/b20vcmVwbindGde 8wCQYH
BACL7EABAZAIBgNVHRMEAJAAMDSGA1UdHWQOMDIwMKAuoCyGKmhOdHAGL ) /CquZZX\/YmFsCZIn
blS]bZOVZ_?NXYZEXCZhhMerLmcbeA/Bg VHREE?A "gRpwdWjsaWNhdGIvbnNAZ3Vhcm
LmNVbTAi‘ngrEgEFEOCEAWOrM kWCAY( BACORg BMAgGBgOA]kYBEDATBgYEA/SGAOYWCOYHEACO
QUGH QQBgjcK/ wwWHwYDVR 0jBBgwFoAUrDfbzzL]
IRanXWG E ZRDWHOYDVROUBBYEFPE+Zb(55 aHPvIOa g/ IMADGCSQGSIbSDOEB
CwLIAA4/EAOALCk 2/kPjdeV8NS+2gm3MDVur/t5dp6AjRL/EooZ[mgOka nfyPXaJH4iF9IK2E
B8K4pi 0+9AS/EeWlfGaHAEprQ/XYMS7RRbuWZQlVS:Og4eV6Nd\/h]Zj$TQZU5W//d IB5rE9JP
tNQEAlehQXB//hSquM2p82WC5m551 +LZny0gUVWXXgX/+Rq0tnAZnRt63 % QkAOp3NPW2EPK
eoFzILv5eB: QALftLl Hv)9rxWnTAhOB6NOKWRIECIgnG
XOnZTlTOVVTDpXWBYsnglCVSZangH75\/CKnyFIXHH/gCa

rrrrr END CERTIFICATE—-

SHA256withRSA

GlobalSign Qualified CA 1

GlobalSign nv-sa

BE

VATEE-101114112

publications@guardtime.com

Guardtime AS

Guardtime AS

Tallinn

Harju

EE
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Valid from:

Valid to:

Public Key:

Authority Info Access

Certificate Policies

Basic Constraints

CRL Distribution Points

Subject Alternative Name

QCStatements - crit. = false

Extended Key Usage

Authority Key Identifier

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject E:

Subject CN:

Subject O:

Subject L:

Subject ST:

Wed Oct 02 14:02:23 CEST 2019

Fri Oct 02 14:02:23 CEST 2020

:82:01:0A:02:82:01:01:00:AD:D5:FD:11:09:C8:A6:A9:BD:A2:33:4F:F3:54:1D:34:3D:F7:18:FF:0D:83:92
9:58:1F:D1:A4:AD:79:48:F5:75:55:E6:F9: :0F:BA:D8:EE:D2:5D:D0:. C:4C:9A:8F:21;
F6:3 E:6C:2D: 9:7

:F8:67: :37:00:64:42:28:98:2C:29:A1:EF:4C:15:FC:81:DB:67:90:7E:C2:AA:5D:E7:68:A4:D2:C5:F0:6C:77:88:71:3D:6E:9E:
1:31:B0:24:16:D1:73:C4:03:89:DC:95:42:2B:8A:C2:22:5A:60:F9:E1:02:BC:99:5D:78:27:AC:8E:CF:21:D7:45:89:BE:DA:13:73:10:0C:71:26:5
:01:00:01

http://secure.globalsign.com/cacert/gsqcalsha2g4.crt
http://ocsp.globalsign.com/gsqcalsha2g4

Policy OID: 1.3.6.1.4.1.4146.1.40.35.1
CPS pointer: https://www.globalsign.com/repository/
Policy OID: 0.4.0.194112.1.3

IsCA: false

http://crl.globalsign.com/gsqcalsha2g4.crl

publications@guardtime.com

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

AC:37:DB:CF:32:C9:21:16:AA:0B:1C:06:03:86:F0:5D:C7:69:CD:1A

F7:BE:65:B7:2C:B3:E6:87:3E:F9:4E:68:D5:06:B8:1C:60:C0:78:35

nonRepudiation

SHA-256

89:F3:BC:E2:8B:9C:E3:75:67:F0:C1:D0:0D:25:85:2E:14:E7:9A:C4:29:0C:95:47:70
:91:7F:5A:1E:15:35:94

VATEE-101114112

publications@guardtime.com

Guardtime AS

Guardtime AS

Tallinn

Harju
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Subject C:
X509SKI

X509 SK |

Service Status

Service status description [eng

Status Starting Time

EE

975Ityyz50c++U501Qa4HGDAeDU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2021-02-13T22:00:00Z

2.19.1 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [et]
Name [en]

Service digital identities

X509SubjectName

Subject 2.5.4.97:
Subject E:
Subject CN:
Subject O:
Subject L:
Subject ST:
Subject C:

X5095KI

X509 SK |

Service Status

Status Starting Time

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Guardtime KSI ajatempliteenus

Guardtime KSI timestamp service

VATEE-101114112

publications@guardtime.com

Guardtime AS

Guardtime AS

Tallinn

Harju

EE

975Ityyz50c++U501Qa4HGDAeDU=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2020-04-07T21:00:00Z
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2.20 - Service (withdrawn): Guardtime KSI ajatempliteenus (2020)

Service Type Identifier

Service type description [en]

Service Name

Name [et]

Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject E:

Subject CN:

Subject O:

Subject OU:

Subject L:

Subject ST:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Guardtime KSI ajatempliteenus (2020)

Guardtime KSI timestamp service (2020)

10006720078790756082741310892

rrrr BEGIN CERTIFICATE-----

MIIFYDCCBEi SqGSIb_?DOEBCWUAMEWXCZA]ZQNVBAYTAkjF
MRkwFw: YDVOOKEXBHbG9IYWXT WdulG52L. ‘QQDE: WxpZmil
ZCEDOSAXMB4XDT/WMDgyMDExMDY1NFoXDT/zMDgyMTExMDYlNFowgcchzA/EgN\/BAYTAkVFMRYw
FAYDVQQIEw. 1/YqudSBtYWFrb25kMRA DgYDVQOHEwdUYWxsaW5uMRkwFwYDVQOLEXBLUOkgUHVi
bGljYXRpb25zMRYWFAYDVQQKDA1HAWFyZFRpbWUgT80CMRYWFAYD! OODDAlHdWFyZFprWU TSDC
MSkijY/KGZIhVCNAOkBFh wdWJsaWNhdGlvbn NAZEVhCmROaWI/LmNVbTEVMBYGAlUEYRMPVk U
A MTEOMTE MIIEI/ANngqhlegw()BAO OCAOSAMIIB gKCAQEANtxxAxMzPwFmNY09
eNQlwr VaB: 6 MdIxbbhl4wArKuhjZICduZnvfe/T
/Su/NrOeG/+FEf9LCDBLrCP’T45X2X anE/nyluUbGDO/SF35tFyn/4SG&'VgOSFCcNt/chIZm
SrMwdw3dh/w5FQQ wRJjg1l IXOKXVOHGGC/tke2L
/q50b0r53qL/VDNfDEnEACD27TeKlstL9detU+TCSMC6GE(//dEkaSKXUBOnA/5/jt vGmi
2D6Cx DGCDNr/7ro8+rXKBOIDAOABO4/BXDCCACAngVDVRCIPAOH/EAODAgZAM/GFngrEgEFEOCB
AQR5MHcwQAYIKwYBBQUHMAKGNGhOdHA6LY9zZWN1cmUuZ2xvYmFsc2Inbi5jb20vY2FjZX|0L2dz
CWNhMXN YTINNC5 CnOWMWY/KwYBBOUHMAGG/ZhDdHAG %9VY3NwLmd5b2jhbHN Z24uY29tL2dz
WNhMXNoYTJnNDBZBgNVHSAE! /BOMEMGCySGAOQEOD/B CMBMDQwMgYIKwYB OUHAgEijhOdHEz
OlSVd3d3Lmd5b2jhbH p224UY29tL3 /cG9zaXRvcnkvMAKGBwWQAI+xAAQMwCQYDVROTBA
BgNVHREEHjAcgRpwdW)sa! dGIvbnNAZ3Vhcm ROaW1/LmNVbTA.?B’ggngEFBOCEAwOrMCkaAYG
EACORgEEMAgGEgOA/kYEBDATEgYEA/SGAOYWCOYHBACC UEG’ )y
AQUGCisGAQQBgjcKAwwwHwYDVRO, /BngFoAUerbZZL]IRanXWGAdeXCdeRoWHQYDVROOEBYE
FOM9BPC4T+QE2tBZskLYBs5DhCO3MAOGCSqGSIb3DQEBCWUAA4IBAQCYULFVSQs6zmVrmYT5Rkex
0TFYkBDIKxUi4RhX35yz/FLv0QaGhlQmkD9oLc5CYNzL4! ng4uhEH4anXG/EO+HMRvkLI4g/HyP
NohgzojxZFe5QLYPVAI3EfED5RLUCI2/Co8bEqnORYHs3yK+cnUvzd443JOX X88SKC2HFxu
Dlm9‘§]m QtmCX46Ws98ci WsW4NnPZmp/SQySFh/IECO/FQGSI Xlt3R057Rij06hP1wGCMEhdkp
gzsolg YfX %{qug/SquF 7/D/W+McQZS5702VGaygXqo4a5g+jra99df1WOShiCb3fkDxfrCPHOZ/utG
2jSKMXIORICOY/X.

rrrrr END CERTIFICATE—-

SHA256withRSA

GlobalSign Qualified CA 1

GlobalSign nv-sa

BE

VATEE-101114112

publications@guardtime.com

GuardTime OU

GuardTime OU

KSI Publications

Tallinn

Harju maakond
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Subject C:

Valid from:

Valid to:

Public Key:

Authority Info Access

Certificate Policies

Basic Constraints

Subject Alternative Name

QCStatements - crit. = false

Extended Key Usage

Authority Key Identifier

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject E:

Subject CN:

Subject O:

Subject OU:

Subject L:

EE

Thu Aug 20 13:06:54 CEST 2020

Mon Aug 21 13:06:54 CEST 2023

E:A2:E5:54:33:5F:
8.

/A0:19:C4:00:20:F6:ED:37:8A:8B:26:6C:2F:D.
2:0C:DA:C8:EE:BA:3C:FA:B5:E4:F1:02:03:01:00:01

http://secure.globalsign.com/cacert/gsqcalsha2g4.crt
http://ocsp.globalsign.com/gsqcalsha2g4

Policy OID: 1.3.6.1.4.1.4146.1.40.35.1
CPS pointer: https://www.globalsign.com/repository/
Policy OID: 0.4.0.194112.1.3

IsCA: false

publications@guardtime.com

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

AC:37:DB:CF:32:C9:21:16:AA:0B:1C:06:03:86:F0:5D:C7:69:CD:1A

E3:3D:04:F0:B8:4F:E4:04:DA:D0:59:B2:42:D8:06:CE:43:84:2D:37

nonRepudiation

SHA-256

83:6B:53:11:DA:DB:18:C5:C9:57:8E:09:18:61:C5:59:3A:6B:E4:B5:B8:05:C5:EA:4
A:26:B1:15:46:BF:2D:5B

VATEE-101114112

publications@guardtime.com

GuardTime OU

GuardTime OU

KSI Publications

Tallinn
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Subject ST:
Subject C:

X509SKI

X509 SK |

Service Status

Service status description [eng

Status Starting Time

Harju maakond

EE

4z0E8LhP5ATa0OFmyQtgGzkOELTc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn

undefined.

2022-03-22T22:00:00Z

2.20.1 - History instance n.1 - Status: granted

Service Type Identifier

Service Name

Name [et]

Name [en]

Service digital identities

X509SubjectName

Subject 2.5.4.97:

Subject E:

Subject CN:

Subject O:

Subject OU:

Subject L:

Subject ST:

Subject C:

X5095KI

X509 SK |

Service Status

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Guardtime KSI ajatempliteenus (2020)

Guardtime KSI timestamp service (2020)

VATEE-101114112

publications@guardtime.com

GuardTime OU

GuardTime OU

KSI Publications

Tallinn

Harju maakond

EE

4z0E8LhP5ATaOFmyQtgGzkOELTc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
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Status Starting Time

2.21 - Service (withdrawn): Guardtime KSI ajatempliteenus (2021)

2020-09-28T21:00:00Z

Service Type Identifier

Service type description [en]

Service Name

Name [et]
Name [en]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

Subject E:

Subject CN:

Subject O:

A time-stamping generation service creating and signing qualified time-stamps tokens.

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Guardtime KSI ajatempliteenus (2021)

Guardtime KSI timestamp service (2021)

11835583698131848642139306192

MIIGSTCCBJmgAwIBAgl (L}]4quhNPM 123LjQMAOGCSqGSIb3DQEBCWUAMHB8XCZA)B
9IYWxTaWdulG52LXNhMTowOAYDVQQDEzFHbGYiYWxTa
UXVhbGImaWVKIFFTC gU2InbmIuZyBDQSAyMDIwMRkwFwYDVQRhEXBOVFJCRSOwI

MRkwFwYDVQQKExXBHb

gv NVBAYTAKJF
dulEdDQyBSNDUg
NDU5MTMOMjU2

Q00
MB4XDTIxMDEwN)EyNI JEyNFUXDT/Z‘I}JODg MTEXMDYI NFowgccxCzA|BgNVBAYTAKVFMRYWFA YDVOQI

Ew1lYX)qdSBtYWFrb25kMRAWDgYD!
b25z MRYWFAYDVOO DA1HAWFyZFRpbWUg TSOCMRYWFAYDV QDDA

EwdUYWxsaW5UMRKwFwYI VOOLE BLUOKgUHVibGIjY X
| 1HdWFyZFRpbWU

TBOCMSkw/ij

)

KoZIhveNAQkBFhpwdWjsa WNh: (GivbNAZSYCROAWI 1L TEYMBYGAI UEYRMPVKEURUUEMTAS

MTEDMTEyM//B//ANngqhk/G9WDBAOEFAAOCAO&AM/IBCgKCAOEArDPRuO/kZTchY+thr/mytq
K7fwX6hOxnozDX5/YX1G6GQUVCCqLvDPO4u30ELiwW12eWsInjsdeUxhbnly1maFs+/1asWMIFdj

pgTE whapvhURFEZ5V L+CfBUeﬂnGR]ZZmqtphh/GFkZhfOKZSZ4deTaERBD§LD8
°z026YLtecGndLj4ZCxq0Z7cA7UYoZvtkmwPol RKzNX53v03p8beOqOm!xL/eC70vad
IUg/LHz/5vlpIAbdsaEa +IONfjPQP wMULyN yejZjodjveaudNXFVGXrMpvixm/Qs6

PBSDqsd|

YFzZOLeTmF

FVOGFOZ
wVrB1z6LNzaQIDAQAB041B4jCCAd: 4WD§YDVROP QH/! BADDa/gZAMIG]ngngEFBOCEAGSBIjCB

szOEggngEFBchAoZCaHRDcDovL.?NIY
NDVXdWFsCXN/ZHdp
aWduLmNvbS9nc2 93/0NXF1YWXXC2NkCZ/nbm
KCOCMDOwMgYIKW
MAKGBwWQAI+XAAQ)

VyZS5nbG9iYWxzal

‘MDBZBg|
EBOUHAgE /mlh OdHEzO/8vd3d/3Lmdsb2/hbHNpZZ4uY29(’L3//CGQ§aXR venkv

duLvabSQ/YWNIcnOvZSNnYZNy
Z25)YTIwMj, AUY3]0MEEGCC§GAOUFBZABh/VDdHRWOlBVbZNZCC5 nbG9iYW)

QOEDDIB

ROaW1/

LmNVbTAJBg?ngEFBUCBAWQrMCkWCAYGgLATCORgGEA%MAgGBgUAjkYEBDATBgYEA/5GADYWCOYHBACG

OBg/cKAwwwHwYDVRO/EngFoAUEbpbOncU
LIeGRvxwF[9idZ| QYDVR0OOBB' Al 2n4qsTHOQXMAOGCSqGSIb3DQEB
CwUAA4ICAOAlR/0mITXA DDHW7mPth0Mr0mXCKtS]DF6TadHlIU95W UORXKWxO1BtX870bZJ8h

pZzX1/65D19+5H4 7pmZ( 1TAMoEG/an/Ro7y794FQYo¥/w/cﬁE§stLVtka/y34U25+VDOLW rEds
wi

E50Q4ZWQ5D34Dvb309fgOgLNCqWCRYi

8p0864iyCyohXx0ZFazyxhKogmq

lb016ADdXMblGGeVELELA3 SDJCV+y/ UU90d4fVXdM3R/UFV15NLVBSG+7EhrP3XUuTXbBDaerZSjS
7uhy7Bcl1k0Q0+M/59xvi FX9GzEHtoZSDP/Gbgu5/quocOE9nthCZFSypxaAamvanfUOd rhKA

KSZBH//PdHZZLSIUl/SSO/BAB4 7Q5KhH1rwyOFVz930w90Y+GCcHW7fM3Sul

ZsxbEyGVoCwH, 4/TkuXpPZCbE3Ik8Mp8Fql95RIUD_?ZBIVVfK7DZW9 WPZ+80U
SWvG4Wrz08sHTIYLQZBNTCymjL/ud+8gFmeXuPoWxvqsGF+ FZyGDZrbERCOLDrgAOd/qXEsFN/OQ
Esc6RQ1 a/nmsthaOCVqsl Vv/8FuD9SK8YEXEIiRIVNfd1ladNTr4vWMm/DjDGszdNXRzvBBrOES

IQUBGJDN

rrrrr END CERTIFICATE-----

SHA256withRSA

NTRBE-0459134256

GlobalSign GCC R45 Qualified QSCD Signing CA 2020

GlobalSign nv-sa

BE

VATEE-101114112

publications@guardtime.com

GuardTime OU

GuardTime OU

ngYXNVOdeZGRKZdO
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Subject OU:

Subject L:

Subject ST:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Info Access

Certificate Policies

Basic Constraints

Subject Alternative Name

QCStatements - crit. = false

Extended Key Usage

Authority Key Identifier

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

X509SubjectName

Subject 2.5.4.97:

Subject E:

Subject CN:

KSI Publications

Tallinn

Harju maakond

EE

Wed Jan 06 13:41:24 CET 2021

Mon Aug 21 13:06:54 CEST 2023

83:AA:CT:4
23:48:23:2C:7C:E3:E6:F8:A9.

:F8:A9:2 39.
4:19:5A:FC:15:AC:1D:73:E8:B3: 2:03:01:00:01

http://secure.globalsign.com/cacert/gsgccr45qualgscdsignca?020.crt
http://ocsp.globalsign.com/gsgccr45qualqscdsignca?020

Policy OID: 1.3.6.1.4.1.4146.1.40.36.2
CPS pointer: https://www.globalsign.com/repository/
Policy OID: 0.4.0.194112.1.3

IsCA: false

publications@guardtime.com

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

05:BA:5B:3A:77:14:2C:87:86:46:FC:70:16:5F:62:75:99:74:A1:18

06:9E:B2:70:00:96:77:9F:A9:03:1D:11:F1:76:9F:8A:AC:4C:74:17

nonRepudiation

SHA-256

96:DF:B9:E3:A5:3D:FB:C3:B6:4D:E5:FA:C4:5C:2E:29:57:95:3A:00:9C:1A:9D:71:1
B:2A:98:BB:68:10:1F:96

VATEE-101114112

publications@guardtime.com

GuardTime OU
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Subject O: GuardTime OU

Subject OU: KSI Publications
Subject L: Tallinn
Subject ST: Harju maakond
Subject C: EE
X5095Kl
X509 5K Bp6ycACWd5+pAx0R8XafigxMdBc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description  [en] undefined.
Status Starting Time 2025-06-12T09:00:00Z

2.21.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
Service Name

Name [et] Guardtime KSI ajatempliteenus (2021)

Name [en] Guardtime KSI timestamp service (2021)

Service digital identities

X509SubjectName
Subject 2.5.4.97: VATEE-101114112
Subject E: publications@guardtime.com
Subject CN: GuardTime OU
Subject O: GuardTime OU
Subject OU: KSI Publications
Subject L: Tallinn
Subject ST: Harju maakond
Subject C: EE
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X509SKI

X509 SK |

Service Status

Status Starting Time

2.22 - Service (withdrawn): Guardtime KSI Time-stamping service (2023)

Bp6ycACWd5+pAx0OR8XafigxMdBc=

http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted

2021-02-13T22:00:00Z

Service Type Identifier

Service type description [en]

Service Name

Name [en]
Name [et]

Service digital identities

Certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer 2.5.4.97:

Issuer CN:

Issuer O:

Issuer C:

Subject 2.5.4.97:

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

A time-stamping generation service creating and signing qualified time-stamps tokens.

Guardtime KSI Time-stamping service (2023)

Guardtime KSI ajatempliteenus (2023)

17813447839925025875096261614

MIIG/DCCBO. wTm, PUMAOGCSqGSIb3DQEBCWUAMH8XCzAIBgNVBAYTAKIF

MRkWFWYD\/OOKEXBHbGQlYWXTaWdUlGSZLXNhMTDWOAYDVOODEZFHbGQ iYWxTaWdulEdDQyBSNDUg
UXVhbGlmaWVkIFFTODOb]UZInbm/uZﬁ;EDDSA \yMDIwMRkwFwYDVQRhEXBOVFJCRSOWNDUS5MTMOMjU2
DcyODAWMDAWMFo wgCCXCZA/EgNVBA YTAKVFMRYWFAYDVQQ!

MB4XDTIzMDgwMTEzNTUzM10XDTI2]
Ew1IYXJqdSBtYWFrb25kMRAwDg' YDVOOHEWdUYWXsaW5uM wFw YDVOOLEXBLUOngHVleI/YXRp
b25zMRYw FAYDVDOKDAlHdWFyZFRp 3g
KoZIhvcNAQkBFhpwdWsaWNhdGIvbnNAZ3VhcmR0aW1ILmNvbTEYMBYGAL
MTEOMTEYMIIBI/ANBgkghkiGIwOBAQEFAAOCAQ8AMIIBCgKCAQEAqddIsZINC5xsctWO9zEN3Hi
8R/]2§/5ELQ1+AIQL +ZpmCo+teFtEGGstanKW07nrcM9IgMsL30R/MlIkeyl+ass6AbpQfE84XdkT
qAHGxYTYkvXGxK8zfcZh2vIZCfecCG8iDFxh0yozQ. tHRrBE 1SCOR5V2LSmsulX87rRner9
ijD MBUAYTXchfK5/rhAPxUGoxSIs+krvvql9va4N$Z$U dWyDv/unYmNalvaaorO
owPKL7dfQiTUUNgWRMxZP6ishhSuATr4rp27 zQ865UdQ5e92abiPGHP8H( 17
335Com3M/MtoR8/DAOAEO4ICLTCCA/kWDgYDVRDPAOH/EAODAgZAMIG]ngrEgEFEOCEAOSB licB
kZBOiggngEFBOCWADZCaHRUCDaVLBNIY_? /yZ55nbG9iYWxzaWduLm O\/Zi‘NnYZN
NDVXx¢ WFSEXI\g ZZ5/YTIWWUY_?]OMEEGCCSGAOUFBZABéVodHR OISV 2NZCC5 bGiYI
aWduLmNvbS9nc2djY3IONXF1 XXCZNkCZ/nmehM/AyMDBZ gNVHSAEU/EOMEMGCySGAOOBOD/E
KCOCMDOWMQYIKWVEBOUHAQ WJmhOdHBZzOi: SVd3d3Lmdsb2]hbHNpZZquZQtL_?jICGQZaXRVcnkv
MAKGBWQAI+. MwCQYDVROTBAIWADBJBgNVHRBEQjBAMD6gPKAGh, dHRWOrBVYSjSLmdSijh
bHNpZZ4uY29tL2d122N/qucXVhbHFzVZRzaWduYZEyMD/wLmNbeA/EgNVHREEH}Acg
aWNhdGIvbnNAZ3VhcmR0aW1ILmi VbTASngrEgEFEOEBA Qrl CkWC AC

BDATB YEAISGADY CGYHBACUR EGA, gNVHSUEGTAXngqth QBgjcKAwww

BAQUGCiSGAQ
'ROjBBgwWFOAUBbpbON CL/L/eGRVXWF/ dZ/DangHOYDVROOEBYEF/615clztsdle3haE m9

B/4I/L13MAUGCSQGSD3 QEBC WUAA4ICAQAN UOlWUt[Y Pzzh3E1vf6/jsWyr2zVKemOOb2w

+HBG) % imWc+X44il ESZEBﬁ/LETa/ISF/VQ bIE8Ttrh/3fduXhgUZQnM6AJIfNV
k(yT95ka/aRWZ /FGIblethddwakm_?Xy/ 0g/r m+4}/ nOhEWpXP1X4quthck/VOpOde
D52KHTPNSFVLpu35+UXX/yl]FQUYUIAXQQRBq Xk4DUGwdleT7T402RWP5Crg iIFNCwyiGsts|
OeN,‘LJVBhWTY yxNxWnréjZ8BSs| NKhDRquXZVaSld/glEROrllméK/RBlWPMSNCO qC84UG+/XT1
OFGl PYOEEpkKDOfgI19L‘Xah/H/qCG7XbXRbIm0DP5u 93/uO/ZOLIT+2kUWHNRIqungSVthﬁ/BUZDXH
HINMOGol f{iYOIaLDHFCBOOM45%7P/93Cap/dZWIGOVRGSLVQO/7qXMVvYDvGHZCeHT/ZnH\/aZXl
JjeH+0BmxkHh/nAqvnogN3mLjFW1 hch2+7dh/DNS+5D 0yFgYxqp/AqCoj
KhS75jBBUseNVYDBFmMM3M2ELApdkviXX|w=:

rrrrr END CERTIFICATE—-

SHA256withRSA

NTRBE-0459134256

GlobalSign GCC R45 Qualified QSCD Signing CA 2020

GlobalSign nv-sa

BE

VATEE-101114112

T8OCMRYwWFAYDVQQDDAIHA| 5EYR£1PVV|1<U U'I’;BL?J%%AWJW}?
X

pwdWjs
ORGEBMAGGBIQNKYE
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Subject E:

Subject CN:

Subject O:

Subject OU:

Subject L:

Subject ST:

Subject C:

Valid from:

Valid to:

Public Key:

Authority Info Access

Certificate Policies

Basic Constraints

CRL Distribution Points

Subject Alternative Name

QCStatements - crit. = false

Extended Key Usage

Authority Key Identifier

Subject Key Identifier

Key Usage:

Thumbprint algorithm:

Thumbprint:

publications@guardtime.com

GuardTime OU

GuardTime OU

KSI Publications

Tallinn

Harju maakond

EE

Tue Aug 01 15:55:33 CEST 2023

Tue Jul 28 02:00:00 CEST 2026

http://secure.globalsign.com/cacert/gsgccr45qualgscdsignca?020.crt

http://ocsp.globalsign.com/gsgccr45qualqscdsignca?020

Policy OID: 1.3.6.1.4.1.4146.1.40.36.2
CPS pointer: https://www.globalsign.com/repository/
Policy OID: 0.4.0.194112.1.3

IsCA: false

http://crl.globalsign.com/gsgccr45qualqscdsignca?020.crl

publications@guardtime.com

id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Unknown ExtendedKeyUsage OID: 1.3.6.1.4.1.311.10.3.12

05:BA:5B:3A:77:14:2C:87:86:46:FC:70:16:5F:62:75:99:74:A1:18

8E:B3:E5:CD:76:B6:C7:65:0E:4D:E1:6B:A9:BD:F0:8E:25:FC:BD:77

nonRepudiation

SHA-256

81:CA:ED:E8:94:74:B3:C0:B8:97:91:EC:F5:DB:3C:3B:6E:5F:4E:56:24:5E:C5:60:A
6:09:A9:81:51:09:D6:09
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X509SubjectName

Subject 2.5.4.97: VATEE-101114112
Subject E: publications@guardtime.com
Subject CN: GuardTime OU
Subject O: GuardTime OU
Subject OU: KSI Publications
Subject L: Tallinn
Subject ST: Harju maakond
Subject C: EE
X509SKiI
X509 sK I jrPlzXa2x2UOTeFrgb3wjiX8vXc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/withdrawn
Service status description en; undefined.
Status Starting Time 2025-06-12T09:00:00Z

2.22.1 - History instance n.1 - Status: granted

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service Name
Name [en] Guardtime KSI Time-stamping service (2023)

Name [et] Guardtime KSI ajatempliteenus (2023)

Service digital identities

X509SubjectName
Subject 2.5.4.97: VATEE-101114112
Subject E: publications@guardtime.com
Subject CN: GuardTime OU
Subject O: GuardTime OU
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Subject OU: KSI Publications

Subject L:

Tallinn
Subject ST: Harju maakond
Subject C: EE
X5095Kl
X509 SK1 jrPlzXa2x2UOTeFrqb3wjiX8vXc=
Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/granted
Status Starting Time 2023-08-20T09:00:01Z
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3 - Sighature node - Id: id-6fe6a8celc109d25015e2999¢c95b42ac

Signing Time

2025-06-12T12:16:26Z

TSL Scheme Operator certificate fields details

Version:

Serial Number:

X509 Certificate

Signature algorithm:

Issuer O:

Issuer C:

Issuer CN:

Subject O:

Subject C:

Subject CN:

Valid from:

Valid to:

Public Key:

Basic Constraints

Subject Key Identifier

Extended Key Usage

Key Usage:

Thumbprint algorithm:

11132080187539732902

MIIDrDCCApSgA WIEAgle/pQF/NFeDmmMAOGCSqGS/b3DOEBDOUAMGDXL/AsEgNVEAMM/L/VszQu
aWFulFRyd; 'dCBTY2hIbWUg 3EICmF0b3IXCZ /B NVE'AYT
C3Rvbmi hbrB/me\/leth/vbrETeXNOZWUgOXVDaGQ& MB4XI A5NDAWN/ DTM
MDcyNDASNDAwNIowbTEUMCWGA1UEAWWIRXNOb25p' WAgVH/lcj'RIZCBMa ND/FN]aGVtZSBPCGVy
YXRVC/ELMA)(GA1UEBhMCRUUXL/ASBQNVEAOM]UV 2dG9u: WFulE/uZm ybWi 0 WOuIFN5c3RIb:
dXRDbS/dekngEIMAOGCSqGSIbJDOEBAOUAAdIBDWAW IgEKA GDBM 4ivi fd/Zy9W75NgMWf
D7ahajygYHCp. W9Lx00vkmpuyaNN!XU+u/+yffoeng oLaOGCV/NDFFSZMnn/sKEDthgnON
I+snPxU1u9BK6P87ZpoQU2 VrF]
916Z0RUCEKTFWjQXVjhY1Lg: paopliviBV2. 1ptlSAt7//N
rUDD/fsqu+dhvjfﬁxq+IanUaMtGPng7SDqKKyg/KBOIZGunUZE+91HKUASr+sPy303
ZelINEXQOEQ4gytdAgMBAAG)TzB! [EwWQFMAMCAQAWCWYDVROI PEAODAgeAMBOGAlUdDgOW
BBScAndEhykw EVEHVFUO 7XPtanFa]ARB NVHSUEC]AIB%YEAJE.B‘A wAWDQYJKoZIhveNAQENBQAD
9gEBAHaLcIDZmUA9Bcv 7 TjuQW2Q3cFWFSmKc8aT5HaRKBXRRy10j9czqT439w/sm T4DeB/YyL/LXU
50UX5/55/mL‘pYXCZFIC61mH8XLTgOCa3VRAhek5lM80 +h6VBCVXOHrsqu$rLImE4L WIXWhQ
cyQu NrHCFéyanG 6Q1DzQBRst 2{7]5I8W /JE+ME +w-
qLe4CTALe6+dh2QYhzSWZ+AZ2GaF+ L/FrethVOsH KWCNKSZSOtS(’HLDZPan/yXPNa/thmA/P
dZdwq 7vTN+yn5PAGECfhTn06Gf5yDZjrmf5/05eMpzM=

rrrrr END CERTIFICATE—-

SHA512withRSA

Estonian Information System Authority

EE

Estonian Trusted List Scheme Operator

Estonian Information System Authority

EE

Estonian Trusted List Scheme Operator

FriJan 25 10:40:06 CET 2019

Mon Jul 24 11:40:06 CEST 2028

30'82'01'22'30'DD'06'09'2A'86'48'86'F7'DD'01‘01 :01:05:00:03:82:01 'UF'00'3D'82'01 :0A:02:82:01:01 '00'C1:32'EC'78'8A'F7'DD 95:9C ED '5B:BE: 4D'80'C5'9F'0F'56'A1'6A'3C'AO'60

:86:F8:DF:EB:1A:BE:20:46:AA:52:83:2D:18: F2'AU'CF'54'83'A8'A2'BZ'83'F2'81'35'56'46'BA:75.'19.'13:EF:75'1C.'AS:00:4A.'DF.'AC‘_?F'ZD:CE:DF:U_?:I9.'33:54:A9.‘6

6: 0:46:AA:52.
51 ED '44:38:83:2B:5D:02:03:01:00:01

IsCA: false - Path length: 0

9C:02:77:44:87:29:30:F2:F1:07:54:5B:90:ED:73:ED:1E:7A:85:6A

id-tsl-kp-tsiSigning

digitalSignature

SHA-256
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Thumbprint: 51:F3:58:D9:0E:9F:C6:E1:3A:8D:04:83:44:E2:17:19:50:BD:AE:86:AA: 7F:1E:13:A6
:8B:A4:BC:3B:1B:94:A7
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	TSL Scheme Information
	Pointer to other TSL - EUROPEAN UNION


	1.EU TSL - MimeType: application/vnd.etsi.tsl+xml




	1 - TSP: SK ID Solutions AS


	1.1 - Service  (withdrawn): ESTEID-SK


	1.1.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.1.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.1.3 - Extension (critical): additionalServiceInformation


	1.1.4 - History instance n.1 - Status: granted


	1.1.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.1.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.1.4.3 - Extension (critical): additionalServiceInformation



	1.1.5 - History instance n.2 - Status: undersupervision


	1.1.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.1.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.2 - Service  (withdrawn): ESTEID-SK 2007


	1.2.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.2.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.2.3 - Extension (critical): additionalServiceInformation


	1.2.4 - History instance n.1 - Status: granted


	1.2.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.2.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.2.4.3 - Extension (critical): additionalServiceInformation



	1.2.5 - History instance n.2 - Status: undersupervision


	1.2.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.2.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.3 - Service  (withdrawn): ESTEID qualified certificates for electronic signatures (ESTEID-SK 2011)


	1.3.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.3.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.3.3 - Extension (critical): additionalServiceInformation


	1.3.4 - History instance n.1 - Status: granted


	1.3.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.3.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.3.4.3 - Extension (critical): additionalServiceInformation



	1.3.5 - History instance n.2 - Status: granted


	1.3.5.4 - Extension (critical): Qualifiers [QCWithQSCD]


	1.3.5.5 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.3.5.6 - Extension (critical): additionalServiceInformation



	1.3.6 - History instance n.3 - Status: undersupervision


	1.3.6.7 - Extension (critical): Qualifiers [QCWithSSCD]


	1.3.6.8 - Extension (critical): Qualifiers [QCStatement]




	1.4 - Service  (granted): ESTEID qualified certificates for electronic signatures (ESTEID-SK 2015)


	1.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.4.3 - Extension (critical): additionalServiceInformation


	1.4.4 - History instance n.1 - Status: granted


	1.4.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.4.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.4.4.3 - Extension (critical): additionalServiceInformation



	1.4.5 - History instance n.2 - Status: undersupervision


	1.4.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.4.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.5 - Service  (granted): ESTEID qualified certificates for electronic signatures (ESTEID2018)


	1.5.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.5.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.5.3 - Extension (critical): additionalServiceInformation



	1.6 - Service  (withdrawn): EID-SK 2007


	1.6.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.6.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.6.3 - Extension (critical): additionalServiceInformation


	1.6.4 - History instance n.1 - Status: granted


	1.6.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.6.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.6.4.3 - Extension (critical): additionalServiceInformation



	1.6.5 - History instance n.2 - Status: undersupervision


	1.6.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.6.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.7 - Service  (withdrawn): EID-SK 2011 qualified certificates for electronic signatures


	1.7.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.7.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.7.3 - Extension (critical): additionalServiceInformation


	1.7.4 - History instance n.1 - Status: granted


	1.7.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.7.4.2 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.7.4.3 - Extension (critical): additionalServiceInformation



	1.7.5 - History instance n.2 - Status: undersupervision


	1.7.5.4 - Extension (critical): Qualifiers [QCWithSSCD]


	1.7.5.5 - Extension (critical): Qualifiers [QCStatement]




	1.8 - Service  (granted): EID-SK 2016 qualified certificates for electronic signatures


	1.8.1 - Extension (critical): Qualifiers [QCStatement, QCForESig]


	1.8.2 - Extension (critical): additionalServiceInformation



	1.9 - Service  (withdrawn): KLASS3-SK


	1.9.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.9.2 - Extension (critical): Qualifiers [NotQualified]


	1.9.3 - Extension (critical): additionalServiceInformation


	1.9.4 - History instance n.1 - Status: granted


	1.9.4.1 - Extension (critical): Qualifiers [QCWithQSCD]


	1.9.4.2 - Extension (critical): Qualifiers [NotQualified]


	1.9.4.3 - Extension (critical): additionalServiceInformation



	1.9.5 - History instance n.2 - Status: undersupervision


	1.9.5.4 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.9.5.5 - Extension (critical): Qualifiers [QCWithSSCD]


	1.9.5.6 - Extension (critical): Qualifiers [QCStatement]




	1.10 - Service  (withdrawn): Klass3-SK 2010 qualified certificate for electronic seal


	1.10.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.10.2 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.10.3 - Extension (critical): Qualifiers [QCStatement]


	1.10.4 - Extension (critical): Qualifiers [QCForESeal]


	1.10.5 - Extension (critical): additionalServiceInformation


	1.10.6 - History instance n.1 - Status: granted


	1.10.6.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.10.6.2 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.10.6.3 - Extension (critical): Qualifiers [QCStatement]


	1.10.6.4 - Extension (critical): Qualifiers [QCForESeal]


	1.10.6.5 - Extension (critical): additionalServiceInformation



	1.10.7 - History instance n.2 - Status: granted


	1.10.7.6 - Extension (critical): Qualifiers [QCWithQSCD]


	1.10.7.7 - Extension (critical): Qualifiers [NotQualified]


	1.10.7.8 - Extension (critical): additionalServiceInformation



	1.10.8 - History instance n.3 - Status: undersupervision


	1.10.8.9 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.10.8.10 - Extension (critical): Qualifiers [QCWithSSCD]


	1.10.8.11 - Extension (critical): Qualifiers [QCStatement]




	1.11 - Service  (granted): Klass3-SK 2016 qualified certificate for electronic seal


	1.11.1 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.11.2 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.11.3 - Extension (critical): Qualifiers [QCStatement]


	1.11.4 - Extension (critical): Qualifiers [QCForESeal]


	1.11.5 - Extension (critical): additionalServiceInformation



	1.12 - Service  (withdrawn): ESTEID-SK OCSP RESPONDER 2005


	1.12.1 - Extension (critical): additionalServiceInformation


	1.12.2 - History instance n.1 - Status: granted


	1.12.2.1 - Extension (critical): additionalServiceInformation



	1.12.3 - History instance n.2 - Status: undersupervision



	1.13 - Service  (withdrawn): ESTEID-SK 2007 OCSP RESPONDER


	1.13.1 - Extension (critical): additionalServiceInformation


	1.13.2 - History instance n.1 - Status: granted


	1.13.2.1 - Extension (critical): additionalServiceInformation



	1.13.3 - History instance n.2 - Status: undersupervision



	1.14 - Service  (withdrawn): ESTEID-SK 2007 OCSP RESPONDER 2010


	1.14.1 - Extension (critical): additionalServiceInformation


	1.14.2 - History instance n.1 - Status: granted


	1.14.2.1 - Extension (critical): additionalServiceInformation



	1.14.3 - History instance n.2 - Status: undersupervision



	1.15 - Service  (withdrawn): EID-SK 2007 OCSP RESPONDER


	1.15.1 - Extension (critical): additionalServiceInformation


	1.15.2 - History instance n.1 - Status: granted


	1.15.2.1 - Extension (critical): additionalServiceInformation



	1.15.3 - History instance n.2 - Status: undersupervision



	1.16 - Service  (withdrawn): EID-SK 2007 OCSP RESPONDER 2010


	1.16.1 - Extension (critical): additionalServiceInformation


	1.16.2 - History instance n.1 - Status: granted


	1.16.2.1 - Extension (critical): additionalServiceInformation



	1.16.3 - History instance n.2 - Status: undersupervision



	1.17 - Service  (withdrawn): KLASS3-SK OCSP RESPONDER 2009


	1.17.1 - Extension (critical): additionalServiceInformation


	1.17.2 - History instance n.1 - Status: granted


	1.17.2.1 - Extension (critical): additionalServiceInformation



	1.17.3 - History instance n.2 - Status: granted


	1.17.3.2 - Extension (critical): additionalServiceInformation



	1.17.4 - History instance n.3 - Status: undersupervision



	1.18 - Service  (withdrawn): KLASS3-SK 2010 OCSP RESPONDER


	1.18.1 - Extension (critical): additionalServiceInformation


	1.18.2 - History instance n.1 - Status: granted


	1.18.2.1 - Extension (critical): additionalServiceInformation



	1.18.3 - History instance n.2 - Status: granted


	1.18.3.2 - Extension (critical): additionalServiceInformation



	1.18.4 - History instance n.3 - Status: undersupervision



	1.19 - Service  (granted): SK OCSP RESPONDER 2011


	1.19.1 - Extension (critical): additionalServiceInformation


	1.19.2 - History instance n.1 - Status: undersupervision



	1.20 - Service  (withdrawn): SK Proxy OCSP Responder 2009


	1.20.1 - Extension (critical): additionalServiceInformation


	1.20.2 - History instance n.1 - Status: granted


	1.20.2.1 - Extension (critical): additionalServiceInformation



	1.20.3 - History instance n.2 - Status: undersupervision



	1.21 - Service  (withdrawn): ESTEID-SK OCSP RESPONDER


	1.21.1 - Extension (critical): additionalServiceInformation


	1.21.2 - History instance n.1 - Status: granted


	1.21.2.1 - Extension (critical): additionalServiceInformation



	1.21.3 - History instance n.2 - Status: undersupervision



	1.22 - Service  (deprecatedatnationallevel): KLASS3-SK OCSP RESPONDER (2003)


	1.22.1 - Extension (critical): additionalServiceInformation


	1.22.2 - History instance n.1 - Status: recognisedatnationallevel


	1.22.2.1 - Extension (critical): additionalServiceInformation



	1.22.3 - History instance n.2 - Status: recognisedatnationallevel


	1.22.3.2 - Extension (critical): additionalServiceInformation



	1.22.4 - History instance n.3 - Status: undersupervision



	1.23 - Service  (withdrawn): KLASS3-SK OCSP RESPONDER (2006)


	1.23.1 - Extension (critical): additionalServiceInformation


	1.23.2 - History instance n.1 - Status: granted


	1.23.2.1 - Extension (critical): additionalServiceInformation



	1.23.3 - History instance n.2 - Status: granted


	1.23.3.2 - Extension (critical): additionalServiceInformation



	1.23.4 - History instance n.3 - Status: undersupervision



	1.24 - Service  (deprecatedatnationallevel): SK Proxy OCSP Responder 2008


	1.24.1 - Extension (critical): additionalServiceInformation


	1.24.2 - History instance n.1 - Status: recognisedatnationallevel


	1.24.2.1 - Extension (critical): additionalServiceInformation



	1.24.3 - History instance n.2 - Status: undersupervision



	1.25 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time stamps


	1.25.1 - History instance n.1 - Status: granted


	1.25.2 - History instance n.2 - Status: withdrawn


	1.25.3 - History instance n.3 - Status: undersupervision



	1.26 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2019)


	1.26.1 - History instance n.1 - Status: granted



	1.27 - Service  (withdrawn): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2020)


	1.27.1 - History instance n.1 - Status: granted



	1.28 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2021)


	1.29 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2022)


	1.30 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2023)


	1.31 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2024E)


	1.32 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2024R)


	1.33 - Service  (granted): KLASS3-SK ORG 2021E qualified certificate for electronic seal


	1.33.1 - Extension (critical): additionalServiceInformation


	1.33.2 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.33.3 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.33.4 - Extension (critical): Qualifiers [QCStatement]


	1.33.5 - Extension (critical): Qualifiers [QCForESeal]


	1.33.6 - History instance n.1 - Status: granted


	1.33.6.1 - Extension (critical): additionalServiceInformation


	1.33.6.2 - Extension (critical): Qualifiers [QCQSCDStatusAsInCert]


	1.33.6.3 - Extension (critical): Qualifiers [QCForLegalPerson]


	1.33.6.4 - Extension (critical): Qualifiers [QCStatement]


	1.33.6.5 - Extension (critical): Qualifiers [QCForESeal]




	1.34 - Service  (granted): KLASS3-SK ORG 2021R qualified certificate for electronic seal


	1.34.1 - Extension (not critical): additionalServiceInformation


	1.34.2 - Extension (not critical): Qualifiers [QCQSCDStatusAsInCert]


	1.34.3 - Extension (not critical): Qualifiers [QCForLegalPerson]


	1.34.4 - Extension (not critical): Qualifiers [QCStatement]


	1.34.5 - Extension (not critical): Qualifiers [QCForESeal]


	1.34.6 - History instance n.1 - Status: granted


	1.34.6.1 - Extension (not critical): additionalServiceInformation


	1.34.6.2 - Extension (not critical): Qualifiers [QCQSCDStatusAsInCert]


	1.34.6.3 - Extension (not critical): Qualifiers [QCForLegalPerson]


	1.34.6.4 - Extension (not critical): Qualifiers [QCStatement]


	1.34.6.5 - Extension (not critical): Qualifiers [QCForESeal]




	1.35 - Service  (granted): EID-SK-Q 2021E qualified certificates for electronic signatures 


	1.35.1 - Extension (not critical): additionalServiceInformation


	1.35.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]


	1.35.3 - History instance n.1 - Status: granted


	1.35.3.1 - Extension (not critical): additionalServiceInformation


	1.35.3.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]



	1.35.4 - History instance n.2 - Status: granted


	1.35.4.3 - Extension (not critical): additionalServiceInformation


	1.35.4.4 - Extension (not critical): Qualifiers [QCStatement, QCForESig]




	1.36 - Service  (granted): EID-SK-Q 2021R qualified certificates for electronic signatures


	1.36.1 - Extension (not critical): additionalServiceInformation


	1.36.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]


	1.36.3 - History instance n.1 - Status: granted


	1.36.3.1 - Extension (not critical): additionalServiceInformation


	1.36.3.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig]



	1.36.4 - History instance n.2 - Status: granted


	1.36.4.3 - Extension (not critical): additionalServiceInformation


	1.36.4.4 - Extension (not critical): Qualifiers [QCStatement, QCForESig]




	1.37 - Service  (granted): EID-SK-Q 2024E qualified certificates for electronic signatures


	1.37.1 - Extension (not critical): additionalServiceInformation


	1.37.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig, QCQSCDManagedOnBehalf]



	1.38 - Service  (granted): EID-SK-Q 2024R qualified certificates for electronic signatures


	1.38.1 - Extension (not critical): additionalServiceInformation


	1.38.2 - Extension (not critical): Qualifiers [QCStatement, QCForESig, QCQSCDManagedOnBehalf]



	1.39 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2025E)


	1.40 - Service  (granted): SK Time-Stamping Authority for qualified electronic time stamps (SK-TSA 2025R)



	2 - TSP: GuardTime OÜ


	2.1 - Service  (withdrawn): TSA0


	2.1.1 - History instance n.1 - Status: undersupervision



	2.2 - Service  (withdrawn): TSA1


	2.2.1 - History instance n.1 - Status: undersupervision



	2.3 - Service  (withdrawn): TSA1


	2.3.1 - History instance n.1 - Status: undersupervision



	2.4 - Service  (withdrawn): TSA2


	2.4.1 - History instance n.1 - Status: undersupervision



	2.5 - Service  (withdrawn): TSA1


	2.5.1 - History instance n.1 - Status: undersupervision



	2.6 - Service  (withdrawn): TSA2


	2.6.1 - History instance n.1 - Status: undersupervision



	2.7 - Service  (withdrawn): TSA1


	2.7.1 - History instance n.1 - Status: undersupervision



	2.8 - Service  (withdrawn): TSA2


	2.8.1 - History instance n.1 - Status: undersupervision



	2.9 - Service  (withdrawn): H1


	2.9.1 - History instance n.1 - Status: undersupervision



	2.10 - Service  (withdrawn): H2


	2.10.1 - History instance n.1 - Status: undersupervision



	2.11 - Service  (withdrawn): H3


	2.11.1 - History instance n.1 - Status: undersupervision



	2.12 - Service  (withdrawn): H4


	2.12.1 - History instance n.1 - Status: undersupervision



	2.13 - Service  (withdrawn): H5


	2.13.1 - History instance n.1 - Status: undersupervision



	2.14 - Service  (withdrawn): H1


	2.14.1 - History instance n.1 - Status: undersupervision



	2.15 - Service  (withdrawn): H2


	2.15.1 - History instance n.1 - Status: undersupervision



	2.16 - Service  (withdrawn): H3


	2.16.1 - History instance n.1 - Status: undersupervision



	2.17 - Service  (withdrawn): H4


	2.17.1 - History instance n.1 - Status: undersupervision



	2.18 - Service  (withdrawn): H5


	2.18.1 - History instance n.1 - Status: undersupervision



	2.19 - Service  (withdrawn): Guardtime KSI ajatempliteenus


	2.19.1 - History instance n.1 - Status: granted



	2.20 - Service  (withdrawn): Guardtime KSI ajatempliteenus (2020)


	2.20.1 - History instance n.1 - Status: granted



	2.21 - Service  (withdrawn): Guardtime KSI ajatempliteenus (2021)


	2.21.1 - History instance n.1 - Status: granted



	2.22 - Service  (withdrawn):  Guardtime KSI Time-stamping service (2023)


	2.22.1 - History instance n.1 - Status: granted
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